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Abstrakt V adaptivnych webovych aplikdcidch je proces
personalizdcie zaloZeny na modeli pouZivatela, ktory je tvo-
reny charakteristikami pouZivatela. Aby bolo prispésobo-
vanie efektivne, je potrebné, aby model pouZivatela vZdy
odrdzal redlneho pouZivatela. Preto je potrebné model pouZi-
vatela neustdle aktualizovat. V prispevku opisujeme metddu
explicitného ziskavania a udrZiavania charakteristik v mo-
deli pouzivatela kladenim otdzok v prirodzenom jazyku.
Kontext otdzky zdvisi na doménovej ontoldgii, ktorej kon-
cepty s viazané prostrednictvom internej reprezentdcie.
Celyj proces ziskavania a udrZiavania charakteristik je ria-
deny pouZivatelom definovanymi pravidlami. Vysledkom
navrhnutej metddy je softvérovy prototyp.

1 Uvod

Web predstavuje rozsiahly zdroj informécii z mnohych
oblasti, pricom mnozstvo informéacii neustéle rastie.
Informac¢ny obsah webu nie je vidy vhodne rozmiest-
neny, ¢o spoésobuje problémy s navigaciou, pripadne
sa pouZivatel brodi obsahom, o ktory nema zaujem
a pod. Sposob, ako zefektivnit pracu s informécia-
mi pontka personalizicia, kde sa vybrané ¢rty pouzi-
vatela reprezentuji v modeli pouzivatela a pouziju sa
na prisposobenie roznych viditelnych aspektov systé-
mu.

Model pouzivatela uchovava abstrahované charak-
teristiky pouzivatela. Charakteristiky pouZivatela je
mozné ziskavat explicitnym alebo implicitnym sposo-
bom. Explicitny spdsob je zalozeny na priamej odozve
od pouZzivatela a implicitny sposob vyuziva sledovanie
aktivity pouZivatela. Nevyhodou explicitného sposobu
je, ze moze vyruSovat pouZivatela pri praci. Naopak
ziskané informéacie su spravidla presnejsie ako
pri implicitnom spésobe, kedy je nevyhnuté sledované
charakteristiky spravne interpretovat, aby mohli byt
uloZzené v modeli pouzivatela. Preto sa obidva pris-
tupy Casto kombinuju.

Vicsina webovych adaptivnych aplikacii kladie do-
raz najmai na prisposobovanie viditelnych aspektov

* Tento prispevok vznikol za podpory Statneho programu
vyskumu a vyvoja “Budovanie informaé¢nej spolo¢nosti”
¢. tlohy 1025/04 a Vedeckej grantovej agentiry VEGA
v ramci grantovej ilohy ¢ VG1/3102/06.

systému. Charakteristiky v modeli pouZivatela sa, po-
dobne ako aj pouzivatel, v ¢ase menia. Désledkom
neudrziavania charakteristik je neefektivne prisposo-
bovanie, kedZe model neodraza aktualne charakteris-
tiky redlneho pouzivatela.

Sposob aktualizdcie modelu pouzivatela zalozeny
na sledovani aktivity pouzivatela je opisany v [9]. Vy-
uZiva informéciu o navsteve konceptu, ako aj kombinéa-
ciu po¢tu navitev konceptu s ¢asom stravenym v kon-
cepte, ¢im eliminuje moznost chyby vzniknutej na zak-
lade nespravnych uzaverov ohladom ¢asu zobrazenia
prislusného konceptu. Ziskavanie charakteristik proce-
som udenia vyuZziva systém UPRE [7].

Explicitna spatnt vizbu vyuziva vacsina adaptiv-
nych vyucbovych aplikicii na zistenie vedomosti po-
uzivatela o zobrazenom koncepte [2,5], ¢o sa prejavi
aj v modeli pouzivatela, kedZe vo vyucbovych sys-
témoch model pouZivatela spravidla prekryva model
aplikacnej domeény.

V prispevku opisujeme metdédu inicializacie
a udrZziavania charakteristik v modeli pouZzivatel'a, kto-
rd pouZiva explicitny sposob — odpovede na otazky.
Motivaciou pre tento sposob bol projekt M-PIRO, kto-
ry vyuziva sémantiku poskytovani ontologickou rep-
rezenticiou na generovanie textu v prirodzenom jazy-
ku [1]. Nastroj vytvoreny v ramci projektu generuje
texty z ontolégie, ktora poskytuje informacie o enti-
tach v doméne. V [8] je opisany pristup planovania
vyrokov v prirodzenom jazyku, ktoré mézu dynamicky
vyuzit kontextové informécie o prostredi, v ktorom
prebieha dialég. Inym prikladom je vzdelavaci systém
OntoAIMS [6], kde pouZivatel komunikuje so systé-
mom prostrednictvom grafického rozhrania, ktoré po-
zostava z dialégu (s vopred pripravenymi otdzkami)
a grafu, ktorym mozno vytvirat a modifikovat vyh-
lasenia grafickym spodsobom.

V navrhnutej metdéde vyuzivame model aplikacnej
domény reprezentovany ontolégiou a jeho koncepty na
vygenerovanie otdzok v prirodzenom (anglickom) ja-
zyku s cielom aktualizovat charakteristiky v modeli
pouzivatela. Odpovede na tieto otazky sa priamo pre-
javia zmenou charakteristik v modeli. Proces klade-
nia otazok je riadeny definovanymi pravidlami. Do-
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plnenim priority k jednotlivym charakteristikim vieme
vygenerovanie otazky tuplne potlacit.

2 Princip generovania otazky

Pri explicitnom ziskavani a udrziavani charakteristik
v modeli pouzivatela vyuzivame priamu odozvu od
pouzivatela, ktord moze byt realizovana napr. vyplne-
nim ankety, formulara, odpovedou na otazku a pod.
Pri kladeni otazok rozlisujeme (1) otazky, na ktoré
mozno odpovedat chybajucou castou a (2) otazky
s kladnou alebo zapornou odpovedou. Pri navrhu me-
toédy vychadzame z principu, kde nazov charakteris-
tiky pouzivatela je priamo castou otazky. Nazov cha-
rakteristiky tzko savisi s jej reprezenticiou v mode-
li pouZivatela prostrednictvom elementu vlastnost
(property).

Na obrazku 1 je uvedeny priklad Styroch otazok
a odpovedi, ktory demonstruje opisany sposob gene-
rovania otazok. V otéazke, kde o¢akavame nejaky tadaj
(napr. ¢iselny, textovy, ordinalny alebo booleovsky) sa
pouzije nazov charakteristiky (zvyrazneny podé&iark-
nutym pismom). Odpoved moéZe opat obsahovat na-
zov charakteristiky a jej prislu§ni hodnotu, ktord zad4a
pouzivatel (zvyraznené tu¢nym Sikmym pismom). Ta-
to hodnota sa zapiSe do modelu pouzivatela.

: What is your name?

: My name is John.

: Have you got any driving experiences?
: Yes, | have got.

: Please enter your expected salary range.
: | expect salary from 25.000 to 40.000.

: How often are you willing to travel for a job?

>0 >» 0 >» 0O >» 0

: Every day.

Obrazok 1. Priklad otézok a odpovedi.

Pre takto navrhnuty sposob generovania otézok,
sme zvolili princip Sablén otézok. Sablona otazky je
vopred definovana reprezenticia otézky, ktora vyuziva
slovnu zésobu. Postupnost slov v Sablone otazky je
vopred definovand autorom 8Sabléony. Slovo, ktoré m4
nahradit nazov charakteristiky, je oznaéené §pecifickou
znackou. S kladenim otazky stuvisi nasledujtci kontext:

— okolnosti — ¢o musi nastat, aby bola pre pouZi-
vatela vygenerovana otazka,

— predmet otdizky — akd otazka sa ma vygenerovat,
resp. na ¢o sa méa systém “opytat”.

Okolnosti, kedy bude pouZivatelovi vygenerovana
otazka, su kontrolované pomocou pravidiel a predmet
otazky zavisi od charakteristiky.

Na obrazku 2 je zn&zorneny princip generovania
otazky. Obrazok sluzi iba na zakladné vysvetle-
nie navrhnutej metody, a preto neobsahuje Gplny tok
spracovania tdajov.

Predpokladajme, ze modelujeme znalosti pouziva-
tela v ramci aplika¢nej domény pracovnych pontik. Na
zaciatku vytvorime zoznam charakteristik pracovnej
ponuky, na ktoré sa chceme vygenerovanymi otazkami
opytat a takto inicializovat nové, pripadne aktualizo-
vat existujice charakteristiky v modeli pouZivatela.
Postup ziskavania a nasledného vytvorenia novej (ne-
existujucej) instancie charakteristiky sa odlisuje od
udrziavania (aktualizacie) existujicej charakteristiky.

V pripade vytvorenia novej inStancie charakteris-
tiky su z Uloziska viazania vybrané charakteristiky,
ktoré nemaji doposial vytvorent inStanciu charakte-
ristiky v modeli pouzivatela. Pri udrziavani st zvo-
lené charakteristiky na zaklade vyhodnotenia pravi-
diel. V obidvoch pripadoch je vSak vytvoreny zoznam
jednoznaénych pomenovani charakteristik, usporiada-
nych podla priority. Priorita riesi aj pripady, kedy je
vhodné vygenerovanie otazky potlaéit (napr. pohlavie
pouzivatela je charakteristika, ktort staéi zistit raz).

Pomenovanie a priorita charakteristiky, spolu s jej
struktarou, st ulozené v UloZisku viazania. K charak-
teristike je tieZ naviazana Sabléna otézky a podstat-
né meno, ktoré je vo vygenerovanej otdzke pouzité
ako néazov charakteristiky. Podla jedine¢ného identi-
fikatora charakteristiky sa vyhlada v UloZisku Sablén
otazok prislusna Sablona. Jednotlivé slova st ulozené
v Slovnej zdsobe, odkial sa pre prislugnia Sablonu nadi-
taju. Tymto spoésobom vznikne otazka, ktora je polo-
zend, pouzivatelovi. Pouzivatel taktiez ziska cast vo-
pred pripravenej odpovede v pripade ak je odpovedou
hodnota z mnoziny typov ordindlna hodnota alebo
volba.

2.1 Slovna zasoba

Pre slovni zasobu sme poévodne navrhli a vytvo-
rili ontologiu Part of Speech, ktora uchovéva slova vo
forme ingtancii, pri¢om kazdé slovo mé Specifikovany
slovny druh a gramatickd kategériu. Od tohto pristupu
sme ustupili z dévodu ¢asovej naro¢nosti potrebnej na
naplnenie ontologie a nizkej efektivnosti softvérovych
prostriedkov vyuzivajtucich ontolégie, ¢o by sa preja-
vilo €asovo kritickym generovanim otazok.
Pouzivame slovni zasobu, ktoré predstavuje pouzi-
tie vysledkov existujiceho projektu — trénovacie a tes-
tovacie udaje vyuzité pre urcenie slovnych druhov
v texte (Text Chunking). Udaje st reprezentované vo

! http://www.cnts.ua.ac.be/conl12000/chunking/



UdrZiavanie charakteristik kladenim otézok 5

Pravidla

Poziadavka :‘[>E
\

charakteristiky-
Sablony|otazok

Viazanie
viazania charakteristik
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akcia

Doménova ontoldgia
Model pouzivatela

Obrazok 2. Doménovo zavisla ¢ast modelu pouzivatela.

forme identifikdtor;slovo;znacka slovného druhu, napr.
25:ability; NN (POS tag) v anglickom jazyku, kde prvy
stipec reprezentuje identifikitor slova, na ktory
sa odkazuje v Sabléne otazok, nasleduje samotné slo-
vo a znacka slovného druhu. Znacka slovného druhu
v niektorych pripadoch uréuje nielen slovny druh, ale
aj gramaticka kategoriu slova (NN — podstatné meno
v jednotnom &isle). Po  vyGisteni slovnej zasoby
(odstranenie ¢isel, prebyto¢nych ¢lenov a pod.) obsa-
huje priblizne 17.000 slov. Znacky slovnych druhov
Specifikuji nasledovné gramatické kategorie:

1. ¢islo — pouzitie pri podstatnych mendach, zame-
nach; moze byt jednotné a mnozné,

2. ¢as — pri slovesach; minuly, pritomny a budici,

3. osoba — pri podstatnych menéch, zamenéach a slo-
veséich; prva, druhé a tretia osoba.

Hlavnou vyhodou tohto sp6sobu reprezenticie je
skuto¢nost, Ze pozname sémantiku jednotlivych slov,
z ktorych sa skladaju otézky a vyssia efektivita spraco-
vania oproti vyuZzitiu ontolégie Part Of Speech. Slovn4
zasoba navyse obsahuje dostato¢ny pocet slov, takze
nepredpokladame potrebu jej udrziavania. Udrzba je
vzhladom na pouZzity format slovnej zasoby jednodu-
cha.

2.2 Sablény

7 dovodu znovupouzitia Sabléon, ako aj moznosti kedy-
kol'vek vymenit slovnd zasobu, sme sa rozhodli oddelit
slovni zasobu od 3ablén otézok. Sablona otazky po-
zostava zo slov, ktoré su reprezentované v XML stbore
prostrednictvom identifikitora, tak ako s ulozené
v slovnej zasobe.

Na nasledujiicom vypise je zndzorneny priklad Sab-
lony otazky ValueTemplate(1:

<question name="ValueTemplateO1'">
<pos order="1" instanceName="15432"/>
<pos order="2" instanceName="7398"/>

<pos order="3" instanceName="12456"/>
<pos order="4" instanceName="n01"/>
</question>

Element question obsahuje elementy pos, ktoré Spe-
cifikuju identifikatory slov v slovnej zasobe. Identifika-
tory 15432, 7398, 12456 budd neskér nahradené slo-
vami what, is, your. Speciﬁkované je aj poradie slov
v otazke prostrednictvom atribitu order.

Vytvorili sme niekolko Sablon otazok. So zvysu-
jacim sa poctom Sablén otazok, ktoré buda k dis-
pozicii, bude konverzacia s pouZivatelom prirodzenej-
gia. AvSak velky pocet Sablon, t.j. stav, kedy je pre
kazda vygenerovani otézku vytvorend samostatné
gablona, nie je velmi vhodny z hladiska efektivnos-
ti ich vytvarania. Z tohto dovodu zohladiujeme pri
vytvarani Sablén otdzok a ich viazani na konkrétnu
charakteristiku v modeli pouzivatela univerzalnost
Sablony.

3 Viazanie charakteristik

Pre viazanie sme sa rozhodli z praktického dévodu,
kedze priamo do ontolégie nemusime pridavat kon-
cepty, ktoré by Specifikovali idaje potrebné pre gene-
rovanie otazky, ako napriklad priority charakteristik.
Do ontoloégie pristupujeme iba vtedy, ak potrebujeme
nacitatf konkrétne hodnoty charakteristiky alebo sa vy-
tvoria, resp. aktualizujd prislusné instancie charakte-
ristiky.

Viazanim obohacujeme charakteristiky modelu po-
uZivatela o Specifické udaje potrebné pre navrhnuti
met6du. Specifickymi tdajmi sa:

jedine¢ny identifikator charakteristiky,

priorita charakteristiky,

Sabléna otazky a

— podstatné meno pouzité vo vete, ktoré predstavuje
nazov charakteristiky (nemusi byt jedinec¢né).
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Charakteristika je v ontolégii zlozend 7 roznych
konceptov. Pri viazani Struktury charakteristiky via-
zeme nasledujice koncepty:

priestory mien (namespaces),

triedy (classes),

— vlastnosti (properties) datové alebo objektové a
— inStancie.

Jednoduché charakteristiky maji tvar RDF tro-
jice, t.j. subjekt, predikat a objekt, kde subjekt odpo-
veda triede charakteristiky, predikat nazvu a objekt
hodnote charakteristiky. Takato §truktira je jednodu-
cho viazatelna. Pri experimentoch s ontolégiou pra-
covnych pontk sme zistili, Ze uvedeny spdsob neposta-
Cuje pre reprezentaciu komplexnejsich charakteristik,
ktoré mozu spolu sivisiet, mozu vzdjomne vytvarat
taxonémiu alebo ak je charakteristika vyjadrena ordi-
nalnou hodnotou (jednotlivé ordinalne hodnoty mozu
byt reprezentované triedou alebo instanciou).

Pri takychto charakteristikach je zloZitejsi aj spo-
sob vytvorenia, resp. aktualizacie charakteristiky.
Obrézok 3 znazoriiuje Struktaru €asti modelu pouzi-
vatela pre charakteristiku vyjadrujucu pouZzivatelom
preferovany pocet pracovnych hodin v tyZzdni, pri¢om
pri pridani charakteristiky sa uré¢i aj jej dalsi atribut
— doveryhodnost.

— value

offer

relatesTo hoursPerWeek

hasConfidence

(_UserCharacteristic LevelOrdering

char

highest

hasSource
Source = EXAKT

———

Obrazok 3. Priklad $truktiry konceptov pre reprezenté-
ciu po¢tu pracovnych hodin do tyzdiia.

Pre Tahgie pochopenie §truktary sme nazvy tried
a atributov nahradili jednoduchymi symbolickymi me-
nami. Trieda UserCharacteristic predstavuje samotni
charakteristiku, mé reldciu s pracovnou ponukou
(Offer), ktora ma datova vlastnost hoursPerWeek ty-
pu reélne ¢islo (Float). Charakteristika ma relaciu vy-
jadrujucu jej doveryhodnost, ktora je ordinalnou hod-
notou reprezentovanou instanciami triedy LevelOrder-
ing a relaciu hasSource s triedou vyjadrujucou zdroj,
ktory charakteristiku do modelu pouZivatela pridal.
V sivych obdlznikoch st uvedené nazvy ingtancii, ktoré
maju byt vytvorené po zadani pouZivatelovej odpo-
vede.

Podobne sme navrhli spésob pomenovania aj pre
ingtancie, aby bola zachovana gtruktiura konceptov pri
vytvoreni inStancie. Napriklad pre triedu User-
Characteristic a jej inStanciu char sme uréili, ze bude
obsahovat dodato¢ny sufix: €asova peciatku. Ten-
to sposob vytvarania inStancie sme pomenovali vzor
(pattern). Rovnaky princip uplatnime aj pre ingtan-
ciu offer. Instancia highest (v ramci ontologie uz exis-
tuje) vyjadrujica arovei déveryhodnosti bude prepo-
jend s instanciou char. Instancia triedy Source pred-
stavuje nazov néstroja, ktory urobil zmenu charakte-
ristiky ako posledny, bude mat nazov ExAKT.

Pre zhrnutie, definovali sme tri spésoby pomeno-
vania inStancie:

— pomenovanie podla vzoru — vytvori sa ingtancia
podla stanoveného nazvu so sufixom ¢asovej pe-
Glatky, pricom jej forméat je konfigurovatelny,

— pomenovanie podla ndzvu — vytvori sa ingtancia
podla definovaného nazvu,

— nastavenie Zelanej hodnoty (ordindlna, ale aj tex-
tova, numericka) — k relacii bude priradena Zelana
hodnota.

Pre reprezentaciu viazanych konceptov sme zvolili
sposob pomenovania podla jednozna¢nych identifika-
torov — tzv. kl'ucov, ktoré st ulozené v UloZisku via-
zania. Nazov klica pozostava z pismena (¢ — trieda,
op — objektovd  vlastnost, dt — datova  vlast-
nost, ¢ — in§tancia) a postfizu — &islo poradia v ramci
UloZiska viazania.

Kazdy kl'a¢ m4 priradeny nazov, podla ktorého sa
odvolavame na dany koncept, k nemu prislugny nazov
konceptu, priestor mien konceptu (v prefixovom tvare)
a ndzov a typ inStancie, ktoré sa ma vytvoritf. Vyuzi-
tie viazania prostrednictvom klItcov zvySuje flexibili-
tu viazania Struktary v pripade, ak dojde k zmenam
v doménovej ontoldgii, resp. v modeli pouZivatela.
Ulozisko viazania zaroveii obsahuje aj zoznam priesto-
rov mien viazanej ontologie (pre viazanie prefixového
tvaru na kompletny priestor mien vo forme URI).
Obrazok 4 ilustruje $truktaru ontolégie s uvedenim
jednotlivych klucov priradenych ku konceptom.

Ak by charakteristika obsahovala kompletnu $truk-
taru konceptov, t.j. reldcie medzi triedami a ingtan-
ciami, bolo by viazanie neefektivne z hladiska velkej
zévislosti na Struktire charakteristiky v modeli pouzi-
vatela. Namiesto tohto sa nacitaji iba objektové ale-
bo datové vlastnosti. Ich doménové triedy a triedy
rozsahu sa naéitaju prostrednictvom $pecifickych do-
pytov.

Moze v8ak nastat pripad, kedy jedna viazan4 vlast-
nost (objektova alebo datova) obsahuje viacero domé-
novych tried alebo tried rozsahu. Vtedy je potrebné
pre konkrétnu vlastnost definovat, ktora jej doménova
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Obrazok 4. KTace konceptov.

trieda alebo trieda rozsahu bude pouZité pre vytvore-
nie ingtancie. KedZe tato definicia je uvedena
iba v konkrétnej charakteristike, neovplyvni to ostatné
viazané charakteristiky, ktoré obsahuju rovnaka vlast-
nost.

Pocas experimentov s viazanim Struktary charak-
teristiky sme zistili, Ze v niektorych pripadoch je nevy-
hnutné Specifikovat konkrétnu doménova triedu alebo
triedu rozsahu (napr. ak je vlastnost $pecifikovana pre
konkrétnu triedu, ale trieda mé niekolko potomkov,
pric¢om chceme pecifikovat vlastnost pre konkrétneho
potomka).

Na nasledujiicom vypise je znazornenéa ¢ast charak-
teristiky hoursPerWeek:

<properties characteristic="hoursPerWeek"
priority="2">
<property name="op3" noun='"none"
sentenceTemplate="none" domainConcept="c1"
rangeConcept="none" increment="false"/>
<property name="op8" noun='none"
sentenceTemplate="none"
domainConcept="c2" rangeConcept="c100"
increment="false">
<setOptionValue name="c100" value="dp4"/>
</property>
<property name="op9" noun="hours per week"
sentenceTemplate="QuantityTemplate"
domainConcept="c2" rangeConcept="dp5"/>
</properties>

Specifikacia Struktury charakteristiky je ohranice-
né elementom properties. Atribut characteristic defi-
nuje nazov charakteristiky. Vlastnosti (datové a objek-
tové) st reprezentované elementom property. Atribut
name je identifikitor konceptu, noun $pecifikuje pod-
statné meno, ktoré sa pouzije v otazke, sentenceTem-
plate $pecifikuje nazov §ablony otézky, domainConcept
a rangeConcept $pecifikuju triedy domény a rozsahu
— implicitne st nastavené na none, v pripade ak sa
pozaduje explicitne $pecifikovat triedy, uvedie sa na-
zov konceptu. Atribat increment je aplikovatelny iba
v pripade &iselnych literalov, napr. pocet aktualizacii
charakteristiky. Ak atribut increment obsahuje hod-

UdrZiavanie charakteristik kladenim otézok 7

notu true, zodpovedajici literdl bude inkremen-
tovany pri kazdej aktualizacii charakteristiky.
Element setOption Value nastavuje hodnotu typu vol-
ba ako triedu rozsahu v ramci elementu property.

4 Pravidla

Pre efektivne udrZiavanie charakteristik v modeli po-
uzivatel'a sme zvolili vyuzitie pravidiel. Vyhodou tohto
pristupu je jednoduchost vytvarania a udrzby. Vyuzi-
vame klasicky koncept pravidiel: IF [podmienka)
THEN [akcia]. Su¢astou podmienky je vlastnost z mo-
delu pouZivatela a k nej prislugny operand a parame-
ter podmienky. Akcia je $tandardne uréend ako vy-
generovanie otazky. Pre definovanie podmienky sme
navrhli vyuzitie idajovych typov — literdlov a objek-
tov, ktoré moZzu reprezentovat hodnotu charakteris-
tiky. Literaly st reprezentované idajovymi typmi jazy-
ka XML. Objektové hodnoty st nasledujtce:

— ordindlna hodnota — vyjadruje mieru charakteristi-
ky, ktora nie je reprezentovana &islom, ale jej hod-
noty mozno zoraditf a vzajomne porovnavat a

— wolba (option) — vyjadruje nemeratelna charakte-
ristiku (napr. znalosti z programovacieho jazyka
Java).

V podmienke mozu byt pouzité zname operandy
(mensi, va¢si, rovny) a Specidlny operand instancia
(instanceOf), ktory sa vyuZije iba pri hodnote typu
volba a moze vyjadrovat podmienku relacie medzi
in§tanciou a triedou. V pripade literalov musi byt pa-
rametrom podmienky zodpovedajuci typ, t.j. pre ¢isel-
ny literal (patri sem aj datum) sa pouzije ¢iselna hod-
nota parametra a pre retazec hodnota typu retazec.
V pripade literalu typu détum je nevyhnutné uviest
¢asovu jednotku, ktord moéze byt v rozsahu minaty az
roky. V pripade objektovych hodnoét st to existujice
nazvy indtancii alebo tried.

Vhodne navrhnutym pravidlom moézeme vyvolat
vygenerovanie otazky, napr. ak §pecificks charakteris-
tika je star§ia ako definované ¢asové obdobie. Dalsim
prikladom moze byt vygenerovanie otazky pre charak-
teristiku v zavislosti od toho, ktory nastroj zabezpecil
jej vytvorenie, resp. aktualizaciu.

Nasledujuci vypis predstavuje vybrané pravidla:

<rule type="dateTime">
<condition parameter="gu:hasTimeStamp"
operator="1less" value="1" unit="minute"/>
<action type="ask"/>
</rule>
<rule type="ordinalValue'">
<condition parameter="c:hasConfidence"
operator="1less" value="c:_loAverage"/>
<action type="ask"/>
</rule>
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5 Zhodnotenie

Vicsina adaptivnych webovych systémov sa zameria-
va na prisposobovanie viditelnych aspektov (obsahu,
navigacie, prezentacie) na zaklade modelu pouZivate-
T'a. Prinosom tohto prispevku je metdda na prispo-
sobovanie samotného modelu pouzivatela, ktorého
aktualnost je nevyhnutna pre efektivne prisposobo-
vanie.

Metoda explicitného ziskavania a udrziavania cha-
rakteristik v modeli pouzivatela je zaloZen4 na kladeni
otazok v prirodzenom jazyku. Na vygenerovanie oté-
zok vyuZzivame koncepty modelu aplika¢nej domény
reprezentovaného ontolégiou.

Navrhnut4d metoda bola overena softvérovym né-
strojom ExAKT, ktory je implementovany v jazyku
Java. Na obrazku 5 je zobrazeny vystup z néstroja
— vygenerovani otdzka s moznostou volby odpovede.
Alternativy odpovede st ziskané z doménového mode-
lu. Nastroj pri préci s ontologickymi modelmi vyuzi-
va ramec Sesame (http: //www.openrdf.org). Modely st
reprezentované v jazyku OWL DL.

ExAKT

Question: What is your knowledge level of english language?

Answer: |y
u
basic
intermediate
native
pre-intermediate
advanced
interpreter

Obrazok 5. Pouzivatel'ské rozhranie pre odpoved s viace-
rymi hodnotami.

Overenie prebehlo na doménovej ontoldgii pracov-
nych pontk zuZenej na oblast informatiky (vytvorena
v ramci projektu NAZOU [4]), ontologii publika-
cii (projekt MAPEKUS [3]) a odpovedajtcich mode-
loch pouzivatela. V obidvoch pripadoch sme naviazali
vybrané charakteristiky, vytvorili pre ne Sablény ota-
zok a definovali pravidla pre udrziavanie. Overili sme
vytvorenie novych charakteristik (vhodné na iniciali-
zéciu modelu pouZzivatela pri prvom prihlaseni pouZi-
vatela do systému) a aktualizaciu existujtcich charak-
teristik v modeli pouzivatela.

Pri testovani metédy na doménovej ontoldgii ces-
tovného ruchu sme narazili na ohrani¢enie metody,
ktoré spodiva vo viazani konceptov. Napr. chceli by
sme otazkou zistit ohodnotenie ubytovanie (trieda
Accomodation) v rameci destinacie (trieda Destination)
a zistif kontaktné udaje. Vytvorené by vSak boli dve
nezavislé instancie. To odporuje metdde, ktord ocaka-
va v otazke nazov jednej charakteristiky.

Pri vyhodnoteni univerzilnosti Sablén sme sledo-
vali pocet otézok, ktoré mozno vygenerovat z jednej

Sablony. Pre doménu pracovnych pontuk sme vytvorili
7 8ablén, pomocou ktorych sme vygenerovali otazky
pre 22 charakteristik. Pre doménu publikacii sme vy-
tvorili 3 8ablény a vygenerovali 5 otazok. V pripade
podobnosti struktary viacerych charakteristik sa mie-
ra univerzalnosti vyuzitia Sablon zvySuje.

Aktualizacia jednotlivych charakteristik pouZiva-
tela priamo ovplyvnila 10 — 16 vyrokov v modeli pouZi-
vatela. Preto sme sa zamerali aj na vyhodnotenie ¢a-
su potrebného na aktualizaciu charakteristiky. Ten sa
pohyboval radovo v jednotkach sektind v zévislosti od
komplexnosti charakteristiky. Pre 10 vyrokov sme do-
siahli priemerny ¢as 4,7 sekundy a 6,4 sekundy pre
16 vyrokov.

Pri overeni metédy sme sa zamerali na udrziavanie
charakteristik jedného pouzivatela. V dalsej praci pla-
nujeme rozgirenie pre viacerych pouzivatelov. Zaroveh
pracujeme na implementacii nastroja pre poloautom-
atizované viazanie charakteristik modelu pouZivatela.
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Abstrakt Systémy pre riadenie toku prdace maji za dlohu
zefektivnil postup projektu tgym, Ze na seba preberi velké
mnoZstvo administrativnej prace. Hlavnou dlohou takéhoto
systému je pldnovat, monitorovat a podporovat aktivity vy-
kondvané agentmi (¢i uZ ludmi alebo softvérovgmi
agentmi). DéleZitou tlohou je zaistit splnenie terminov
projektu. Tento ¢ldnok sa venuje algoritmu, ktorého tlohou
je vytvorenie nového harmonogramu v pripade, Ze niektord
aktivita nebola dokondend v pldnovanom case. Novy har-
monogram je vytvdrany skrdtenim a posunutim zdvislych
aktivit. Algoritmus je zaloZenyj na algoritme pre minimdlny
rez grafu, ktory zaistuje, Ze cena zmeny harmonogramu je
minimdlna.

1 Uvod

Riadenie toku prace je automatizacia procesu alebo
jeho casti, v ktorom dochadza k prenosu dokumen-
tov, informécii alebo tloh medzi jednotlivymi ucast-
nikmi podla sady proceduralnych pravidiel [4]. Ria-
denie toku prace skvalithuje administrativne procesy
tym, Ze Setri ¢as a naklady zvysenim kvality prace [14].
Systém riadenia toku prace prebera velké mnoZstvo
prace tym, Ze spracovava e-maily a iné dokumenty,
monitoruje a kontroluje procesy, poskytuje u¢astnikom
toku préce uzitoné kontextovo zavislé informacie
a pamata si uspedné rieSenia z predchadzajucich pro-
cesov.

Dolezitou ¢astou toku préce je harmonogram. Bez-
nym problémom je, Ze harmonogram nie je vzdy res-
pektovany na 100%. Ak nie je nejaka aktivita dokon-
dené vcas, je potrebné posunut zavislé aktivity, ktoré
¢akaji na jej vystupy. Harmonogram je obzvlast dole-
7Zity, ak je potrebné dodrzat kone¢ny termin (Den D)
a nie je mozné tento termin prekro¢it. V takomto pri-
pade je nutné posunut a/alebo skratit ¢as zavislych
aktivit.

Zmena harmonogramu je ¢asto spojené s preplano-
vanim, a to obzvlast vtedy, ked tok prace nie je dosta-
tofne zadefinovany a stabilny. Pod preplanovanim
v tomto ¢lanku rozumieme pridanie alebo odobratie
aktivit a zavislosti medzi nimi. Zmena harmonogramu

* Tato praca bola podporena APVT 51-024604; SPVV
1025,/04; VG 1/3102/06.

teda v tomto kontexte nie je preplanovanim. Tento
¢lanok sa venuje vyhradne zmene harmonogramu bez
preplanovania.

Vo vSeobecnosti existuju 4 pristupy k zmene har-
monogramu:

1. Vynucovanie harmonogramu, zodpovednost
je prenechana agentom. Niektoré systémy pre
riadenie toku prace (napriklad EVM pouZity pre
CERN [1]) sa vyhybaji zmene harmonogramu
vystupovo-orientovanym riadenim, ktoré si vynu-
cuje dodrzanie terminov a nedovoluje agen-
tom zmenit harmonogram akymkol'vek sposobom,
ktory by ovplyvnil ostatnych. Ak agent nevytvori
pozadovany vystup v pozadovanom Case, vSetci
agenti na ktorych to ma vplyv sa musia dohod-
nut na novom harmonograme. Je pri tom vkladana
velka dovera do schopnosti agentov splnit harmo-
nogram a do schopnosti vytvorit v pripade potreby
novy harmonogram.

2. Zaradit do definicie toku prace vsetky
alternativy. Niektoré pristupy (napriklad PRO-
TEUS [2]|) zahfhaja vSetky mozné scenére vyko-
nania do definicie toku préace. V tomto pripade
odpada nutnost zmeny harmonogramu za behu.
Manuéalna definicia vSetkych moznosti je zlozity
proces, ale ak sa spravi spravne, systém sa dokéze
vyrovnat so v8etkymi situdciami. Je tiez moZné
nechat v harmonograme rezervy pre nepredvidané
udalosti, ¢im vznikne robustny harmonogram [9].

3. Novy harmonogram. Asi najbeznejsia metdda
zmeny harmonogramu (okrem manudlnej) je vy-
tvorenie Uplne nového harmonogramu (napriklad
MicroBoss [12]). M4 to vSak niekolko nevyhod.
Hlavnou nevyhodou je, Ze stracame informacie zis-
kané pri vytvarani poévodného harmonogramu
a tvorba tiplne nového harmonogramu je tak stra-
tou ¢asu. DalSou nevyhodou je to, Ze novy har-
monogram nevychadza z poévodného, takze
mnozstvo zmien v harmonograme moze byt vacsie,
nez je potrebné.

4. Upravit pé6vodny harmonogram. Mnoho pris-
tupov (napriklad ISIS [6]), vratane manuélnej
zmeny harmonogramu, pouziva heuristické pravid-
14 na opravu poévodného harmonogramu. Tvorba
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nového harmonogramu potom vyzaduje mensie
asilie, ale nie je zarucené, Ze zmena harmonogramu
bude optimalna vzhladom na nejakt metriku
(zmien je viac, neZ je nutné). Pri manualnej zmene
harmonogramu je moZné pouZit rézne podporné
metody, ako st metody zalozené na CPM (Critical
Path Method) [10] alebo PERT (Program Evalua-
tion and Review Technique) [10], ktoré umoziiuja
optimalizovat harmonogram vzhladom na dlzku
vykonavania harmonogramu (makespan), avSak
neberta do Gvahy cenu samotnych zmien. Existuje
tiez optimalny pristup ktory minimalizuje cenu
zmeny harmonogramu [13] zaloZeny na celkovej
cene harmonogramu, ktora zahfha aj cenu zmien.
Tento pristup vytvori vietky mozné zmeny a vy-
berie z nich td s najmenSou cenou. UmoZni tak
pouzitie Tubovolnej cenovej funkcie, ale generova-
nie vSetkych alternativ spdsobuje exponencialnu
vypoctovu zloZitost, ¢im staZuje pouZitie tohto
pristupu pre vécsie problémy.

V idedlnom pripade by mal systém na riadenie
toku prace vytvarat novy harmonogram automaticky
podla znalosti o toku prace a s vyuzitim informaécii
o povodnom harmonograme. Samotni agenti vytvaraja
harmonogram manuélne len v pripade, Ze systém ne-
dokaZe zmenit harmonogram automaticky. Ak si v8ak
znalosti o toku prace uloZené v systéme spriavne
a uplné, potom by manualne zmeny nemali byt vo
vacsine pripadov potrebné.

Tento ¢lanok sa venuje algoritmu pre zmenu har-
monogramu, ktory je uréeny pre systém riadenia toku
préace pri procese pripravy vojenskych cviceni v Cen-
tre simula¢nych technol6gii Narodnej akadémie obrany
v Liptovskom Mikulasi. Tento algoritmus néajde opti-
malnu zmenu harmonogramu s ohladom na nejaku
metriku (napriklad minimalny pocet ovplyvnenych
aktivit). V najhorSom pripade méa algoritmus kubicka
vypoctovi zlozitost vzhladom na podet aktivit a zavis-
losti. Algoritmus sa nevenuje preplanovaniu, preto je
pouzitelny len pre dobre definované domény, kde si
potrebné aktivity zname a dopredu naplanované.

V 2. kapitole je stru¢né predstavenie projektu
RAPORT, ktoré poskytuje zakladny kontext pouZi-
tia predstavovaného algoritmu. Samotny algoritmus
pre zmenu harmonogramu je predstaveny v kapitole 3.
Kapitola 4 uvadza vysledky ¢asovej zlozitosti algo-
ritmu.

2 Systém RAPORT

Systétm RAPORT [11] je navrhnuty pre pilotna
aplikdciu: priprava vojenskych cviceni v Centre simu-
laénych technologii (CST) Narodnej akadémie obrany

(NAO) v Liptovskom Mikulasi. CST organizuje tré-
ning a vyucbu velitelov s podporou informac¢nych a ko-
munikaénych technologii.

Momentélne st cvienia organizované manuélne
s pouzitim kancelarskeho softvéru a papierovych doku-
mentov. Aktivity realizuju pracovnici CST, medzi kto-
rych st rozdelované jednotlivé tlohy spojené s pri-
pravou. Koordinicia je realizovana prostrednictvom
kontrolnych stretnuti. Priprava jednotlivych cviceni sa
moze ¢asovo prekryvat.

Systém  pre podporu manaZmentu znalosti
RAPORT je navrhnuty tak, aby mohol byt pouzity pre
Tubovolny riadiaci proces. Je navrhnuty pre splnenie
nasledovnych poziadaviek:

— Poskytovat informacie vztahujice sa k aktuélnemu
pracovnému kontextu, roli v organizacii a roli v da-
nej instancii pracovného procesu (preddefinované
e-maily, dokumenty, formulare atd'.)

— Podporovat vymenu skusenosti medzi pouZivatel-
mi tym, Ze umozni interaktivnu spolupracu a vy-
menu poznamok a odporacani.

— Kontrolovat doélezité datumy v harmonograme, vy-
hodnocovat tok prace pre vSetkych agentov a vSet-
ky aktivity a v pripade nutnosti prisposobit har-
monogram.

— Zbierat skusenosti pouzivatelov a poskytovat ich
pouzivatelom v podobnom pracovnom kontexte.

Systém RAPORT kombinuje procesne orientovanit
a vystupovo orientovani paradigmu. Aktivity toku
prace su dobre zadefinované a systém podporuje ich
vykonévanie tym, Ze pridelenym agentom poskytuje
potrebné dokumenty, opisy procesov a navody. Zaro-
ven kazdéa aktivita konéi v momente, ked st vytvorené
v8etky vystupné dokumenty tejto aktivity.

V procese toku préace planovania vojenského cvice-
nia ktoru spravuje systém RAPORT je harmonogram
tvoreny ddtumami, kedy musia byt ukoncené jednotli-
vé aktivity. Cely harmonogram je relativny vzhladom
na datum cvicenia - Den D. Vsetky aktivity maja svoj
datum ukonéenia relativny ku Diu D. Aby bola pri-
prava cvicenia uspeS$né, musia byt v Den D tuspeSne
ukoncené vsetky aktivity.

Rovnako ako vo viacerych aktualnych projektoch,
sucastou systému je ontoldgia pouZita na reprezenta-
ciu informaécii a znalosti o procese toku prace a zis-
kanych skiisenostiach. Pre vSeobecny riadiaci proces
je vytvorena generickd ontologia. Podla analyzy pro-
cesu pripravy a organizécie vojenského cvicenia je po-
tom vytvorend doménova ontolégia. Pre algoritmus
ktorému sa venuje tento ¢lanok v8ak ontolégia nehra
podstatnejsiu tlohu.

Dalsie informacie o projekte RAPORT je moiné
najst v dokumentécii k projektu [11].



3 Zmena harmonogramu ako
minimalny rez grafu

Téato kapitola obsahuje zakladnu Struktiru algoritmu
pre zmenu harmonogramu.

Zakladnou myslienkou algoritmu je vytvorenie gra-
fu zavislosti pre aktualny harmonogram. V tomto grafe
je kazda aktivita a kazda zavislost reprezentovana hra-
nou. Nasledne oznackujeme jednotlivé hrany cenami
skratenia tychto hran. Ak hrana nemoze byt skratena,
cena skratenia je nekone¢né. Toto nastane, ak aktivita
reprezentovana hranou dosiahla minimalnu dizku ale-
bo ak hrana reprezentuje zavislost a zavisla aktivita
zacina okamzite po aktivite na ktorej je zavisla.

Ak nejaka aktivita (Ajfq) nesplni datum svojho
ukoncenia, algoritmus najde zmenu harmonogramu
s minimalnou cenou, a to pomocou najdenia minimal-
neho rezu grafu zavislosti. Najdeny minimalny rez,
ktory rozdeluje aktivitu poruSujicu harmonogram
a koncovu aktivitu, zodpoveda optimélnej zmene har-
monogramu. Aktivity a zavislosti ktoré pretina rez
su skratené. Aktivity a zéavislosti v prvej ¢asti grafu
(ktora obsahuje Ayg;) st posunuté. Aktivity a zavis-
losti v druhej ¢asti grafu ostand nezmenené.

Pseudokdd celého algoritmu je nasledujici:

1. Vytvor graf zavislosti G (kapitola 3.1)

2. Odstrah z G vSetky aktivity, ktoré nezavisia
(priamo alebo nepriamo) na Ay .

3. Oznalkuj hrany G cenami (kapitola 3.2)

4. Najdi minimdlny rez (kapitola 3.3)
5. Zmen harmonogram podla najdeného
rezu (kapitola 3.4)

minimadlneho

6. Informuj agentov zodpovednych za zmenené
aktivity.

Kontrola plnenia harmonogramu sa robi kazdoden-
ne (alebo v inom jednotkovom intervale). Aktivity sa
preto posuvaju alebo skracuju vzdy o 1 defi. Ak potre-
bujeme presunut aktivity o viac ako 1 den, je moZné
vykonat cely proces niekolko krat.

Dalsie podkapitoly obsahuju podrobnejsie informé-
cie o jednotlivych krokoch algoritmu.

3.1 Transforméacia na graf

Aktivity st zviazané prostrednictvom dokumentov.
Nejaka aktivita Ayge je zavisla na aktivite Aproduce ak
aktivita A,s. pouziva niektory dokument (D) vytvo-
reny aktivitou Aproduce. Ause MOZe zatat az po tom,
ako aktivita Aproduce skoncila a vytvorila dokument D.
Ak st nejaké aktivity navzajom zavislé, ale neprenisa
sa medzi nimi ziadny dokument, do systému sa prida
virtualny prazdny dokument, ktory tuto zavislost vy-
jadruje.
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Obrazok 1. Priklad konverzie aktivit a zavislosti (a) na
orientovany graf zavislosti (b), rozdelenie vrcholov aktivit
a pridanie koncového vrcholu (c).

Kazda aktivita ma tiez zadefinované 3 Casy: Cas za-
¢iatku, ¢as ukoncenia a minimalny ¢as potrebny na jej
vykonanie. Na zaciatku sa tieto ¢asy inicializuja podla
Standardného harmonogramu toku prace. Cas zadiat-
ku a konca sa potom moze dalej menit v dosledku
zmeny harmonogramu.

Pre tcely tohto algoritmu je teda aktivita vyjadre-
na ako A = (Zd; Duseda Dproduceda tstart; tendv tmin)a
kde id je identifikator aktivity, Dy seq je mnoZina doku-
mentov ktoré aktivita potrebuje, Dproduced je mnozina
dokumentov vytvaranych aktivitou, tsiqrt a tepg SU
Casy zaciatku a konca aktivity v aktualnom harmono-
grame a t,,;, je minimélny ¢as potrebny pre aktivitu
(tend — tstart = tmin)- Definicia aktivity v doménovej
ontologii obsahuje aj dalsie informacie (roly, zodpo-
vednych agentov, Sablony dokumentov, aktivne poz-
namky a.i.), avSak pre potreby algoritmu pre zmenu
harmonogramu ich mozeme zanedbat.

Z modelu toku prace (obrazok 1 a) ulozeného v do-
ménovej ontologii moéZeme zostrojit graf zavislosti
aktivit. V takomto grafe su aktivity vrcholmi a zavis-
losti hranami (obrazok 1 b).

Pre algoritmus minimalneho rezu potrebujeme,
aby boli ako hrany vyjadrené okrem zévislosti aj sa-
motné aktivity. Preto musime rozdelit kazdy vrchol
grafu zavislosti reprezentujuci nejaka aktivitu A na
dva vrcholy Agtqrt a Aeng, ktoré buda spojené hra-
nou ey4. VSetky hrany, ktoré povodne vchadzali do
vrcholu A buda smerovat do Agtq.¢ a vSetky vychadza-
juce hrany buda smerovat z Agpq.

Do grafu zavislosti este priddme koncovi aktivitu
Atinal- Afinai reprezentuje koneény termin (Den D)
a je zavisla od v8etkych aktivit harmonogramu (obréa-
zok 1 ¢). Hrany smerujtice do A ;e mozeme zarovei
pouZit pre nastavenie ceny posunutia aktivit, pretoZze
tieto hrany sa v reze nachadzaji prave vtedy, ked sa
posuvaju aktivity z ktorych tieto hrany vychéadzaja.
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Pseudokdd algoritmu pre transforméciu na graf za-
vislosti je nasledujuci:

vytvor prazdny graf zavislosti G =10

pre kazda aktivitu

(7’14777 Dused7 Dproduced7 tstart, Lend, tml'n)
pridaj vrcholy Astart, Aena do G
pridaj hranu es = (Astart, Aena) do G

pre kazdd aktivitu

(”A”, DAused7 DApToduced7 tAstart s tAcnas tAmq‘,n)

pre kazda aktivitu

(B, DB, eu> DBpToduced’ UBstart) UBenas tBin)

ak DAp'r‘oduced N DBused # 0
pridaj hranu eap = (Aecnd, Bstart) do G

pridaj vrchol Afinal pre koncovi aktivitu
pre kazda aktivitu
(”A”7 Dused7 Dp'roduced; tsta,'rt, tend; t'mzn)

pridaj hranu eafin = (Aend, Afinat) do G

3.2 Cena hran

Kazdy rez grafu zavislosti, ktory oddeluje aktivitu
ktoré porusila harmonogram od koncovej aktivity, rep-
rezentuje jednu moznt zmenu harmonogramu. Chce-
me najst zmenu, ktorda by skratila a posunula aktivi-
ty za minimélnu cenu. Musime preto hranam priradit
ceny, ktoré zodpovedaju skrateniu tychto hran (a zod-
povedajucich aktivit a zavislosti). Ceny potom buda
predstavovat maximalnu priepustnost hran.

Ceny mozeme zadefinovat réznymi spdosobmi. Naj-
jednoduchsi sposob je zadefinovat cenu skratenia akti-
vity ako 1 a cenu skratenia zavislosti ako 0. Takymto
sposobom hovorime algoritmu, Ze chceme skratit ¢o
najmenej aktivit a nevadi ndm skracovanie zavislosti
(skratenie zavislosti znamené skratenie prestavky
medzi dvomi aktivitami). Ak chceme obmedzit aj po-
stivanie aktivit, ale zaroveni tym neovplyvnit skraco-
vanie aktivit, moZeme nastavit cenu za posunutie ak-
tivity na dostato¢ne malé ¢islo, povedzme 0,001. Cena
za posunutie aktivity A je cenou hrany eafin =
(Aend; Afinat), ktora reprezentuje zavislost koncovej
aktivity na ukondceni aktivity A.

Je mozny aj iny sposob ocehovania. Aktivity moézu
mat zadefinované rozne ceny alebo moéZeme uprednost-
novat skratenie aktivit s vi¢Sou ¢asovou rezervou.

Musime tiez zabezpecit, aby sa aktivita alebo za-
vislost neskratila pod svoju minimalnu dobu trvania.
Ak mé aktivita minimalnu dlzku, neméze byt dalej
skracovand a cena jej skratenia je preto nekonecéna.
Podobne, ak mé zavislost nulovi dlzku (zavisla akti-
vita zaCina okamzite po skonceni aktivity na ktorej je
zavisla), nemoZe byt skratena a jej cena skratenia je
nekonecna.

V systéme RAPROT je pouzZity nasledujici sposob
pridelovania ceny/priepustnosti:

pre kazdd hranu e (reprezentujicu aktivitu A)
ak aktivita nemdze byt skratena
(tAend —tAgare = tApin)
throughput.,, = oo
ak aktivita mbZe byt skratena
(tAend, —tAgare > tA )
throughput.,, =1
pre kazdd hranu esp (reprezentujicu zavislost B
na A)
ak zavislost nemdéZe byt skratena
(tBstart - tAend =0
throughpute , , = 00
ak zavislost mbéZe byt skratena
ABgrart — LAna > )

min

ak B = Afinal
throughput. , ; = 0.001
inak

throughpute ,, =0

3.3 Minimalny rez

Na néjdenie minimélneho rezu pouzivame Ford-
Fulkersonov algoritmus pre hladanie maximalneho to-
ku [3]. Pre tento ucel viak moZe byt pouzity lubovolny
algoritmus ktory hlad4 minimalny rez grafu. Jedinou
poziadavkou je schopnost pracovat s nekone¢nou prie-
pustnostou hran.

Algoritmus rozdeluje graf zavislosti na dve casti
tym, Ze prideli vrcholom v réznych ¢astiach grafu rozne
znacky. Zaroven tieZ pre graf zavislosti vypocita maxi-
malny tok, ktory je rovny kapacite minimalneho rezu.
Kapacita minimalneho rezu je zarovei cenou zmeny
harmonogramu vykonanej podla tohto rezu.

Konverzia harmonogramu na graf a spat je velmi
priamociara (s ¢asovou zlozitostou O(|A|+|D|)). Naj-
vacsi dopad na Casovu zloZitost mé samotny pouZity
algoritmus pre néjdenie minimalneho rezu. Casové
zlozitost Ford-Fulkersonovho algoritmu je O((|A| 4+
|D|)? * |A|), kde |A| je pocet aktivit a |D| je pocet
zévislosti. Toto je zaroven zloZitost celého algoritmu
na zmenu harmonogramu. (V literature je mozné néjst
algoritmus pre najdenie minimalneho rezu s ¢asovou

zlozitostou O(|A[?) [8].)

3.4 Zmena harmonogramu

Néjdenim minimélneho rezu (rezu s minimalnou ka-
pacitou) grafu zavislosti zaroven najdeme zmenu har-
monogramu s najnizSou cenou. Cena zmeny harmono-
gramu je rovna kapacite miniméalneho rezu.

Algoritmus pre minimalny rez rozdelil vrcholy gra-
fu do dvoch mnozin: Vepanged & Vunchangea (Obré-
zok 2 b). Vrchol prislachajaci aktivite ktora nedodr-
zala harmonogram patri do prvej mnoziny (Afqi €
Vehanged), koncovy vrchol patri do druhej mnoziny
(Afinal S Vunchanged)-



time
Vehanged

Ay

2
x4 2
>

Asens DAY-D

a) b) c)

Obrazok 2. Priklad minimélneho rezu pre zmenu har-
monogramu. Z poévodného harmonogramu (a) sa vytvori
graf zavislosti a podla jeho minimalneho rezu (b) sa akti-
vita A; presunie a aktivita A skrati (c).

Kazdy vrchol grafu predstavuje zaciatok alebo ko-
niec nejakej aktivity (kapitola 3.1). Vrcholy patriace
do Vihangea budit posunuté dopredu v case o 1 dei.
Vrcholy patriace do Vipnchanged OStant nezmenené.

Hrany vnitri Vepangea alebo Vinchangea predsta-
vuju aktivity alebo zavislosti, ktorych dizka ostane
nezmenené, pretoze sa posunie bud aj ich poéiato¢ny
aj koncovy vrchol alebo ani jeden z nich. Aktivity
a zavislosti reprezentované hranami prechadzajtcimi
z Vehanged 40 Viunchanged sa skratia o 1 deii, pretoze sa
posuni len ich pociato¢né vrcholy, zatial ¢o ich kon-
cové vrcholy sa nezmenia (obrazok 2 c¢). Novy har-
monogram potom eSte podlieha schvaleniu zodpoved-
ného pracovnika. Pracovnici zodpovedni za presunuté
alebo skratené aktivity st nasledne informovani.

Ak je kapacita miniméalneho rezu (maximéalny prie-
tok grafu, resp. minimalna cena skratenia harmono-
gramu) nekone¢na, potom nie je moZné zmenit har-
monogram bez poruSenia obmedzeni vyplyvajucich zo
zévislosti medzi aktivitami alebo miniméalneho trva-
nia aktivit. V takomto pripade systém informuje zod-
povednu osobu o kritickom stave, kedy nie je mozné
ukondit tok prace v pozadovanom case.

Samotna zmena harmonogramu sa vykona podla
nasledujtiiceho pseudokodu:

ak maximalny tok = oo
skonéi s chybou
inak
pre kazdj vrchol Asiart € Vehanged

zZvacSi ta,,,, o 1
pre kazdy vrchol Acnd € Vehanged
zvadcsi ta o1l

end

4 Vysledky casovej zlozitosti

Ziskat statistické data o tokoch préce je zlozité, kedze
je dostupnych len méalo definicii tokov préace. Testovali
sme preto algoritmus na dvoch typoch grafov: nahod-
nych a bariérovych.
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Obrazok 3. Zavislost casovej zlozitosti (v logaritmickej
mierke) na poéte zavislosti pre ndhodny graf s pravde-
podobnostou pridania zavislosti medzi aktivitami 0.1 (a),
0.5 (b) a 1.0 (¢) a graf s bariérovou synchronizaciou (d).

Pouzili sme ndhodne generované grafy, s aktivitami
nahodnej dizky za¢inajacimi v ndhodnych ¢asoch. Za-
vislosti medzi aktivitami st priddvané s uréitou prav-
depodobnostou. V takomto grafe sme potom nahodne
vybrali jednu aktivitu, zvysili ¢as jej vykonéavania a vy-
konali pre fiu optiméalne posunutie harmonogramu.
Nahodny graf poskytuje dobru aproximéciu realneho
toku prace, kedZe realne toky prace zvycajne nemaja
jednotnua Strukturu. Analyza realnych tokov prace by
samozrejme poskytla lepsi model.

Aby sme mohli analyzovat vplyv paralelnych akti-
vit na vypoctovu zloZitost, pouzili sme aj grafy s para-
lelnymi aktivitami synchronizovanymi bariérovou syn-
chronizaciou. V kazdom cCase sa paralelne vykonava
sada aktivit. DalSia sada sa zatne vykonavat aZ po
tom, ako sa skoncilo vykonavanie predchadzajicej sa-
dy (aktivity v kazdej sade zéavisia na vSetkych akti-
vitdch predchadzajtcej sady). Tymto simulujeme tok
préace s niekolkymi synchroniza¢nymi bodmi.

Casy vykonavania pre rozne velkosti grafu a prav-
depodobnosti pridania hrany st na obréazku 3. V menej
prepojenych grafoch rastie ¢asova zlozitost pomalSie.
Rovnako aj variancia ¢asov (na grafe nie je zobrazena)
je pre menej prepojené grafy podstatne nizsia. Je to
sposobené tym, Ze v toku prace s mensim pocétom
obmedzeni je rieSenim zvyc¢ajne skratenie alebo po-
sunutie jednej alebo niekol’kych aktivit, zatial ¢o v to-
ku prace v ktorom si aktivity plne prepojené zéavis-
lostami mo6ze byt rieSenie velmi jednoduché (skratenie
jednej aktivity), ale aj velmi zlozité (napriklad pre-
sunutie polovice aktivit), ¢o vyzaduje vykonanie viac
krokov Ford-Fulkersonovho algoritmu.

Merania a numerické vyhodnotenie potvrdili pred-
povedantu kubicka vypoctova zloZitost (kapitola 3.3.),
ktora zavisi hlavne na pocte zavislosti (pocet zavis-
losti va¢8inou rastie ovela rychlejsie nez pocet aktivit).
Pristup sa dobre vyrovnéva s velkymi problémami.
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5 Dalsia praca

Bude vhodné spojit navrhnutt metodu s existujucimi
metdédami na tvorbu harmonogramu, predovSetkym
s metodami zaloZzenymi na CPM a PERT [10]. Pri
semiautomatickej zmene harmonogramu tieto metody
poskytnt pouzivatelovi dodatoéné informécie o har-
monograme, ako napriklad zoznam kritickych aktivit
a celkova Casova rezerva pri optimistickom/pesimis-
tickom scenari vykonavania. Pri automatickej zmene
harmonogramu je moZné pouzit tieto dodato¢né infor-
mécie na zmenu cenovej funkcie, napriklad zvySenim
ceny skrétenia aktivit ktoré sa mozu stat kritickymi.

Vyzvou do budtcnosti je pridanie obmedzeni vy-
plyvajucich z vyuzivania zdrojov. Toto by sa dalo do-
siahnut napriklad pridanim zdrojovych zavislosti, po-
dobne ako v algoritme pre tvorbu harmonogramov
RCPM |[7]. Zdrojové zavislosti by tvorili dalsie zavis-
losti v grafe zavislosti.

6 Zhodnotenie

Predstaveny algoritmus uréeny pre dynamickt zmenu
harmonogramu dokaZe oSetrit poruSenie harmonogra-
mu tym, Zze presunie a skrati zavislé aktivity. Kazda
zmena harmonogramu ma svoju cenu. Tato cena je
vysledkom nepredvidanej udalosti, ktora ttto zmenu
sposobila. Predstaveny algoritmus pouZiva informéciu
o tejto cene na to, aby nasiel najlacnejSiu zmenu har-
monogramu v polynomickom (kubickom) ¢ase.

Predstaveny algoritmus pre zmenu harmonogramu
je vhodny pre toky prace, ktoré splihaji nasledujtce
podmienky:

1. Tok prace je dobre zadefinovany a naplanovany.
Pozname dokumenty pouzivané a vytvarané kaz-
dou aktivitou a zavislosti medzi aktivitami. Vetky
aktivity maji naplanovany ¢as vykonavania.

2. Aktivity mozu byt skratené, ale iba po minimalnu,
kriticka, dlzku. Aktivita ma nominalnu dizku, kto-
r4 moZe byt v pripadne nutnosti d'alej skracované.
Kazda aktivita mé v8ak zadefinovany kriticky cas,
ktory je bezpodmienefne nutny pre jej tspesné
ukonéenie.

3. Musi byt splneny koncovy termin. Terminy pre
jednotlivé aktivity moézu byt zmenené, ale vSetky
aktivity musia skonc¢it pred konefnym terminom
(Deni D). Posunutiu terminov za Deii D je potreb-
né za kazda cenu zabranit.

4. Ucastnici toku prace (agenti) st ochotni prijat
zmeneny harmonogram za predpokladu, Ze nepo-
rusuje podmienky 2 a 3.

Na agentov zacCasthujicich sa toku prace nie su
kladené ziadne d'alsie obmedzenia. Systém RAPORT,

pre ktory bol algoritmus primarne navrhnuty, sa tyka
len Tudskych agentov. Algoritmus samotny v8ak moze
byt rovnako tspesne pouZity aj pre umelych agentov
alebo hybridné systémy.
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Abstract. The paper gives an overview of recent advances
i the field of logic of preference and discusses
their applicability in the frame of the relational data model.
Namely, non-monotonic reasoning mechanisms with va-
rious kinds of preferences are reviewed in detail, and a way
of suiting them to practical database applications is pre-
sented. These mechanisms enable to reason simultaneously
about sirteen strict and non-strict kinds of preferences,
including ceteris paribus preferences. To make the mecha-
nisms useful for practical applications, the assumption of
preference specification consistency has to be loosened. This
is achieved in two steps: firstly, all the preference specifica-
tions are generalized to permit uncertainty, and secondly,
not a total pre-order on worlds but a partial pre-order on
worlds is used in the semantics, which enables to indicate
some kind of conflict among worlds by their incompara-
bility. Most importantly, the semantics of set of preferences
is related to that of a disjunctive logic program.

1 Introduction

All to often no reasonable answer is returned by an
SQL-based search engine though one has tried hard
writing query to match one’s personal preferences
closely. The case of repeatedly receiving empty query
result is extremely disappointing to the user. On the
other hand, leaving out some conditions in the query
often leads to another unpleasant extreme: an owver-
loading with lots of mostly irrelevant information.
This observation stems from the fact that tradi-
tional database query languages treat all the require-
ments on the data as mandatory, hard ones. However,
it is natural to express queries in terms of both hard as
well as soft requirements, i.e., preferences, in many ap-
plications. In the “real world”, preferences are under-
stood in the sense of wishes: in case they are not sat-
isfied, database users are usually prepared to accept

* This work was supported by the project 1ET100300419
of the Program Information Society (of the Thematic
Program II of the National Research Program of the
Czech Republic) “Intelligent Models, Algorithms,
Methods and Tools for the Semantic Web Realization”
and by the Institutional Research Plan AV0Z10300504
“Computer Science for the Information Society: Models,
Algorithms, Applications”.

worse alternatives. Thus preferences require a para-
digm shift from exact matches towards a best possible
matchmaking.

The paper presents a work in progress aiming at
simultaneous wusage of various preferences
(including set preferences) with general, pref-
erence logic based semantics in the context of
database queries. The objective is to provide data-
base users with a language that is declarative, can be
used to define such database queries that not neces-
sarily all answers but rather the best, the most pre-
ferred ones are returned, includes various kinds of pref-
erences, and has an intuitive, well defined semantics
allowing for conflicting preferences.

In section 2, the basic concepts of logic of prefer-
ence and non-monotonic logic of preference are briefly
summarized. In section 3, basic concepts and key fea-
tures of the proposed approach are presented; section 4
gives a brief overview of related work, and the 5th sec-
tion concludes the paper.

2 Preliminaries

The logic of preference has been studied since the six-
ties as a branch of philosophical logic: Logicians and
philosophers have been attempting to define the one
well-formed logic that people should follow when
expressing preferences.

2.1 Logic of preference

It is Von Wright’s essay [10] that tries to give the first
axiomatization of a logic of preference. The general
idea is that the expression “a is preferred to b” should
be understood as the preference of a state (a world)
where a occurs over a state where b occurs. Von Wright
expressed a theory based on five axioms. The problem
is that empirical observation of human behavior pro-
vides counterexamples of this axiomatization.

Later, Von Wright [11] introduced a more general
frame to define preferences, updating also the notion
of ceteris paribus preferences. In this approach, he con-
siders a set S of n logically independent states
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of affairs and the set W = 25 of 2" combina-
tions of the elements of S. An s-world is called any
element of W that holds when s holds. In the same
way is defined a Cj-world, where C; is a combination
of elements of S. Now, von Wright gives two defini-
tions (strong and weak) of “s is preferred to ¢ under
the circumstances C;”:

1. (strong): s is preferred to ¢ under the circumstan-
ces C; iff every C;-world that is also an s-world
and not a t-world is preferred to every C;-world
that is also a t-world and not an s-world.

2. (weak): s is preferred to t under the circumstan-
ces C; iff some C;-world that is also an s-world is
preferred to some Cj-world that is also a t-world,
and no C;-world which is a t-world is preferred to
any C;-world which is an s-world.

Finally, if s is preferred to ¢ under all circumstan-
ces C;, according to either definition, then s is said to
be preferred to t ceteris paribus.

It can be concluded that the philosophical discus-
sion about preferences failed the objective to give
a unifying frame of generalized preference relations
that could hold for any kind of states, based on well-
defined axiomatization.

More recently, Von Wright’s ideas and the discus-
sion about “logical representation of preferences”
attracted attention again. For instance Doyle and
Wellman [4] give a modern treatment of preferences
ceteris paribus.

2.2 Logic of preferences

A drawback of the present state of the art in the logic
of preference is that proposed logics typically
formalize only preference of one kind. Consequently,
when formalizing preferences, one has to choose which
kind of preference statements are used for all pre-
ferences under consideration.

To study the interaction among kinds of preferences,
a non-monotonic preference logic for various kinds of
preferences, logic of preferences — in contrast to the
usual reference to the logic of preference, has been re-
cently developed by Kaci and Torre [5]. They have
developed algorithms for a non-monotonic preference
logic for sixteen kinds of preferences: four basic types,
each of them strict or non-strict, with or without ce-
teris paribus proviso.

To describe ceteris paribus preference, a general
construction proposed by Doyle and Wellman [4] is
employed. Their language for preference built over
a set of propositions is defined inductively from propo-
sitional variables. They mean by proposition a set of
individual objects, elements of a set W. These
individual objects can be understood as worlds, i.e.,

truth assignments for propositional variables. In other
words, a propositional formula is identified with worlds
— fulfilling truth assignments, and the powerset 2" is
taken to be the set of all propositional formulas.

Their ceteris paribus preferences are based on a no-
tion of contextual equivalence:

Definition 1. (Contextual equivalence) [4, Def.4]
Let W be a set of worlds and &(W) be the set of
equivalence relations on W. A contextual equivalence
on W is a function n : 22" E(W) assigning to each
set of propositional formulas {p,v, ...} equivalence re-

lation n(p,v, . ..).
If wn(e, 9, ...) w', we usually write

w = w'mod, (p,1,...) .

Definition 2. (Preference model) A preference
model M = (W, =, n) is a triplet in which W is a set
of worlds, = is a total pre-order, i.e., a relation which
is complete, reflexive, and transitive, over W, and n
s a contextual equivalence function on W.

Definition 3. (Comparative greatness) [/, Def.5]
We say that “p is weekly greater than ,” written
w1, is satisfied in the model M, written M = o>,
iff wy = wo whenever

1. w1 E@A—ﬂ/) ’
2. wy ): —'@/\1/2 ’ and
3. w1 = wamody (@ A —h, ~p A1) .

This definition of ceteris paribus preferences seems
very close to the intended semantics behind von
Wright’s principles. Preferences of ¢ over i are de-
fined as preferences of ¢ A = over = A 1, which is
standard and known as von Wright’s expansion prin-
ciple [10]. Also, note that if the equivalence relation
n(p A =), —p A ) is the universal relation, i.e., an
equivalence relation with only one equivalence class,
then the ceteris paribus preference reduces to strong
condition (¢ is preferred to v when each ¢ A =) is
preferred to all = A ).

The following proposition [1] shows that Def.3 re-
duces a preference with ceteris paribus proviso to a set
of preferences for each equivalence class of the equiv-
alence relation.

Proposition 1. [5, Prop.2] Assume a finite set of
propositional variables, and let €(n, @,1) be the set of
propositional formulas which are true in all worlds of
an equivalence class of n(p,v), but false in all others:
{xX[Fwvw’ : w = w'mod,(p,v) <= w' = x}. We
have that “p is weakly greater than v’ is satisfied in
the model M = (W, = n) iff for all propositions ¢ €
e(n, o A b, =p A1), we have that wy = we whenever
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The logical language introduced in [5] extends pro-
positional logic with sixteen kinds of preferences:
Definition 4. (Language) [5, Def.3] Given a finite
set of propositional variables p, q, . . ., the set Ly of pro-
positional formulas and the set L of preference formu-
las is defined as follows:

Lo 3 ¢, ¢: plp A )|

L3®,0: ¢ ">V ilp *>Y Ylo "> Plp "> |
—D|(PAW) for x,y € {m, M}

Definition 5. (Monotonic semantics) [5, Def.4]

Let M be a preference model. When © = M we write
z(, M) for

max(p, M) =
fweWlwEeAYW eW v Ep=>w=uw'}

and analogously when x = m we write (o, M) for

min(p, M) =
{fweWlwEepAVW e W v Ep=w =w} .

M =@ “>Y 4 iff Yw € z(p A =), M),

V' € y(me A, M)t w = w’
M = "2V iff Yw € 2(o A ), M),

V' € y(—e ANp, M) rw = w'
ME @ *>Y ) iff Ve € e(n, o A=), —p A1),

Yw € x(p A= A e, M),

Vu' € y(~o A Ae, M) s w - w'
ME >V ¢ iff Ve € e(n, o A=), —p A1),

Yw € x(p A= A e, M),

V' € y(mo AN Ae, M) w = w

Moreover, logical notions are defined as usual:
SE®G — VM- MES=>=MED .

Note that ¢ ™ >M 4 is the Doyle and Wellmans’s
comparative greatness (Def.3).

In this paper, we are interested in a special kind of
theories, namely preference specifications:

Definition 6. (Preference specification) [5, Def.5]
Let P be a set of preferences of the form {@; > 1; :
i=1,...,n}. A preference specification P is a tuple
<P>|‘> € { z>y’ Izya m>ga ZZy \x,y € {m,M}}>7
and M is its model iff it models all Py :

MEP, < V(pi>t;) €EPe - ME @; >y .

Corollary 1. Observe that by Prop.1, we can replace
ceteris paribus preferences, written *>Y or *>Y. by
sets of ordinary preferences without a ceteris paribus
proviso. Consequently, we can restrict ourselves to the
eight types of preferences without ceteris paribus clau-
ses.
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2.3 Non-monotonic logic of preferences

Non-monotonic reasoning has been characterized by
Shoham [9] as a mechanism that selects a subset of the
models of a set of formulas, which we call distinguished
models. Thus non-monotonic consequences of a logical
theory are defined as all formulas which are true in the
distinguished models of the theory.

An attractive property occurs when there is only
one distinguished model, as then all non-monotonic
consequences can be found by calculating the unique
distinguished model and characterizing all formulas
satisfied by this model. It has been proved in the litera-
ture that a unique distinguished model can be defined
for the following sets of preferences: P murr, P msm,
and P MM .

Moreover, Kaci and Torre [5] have defined a dis-
tinguished model and proved ist uniqueness for

(Pu|> e {">Y, *>Y >V ">V v € {m, M}, y=M})
and also for
(P> e {7>Y, 72¥, 7Y, ">V v = m,y € {m, M}})

They have also provided algorithms to calculate these
two unique models and presented a way to combine
these models to find a distinguished model of all the
types of preferences given together. Their algorithms
also capture all the algorithms for handling all the
kinds of preferences separately.

It should be pointed out, that the consistency of
preference specification, i.e., existence of its preference
model, has been assumed by now. This assumption,
however, is hard to fulfil in practical applications. In
order not to restrict the use of the logic of preference,
Boella and Torre [1] have proposed a minimal logic
of preference in which any preference specification is
consistent. They achieve the consistency by means of:

— formalizing a preference ¢ over 1 as the absence
of a 1 world that is preferred over a ¢ worlds;

— amending the preference model definition by
using partial pre-order instead of total pre-order
on worlds, which enables to indicate some kind of
conflict among worlds (by their incomparability).

Their non-monotonic reasoning is based on distin-
guished models called most connected models.

Definition 7. Most connected model [1, Def.4]
A model M = (W, =,n) is at least as connected as
another model M' = (W, =" n), written as M T M/,
if ='Cx, e,

Yy, we € Wi wy =" wa = wi = wa .

A model M is most connected if there is no other
model M' s.t. M' T M, i.e., s.t. M’ & M without
MC M.
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In comparison with Kaci and Torre’s language of
logic of preferences, their language is by far less
expressive, having only one kind of preference.

3 Preferences in database queries

To improve the readability, x = yA—(y = ), = (x,y)A
- = (y,x), and = (z,y)A = (y,z) is substituted by
x>y, > (z,y), and = (z,y), resp., henceforth.

3.1 Basic concepts and key features

To reach the target, we need to accommodate an
expressive language with various kinds of preferences
in the RDM framework so that any set of (possibly
conflicting) preferences has a well defined semantics.
We propose to base its model-theoretic semantics on
those of preference logic languages.

In the following list of basic concepts of our
approach, the key features are boldfaced.

— User preferences are expressed in a preference
logic language.

— Semantics of a set of (possibly conflicting) pref-
erences is related to that of a disjunctive logic
program (DLP).

— Non-monotonic reasoning mechanisms
about preferences has to be employed to reason
about preferences that are defined in such a way
that consistency is ensured under all circumstan-
ces.

— A preference operator (PO) returning only the
best tuples in the sense of user preferences is used
to embed preferences into relational query lan-

guages (RQL).

We identify propositional variables with tuples,
i.e., facts over relations. A subset of a relation instance,
i.e., a set of facts, creates a world, an element of a set
W, and propositions are logically implied by worlds in
which they hold true.

3.2 User preferences

Our starting point is the language (Def. 4) introduced
by Kaci and Tore [5] who extend propositional lan-
guage with sixteen kinds of preferences.

To define the semantics without the consistency
assumption, the definition (Def.2) of the preference
model has to be extended. It, however, is not neces-
sary to extend it as much as Boella and Torre [1] have
done, who have replaced total pre-order with partial
pre-order on worlds in the preference model definition.
By contrast, it shows that partial pre-order, i.e., a bi-
nary relation which is reflexive and transitive, provides
a sufficient space of models.

Definition 8. (Preference model) A preference
model M(R) = (W, >) over a relation schema R is
a couple in which W is a set of worlds, relation
instances of R, and = is a partial pre-order over W,
the preference relation.

Observe that as preferences with ceteris paribus
provisos can be reduced in accordance with Cor.1 to
sets of preferences without such provisos, we have ne-
glected the contextual equivalence.

Definition 9. (Models of preferences) Let M be
a preference model and w,w’ elements of W s.t. w =
A and w' = @ A ). Then:

M=o MMy iff T’ s.t.t Yw @ if oA Fw false,
we have =(w = w').

M =@ MM o) iff Jw' s.t. Yw 1 if o A=) ey false,
we have =(w = w').

M = o m>SM o) iff Ywvw', we have =(w = w').

M = o m>M o) iff Vuvw', we have =(w = w').

M =@ M>m o iff Sw3w': if ~p A FEw false and
© A=Y FEw false, we have —=(w = w').

M=o M>m ) iff Jw3w': if ~p A FEw false and
© A Fw false, we have =(w = w').

ME o ™>™ ) 4ff Jwvw': if ~p A FEw false, we
have =(w = w').

ME @ ™>" 4 iff JuwvVw': if ~p A FEw false, we
have —(w > w’).

3.3 Preference specification semantics

Definition 10. (Preference specification) Let R
be a relation schema. Given the set Lo(R) from the
definition (Def.4) of the language in which proposi-
tional variables are identified with facts over the rela-
tion R, Ps(R) is a set of preferences over the relation
schema R of the form {p; > 1; : i = 1,...,n} for
i, ;i € Lo(R). A preference specification over the re-
lation

schema R is a tuple (Po(R)|> € { *>Y, >V |z,y €
{m,M}}), and M(R) is its model, i.e., a preference
specification model, iff it models all Ps(R):

M(R) E Pe(R) <
V(pi > 1) € P (R) : M(R) = @i > i

To calculate a preference specification model, we
associate the preference specification model P with
a DLP in three steps:

First step: Create a partition (Ey,...,E,) of W so
that w,w’ € E; iff any of the following conditions is
fulfilled for every preference ¢ > :

Y oAb w false denotes that there is a model in W for
A\
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2. wE-pAY and w =-pAY

3wk (pAY)V(mpA—9) and
w' E (e AY)V (mo A )

Second step: Substitute each preference type by
a logical formula?:

o MM o IENVE; o (Ej, E) if o A w false.
M>M . 3E; VE S (Ej, Ey) if o A= Few false.

p mSM o YENE, of (Ej, E).

o "M i VENE, if (Ey, Ey).

o M>map: IEIE; of (E;, E;) if o A [ew false.

o M>m o 3E;IE; o (Ej, ;) if o A~ fw false.

o ™>mah: IENVE; o (B E).

o >y AENVE; o (Ej, ).

The above formulae can be expressed as disjunctions.

Third step: Formulae expressing properties of the
above predicates and their relations have to be added:

2 (B, A),
— i (B, A).

# (A, B)V = (A, B) —
7 (B, A)V [~ (A, B)A = (B, A)]

= (A,C) « = (A, B)A = (B,C).
| (A, B) «— % (A, B)\ £ (B, A).
= (A, B) — =% (A, B).

false — % (A, B)A\ = (A, B).
= (A A) —

3.4 Non-monotonic reasoning

To define the meaning of the program, we employ
optimal model semantics [8].

Definition 11. (Atomic weight assignment)
[8, Def.2] An atomic weight assignment, @, for a pro-
gram P, is a map from the Herbrand Base Bp of P
to ]R(T, where Rar denotes the set of nonnegative real
numbers.

Definition 12. (Aggregation strategy) [8, Def.3]
An aggregation strategy A is a map from? MRS to R.

Definition 13. (Herbrand Objective function)
[8, Def.4] The Herbrand  Objective  Function,
HOF(p, A) is a map from 287 to R} defined as fol-
lows:

HOF(p, A)(M) = A({p(A)[A € M}) .

2 Elements of E; and FE; fulfill ¢ A —p and =@ A 4, resp.,
in the following list.

3 Given aset X, M¥ denotes the set of all multisets whose
elements are in X.
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Definition 14. (Optimal model) [8, Def.5] Let P
be a logic program, g an atomic weight assignment,
and A an aggregation strateqy. Suppose that F is
a family of models of P. We say that M is an optimal
F-model of P with regard to (p, A) if:

1. M e F;
2. M’ : M’ € F AHOF (p, A)(M') <HOF (p, A)(M).

We use the notation Opt(P,F,p, A) to denote the set
of all optimal F-models of P with regard to (p, A).

Applying a variant of the connectivity princi-
ple (c.f. Def.7), distinguished models, defining the
meaning of the program P, can be selected from sta-
ble models ST(P) of P so that the intensional relation,
|I, of incomparable elements is minimal in the sense of
set inclusion. Accordingly, we get the intended optimal
model semantics of our program when we extend the
notions of aggregation strategy and Herbrand objec-
tive function so that the relation of set inclusion can
be captured.*

3.5 Preference operator

To embed preferences into RQL, a PO wp returning
only the best tuples in the sense of user preferences P
is defined.

Ordering the partition of W according to the inten-
sional relation > that is subsumed in an optimal mo-
del Mp € Opt(P,ST(P), o, Ag), the most preferred
worlds ultimately are located in maximal elements of
the partition. To find the maximal elements, the
ordered partition is associated with a positive datalog
program consisting of one rule:

M(A) — M(B)A = (A, B).
and facts: = (E;, E;) € Mp.

The least nonempty models of the above positive
datalog program yield the interpretations of the pre-
dicate M identifying the maximal elements.

3.6 Preferences and relational algebra

The following theorem identifies a sufficient condition
under which the PO and relational algebra (RA) se-
lection commute. It provides a basic rule for rewriting
preference queries using the standard strategies like
pushing selection down.

Theorem 1 (Commuting with selection). Given
a relation schema R, a preference model M(R)
over R, a partition (E,...,E,) of W ordered by =,

4 Note that Opt(P,ST(P), po,sum), in general, contains
more than one optimal model.
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ie, Yw,w € W withw € E;,vw' € E; 11 < j <
w = w', and a selection condition ¢ over R, if the
formula

Ywy,ws : wy € B; ANwy € EJ‘/\ - (Ej,Ei)

A wp(wr) = w1 = wy(we) = ws

is valid, then for all instances I(R):

0p(wp(I(R))) = wp(a,(I(R))) .

To check the validity of the above sufficient condi-
tion, we need to assign a meaning to the program that
defines the selection condition ¢(z) and contains the
following two rules defining ¢(x):

d(x) — p(x).

¢(x) —ye BAx e AN (A, B) A== (A, B) A p(y).

and EDB consisting of the biggest possible instance
I(R) of R and facts: = (E;, E;) € Mp.® The validity
of the sufficient condition, then, corresponds to that
of the following equality: Vt € I(R) : ¢(t) = ¢(t).

4 Related work

The study of preferences in the context of database
queries has been originated by Lacroix and Laven-
cy [7]. Nevertheless, only at the turn of the millennium
this area attracted broader interest again: Kieflling et
al. [6] and Chomicki et al. [3] have pursued indepen-
dently a similar, qualitative approach within which
preferences between tuples are specified directly,
using binary preference relations. The embedding into
RQL they have used is identical to the pre-
sented approach: an operator returning only the best
preference matches. However, they haven’t considered
preferences between sets of elements. A special case of
this embedding represents skyline operator introduced
by Borzsonyi et al. [2].

5 Conclusions

Pursuing the goal of embedding preference queries in
the RDM, it was shown that user preferences can
be captured in a logical language containing
sixteen kinds of preferences, and the semantics
of the language can be defined with respect to the re-
cent advances in logical representation of preferences
allowing for conflicting preferences.

Embedding preferences into RQL was implemented
through a PO returning the most preferred sets

5 Observe that the above program is stratifiable. Thus its
stable model semantics can be computed in polynomial
time.

of tuples. This operator has a simple formal seman-
tics defined by means of optimal models of a DLP.

A sufficient condition under which the PO and RA
selection commute was identified, establishing thus
a key rule for rewriting the preference queries using
the standard algebraic optimization strategies.

Future work directions include developing algo-
rithms for evaluating the PO and identification of its
algebraic properties, in order to lay the foundation for
the optimization of preference queries.
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Abstrakt Tdto prdca sa zaoberd analyzou kryptografic-
kych protokolov pomocou logik vier. Definujeme rozhodo-
vaciu proceduru pre takéto logiky. Navrhneme a implemen-
tujeme program pre analyzu s mozinostou editdcie odvodzo-
vacich pravidiel. V programe implementujeme dve zndme
logiky: BAN,AUTLOG. Pomocou programu zanalyzujeme
niektoré protokoly.

1 Uvod

1.1 Kryptografické protokoly

Kryptografické protokoly su $pecidlnym druhom pro-
tokolov. Pod pojmom protokol myslime kone¢ni pos-
tupnost posielania sprav medzi t¢astnikmi protokolu.
Ulohou kryptografickych protokolov je naplinaf komu-
nikaéné ciele tcastnikov a zdrovenn zabezpecovat ich
bezpecnostné potreby.

Ciele kryptografickych protokolov mézu byt rézne -
moézu zabezpedovat autentifikdciu tc¢astnikov, manaz-
ment klacov, elektronické obchodovanie, volby atd.

Najdolezitejsu triedu kryptografickych protokolov
tvoria protokoly pre manazment klicov a autentifiké-
ciu. Cielom autentifikicie je zarucenie identity tcast-
nika. Cielom protokolov pre manazment kld¢ov je do-
hodntit medzi ucastnikmi klié, ktory bude pouzivany
v dalsej komunikécii.

Protokoly vyuzivaju a vytvaraju ramec pouzitia
zékladnych kryptografickych primitiv ako si napriklad
symetrické a asymetrické Sifrovanie, hasovacie funkcie,
digitalne podpisy, certifikaty, casové peciatky, prilezi-
tostné slova.

Predpoklady aj ciele protokolov na autentifikdciu
a manazment klicov mozno lahko sformulovat. Tieto
protokoly obvykle pozostdvaji z vymeny niekolkych,
nie velmi komplikovanych sprav. Napriek tomu nie je
jednoduché navrhniit bezpeénostny protokol, ktory je
odolny voci utokom.

1.2 Analyza protokolov pomocou logik vier

U mnohych kryptografickych protokolov sa ukazala
ich zranitelnost. Vznika prirodzena poziadavka ana-
lyzovat a formalne dokazovat vlastnosti protokolov.

Zskladné otézky, na ktoré hladdme odpovede si:

1. Co protokolom dosiahneme? Robi to, ¢o chceme?
2. Aké predpoklady vyzaduje protokol?
3. Robi protokol nieco nadbytocné?

Prvou formélnou logikou pre analyzu protokolov bola
BAN logika, publikovang v [1]. BAN logika sa stala
uspesnou metédou, pomocou ktorej sa odhalili viaceré
bezpecnostné slabiny v kryptografickych protokoloch.
Existuje mnoho néasledovnikov BAN logiky — AUT-
LOG, GNY, Svo atd.

Pri analyze protokolu je konvenéna metoéda popisu
protokolu (definovanie postupnosti posielania a obsa-
hu spréav) v tejto metéde nahradend definovanim sprav
pomocou logickych formul. Takto popisany protokol
nazyvame idealizovany protokol. Pomocou odvodzova-
cich pravidiel sa z predpokladov protokolu a idealizo-
vaného protokolu odvadzaji nové formuly. Toto
odvéadzanie je monoténne( nerisf sa platnost ziadnych
faktov). Ulohou odvédzania je odvodit ciele protokolu.

Analyza protokolu ma tieto fazy:

1. Idealizécia protokolu - prepis do formalizmu logiky
2. Sformulovanie predpokladov - definovanie pocia-
tocnych vier ucastnikov
. Sformulovanie cielov protokolu
4. Rozhodnutie, ¢ mozno odvodit ciele protokolu
z predpokladov

w

V tejto préci sa budeme zaoberat touto metédou ana-
lyzy protokolov. Cielom tejto prace je navrhnuf
a implementovat algoritmus, ktory automatizuje fa-
zu ¢.4 pri analyze pomocou logik vier. Implementu-
jeme v tomto programe najznamejsie formalne logiky
ako BAN, AUTLOG a taktiez zanalyzujeme niektoré
protokoly.

2 Rozhodovacia procediira pre
analyzu pomocou logik vier

Pri analyze pomocou logik vier potrebujeme rozhod-
nit, ¢ z mnoziny predpokladov (1ubovoiné mnozina
konstantnych termov) mozno odvodit pomocou apli-
kécie pravidiel logiky ciele protokolu. Pricom pravidla
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Hutn kde Hy,. ..,
konstént a cielom protokolu je nejaky konstantny
term. Pod aplikdciou pravidla % na predpok-
lady Hy,..., H, myslime néjst substitiiciu o, ktord je
unifikdtor termov (Hy,Hi),...,(Hn, H,) a aplikovat
substiticiu ¢ na term C. Pod pojmom logika myslime
usporiadand dvojicu - mnozinu funkénych symbolov
F'S a mnozinu odvodzovacich pravidiel - (oznac¢ujeme
(FS,F)). To, 7e je konStantny term t odvoditelny
z predpokladov I' pomocou pravidiel - ozn. I' F ¢.
Medzi zakladné poziadavky na rozhodovaciu procedii-
ru patri poziadavka, aby algoritmus skoncil po konec-
nom poéte krokov a dal spravnu odpoved (pozitivnu,
alebo negativnu).

Pri vybere metédy sme sa nechali ingpirovat ¢lan-
kom D. Monniauxa [6], v ktorom opisuje algoritmus
pre analyzu protokolov pomocou GNY logiky. Podob-
nd metédu pouzil Darred Kindred vo svojej dizertac-
nej praci [4], avSak na rozdiel od tejto préce, sa pre
odvadzanie termov vyuziva spéitné odvadzanie.

su v tvare H,,,C st termy bez

2.1 Zakladné stratégie odvadzania

Poznidme dve zakladné metédy testovania odvoditel-
nosti termu ¢ z mnoziny predpokladov I" pomocou
pravidiel |- :

1. Dopredné odvidzanie Startuje z mnoziny predpok-
ladov I' . Aplikujeme odvodzovacie pravidla na
odvodenie novych formil, zjednotime mnozinu no-
vych formul s mnozinou predpokladov. Zistime, ¢i
sme uz odvodili ¢t. Ak nie, tak pokrac¢ujeme s roz-
§frenou mnozinou.

2. Spdtné odvddzanie Startuje z formuly ¢. Najdeme
vSetky pravidla, ktorych zavery by sme mohli uni-
fikovat s t. Ohodnotime premenné pravidiel a re-
kurzivne pokracujeme s odvadzanim predpokladov
ohodnotenych pravidiel.

Nanestastie pre obidve metédy existuji pravidla, ktoré
nie si vhodné pre odvadzanie. Napr. v . BAN logike
PE§(X)
PE§(XY))
predné odvadzanie. Rovnako v tejto logike existuje

K
pravidlo PQ{X}KI;Z)'(E P—Q , s ktorym by sme zrejme

mali problém pri spatnom odvadzani.

je pravidlo ktoré nie je vhodné pre do-

Pravidlo povazujeme za vhodné pre dopredné
odvéddzanie, ak plati Var(C) & U}, Var(H;).

Podobne ak Var(C) 2 Ui, Var(H;), potom je
pravidlo vhodné pre spiatné odvadzanie.

Odvodzovacie pravidla logik preto rozdelime do
disjunktnych skupin kompoziénych a dekompozicnijch
pravidiel, pricom kompozi¢né pravidla si vhodné pre
spatné a dekompoziéné pre dopredné odvadzanie.

HiseooyHom, Py, P

V dekomp. pravidle o , m >0,
k > 0 rozlisujeme hlavné (H;) a pomocné (P;) pred-
poklady, pre ktoré plati !, Var(H;) 2 UleVar(Pi).
HiyooHn

C

Pre pravidlo
—ak Var(C) 2
kompoziéné,
—ak Var(C) € U, Var(H;), potom je pravidlo
dekompoziéné,
— ak Var(C) = U;_, Var(H;), potom uréime, & je
pravidlo kompozi¢né, alebo dekompozicné.

Ui, Var(H;), potom je pravidlo

Toto rozdelenie vychddza z nasledujiceho pozorova-
nia. Ak by sme pri doprednom odv. pouzili pravidlo,
v ktorom |Var(C)| > |Ui—, Var(H;)| , tak aspon jed-
na premmennd v zavere by nebola inicializované. Po-
dobné problémy by sme mali pouzitim pravidla, v kto-
rom |[Var(C)| < |Ui-, Var(H;)| pri spitnom odvéd-
zani. Tu by sme nemali ohodnotent niektord premen-
ni v predpokladoch pravidla.

2.2 Kritéria pre logiky

V tejto kapitole definovand rozhodovacia procedura si
nekladie narok byt univerzalnou procedirou pre lo-
giky. V tejto Casti definujeme poziadavky pre logiky,
s ktorymi budeme pracovat.

Pre odvodzovacie pravidlo Hn

711,7 musi platit:
— Var(C) C Ui, Var(H,), alebo
= Var(C) 2 UL, Var(H,).

Dalej budeme pozadovaf, aby bolo mozné odvadzat
bez toho, aby sme pouzitim kompozi¢ného pravidla
,zlozili* formulu, ktord by sme néasledne pouzitim de-
kompozi¢ného pravidla ,,rozlozili“. Hovorime, ze odvo-
denie formuly I' F t je normdlnym odvodenim, ak
v strome odvodenia I" F ¢ nevznikli aplikdciou kom-
pozi¢ného pravidla hlavné predpoklady dekompozic-
nych pravidiel. Definicia narmélneho odvodenia for-
muly I' - t hovori, ze ak sa v strome odvodenia na-
chadza vrchol C, ktory vznikol aplikdciou dekompo-
zicného pravidla w na predpoklady
Hy,....Hy,P,..., Py, potom vrcholy Hy,...,H,,
nemohli vzniknit aplikdciou kompoziéného pravidla.
Ak Hy,...,H,, nie si predpokladmi logiky, tak pra-
vidla p1, ..., pm musia byt dekompoziéné.

Pm
C

Logika (FS,F) spina normdlne odvodzovacie kri-
térium, ak pre lubovolnd mnozinu predpokladov I,
formulu ¢ plati, ze ak existuje odvodenie I" - ¢, potom
existuje normalne odvodenie I F ¢.



2.3 Transformacia logiky

Hlavnou myslienkou transformécie logiky (F'S,t) je
zostrojit ind logiku (F'S’, ), v ktorej budeme vediet
po koneénom pocte krokov odpovedat na otdzku, &i
plati I'" +' t. V tejto casti definujeme transforméciu
pravidiel logiky a ukdzeme dolezitd vlastnost I +
t=IFt.

Definicia transformacie logiky Zavedieme symbol
ciel’&, ktory neoznacuje ziadnu funkeiu. [t znamena,
ze ,chceme zlozit formulu ¢ “. Tento symbol pouzijeme
na realizdciu stratégie odvadzania, ktorej hlav-
nou ideou je pouzit kompoziéné pravidlo, len ak zaver
tohto pravidla budeme chciet ,zlozit“. Pre mnozinu
funkénych symbolov logiky F'S definujeme mnozinu
funkénych symbolov transformovanej logiky takto:

FS' = FSuU{{mf,i); (f,i) € FSAi > 0}.

Pre mnozinu odvodzovacich pravidiel + definujeme
mnozinu transformovanych pravidiel F takto:
1. pre kompozi¢né pravidlo %
(a) HC, Hi,....,. Hn
C Y
(b) &% preie{l,...,n},
2. pre dekompozi¢né
m > H(), k % 073 »
(a) 1yeeey mC> 10k

,’ H )"'7H77L
(b) ak k > 1 potom aj —tzz==

pravidlo H1,~-7Hn&77’1,-~77’k7

prei e {1,...,k}.

Vlastnosti transformacie

Lemma 1. Systém pravidiel ', ktory vznikol trans-
formdciou z mnoZiny pravidiel -, je vhodny pre do-

predné odvddzanie.
Dékaz. Chceme ukézat, ze pre kazdé pravidlo %
existuje mnozina M C {Hi,...,H,} takd, ze plati

U Var(H) = U, Var(H;) UVar(C).
HeM

Dékaz urobime rozborom pripadov podla typu pravid-
la. Ak je pravidlo tvaru:

La BCHTn — M = {@C},

1b 8¢ — M ={&C},

2.0 MM ProsPe — M = {Hy, ... Hon ),
2b Mrmln —s M = {Hy,..., "}

Vsetky tvrdenia vyplyvaju priamo z definicie kom-
pozi¢nych, dekompozi¢nych, transformovanych pravi-
diel. O

Veta 1. Pre lubovolni logiku <FS,|—2, ktord spliia

normdlne odvodzovacie kritérium, pre lubovolni mno-
Zinu predpokladov I' a véetky formule t plati

ru{mt}Ht=rkrt.
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Dokaz.

L. Tu{mt}Ht= Tkt

Nech t{,...,t/ =t je vytvdrajica postupnost
odvodenia I'U{@t} 't , postupnost t1,...,t, =t
vznikne z t{,...,t/ = t vynechanim termov so
Specialnym symbolom [].
Matematickou indukciou vzhladom na dizku vy-
tvarajicej postupnosti chceme ukézat, ze pre kaz-
dé i < n plati, ze postupnost ¢1,...,t; je vytvéira-
juca postupnost odvodenia I' F t;. Predpoklajme,
ze tvrdenie plati pre j < i.

— Ak t; € I' | tak to plati trividlne.

— Ak t; € I' , potom term t; vznikol vo vytvara-

juicej postupnosti ¢}, ..., ¢, aplikdciou pravidla

tvaru:
(a) w a z IP plati tvredenie pre
Hy, ..., H, , aplikdciou pravidla M

dostavame I+ t;,
(b) Moo ProsPre g gyrdenie vyplyva pri-

amo z indukéného predpokladu.

2. 'tt=Tu{mt}Ht
Kedze logika spiﬁa normalne odvodzovacie krité-
rium, tak ak existuje odvodenie I" I ¢, potom musi
existovat normélne odvodenie. Dékaz urobime po-
mocou indukcie cez strom normalneho odvodenia
I' F t, pricom predpokladame, ze tvrdenie plati
pre podstromy vrcholu ¢ v strome odvodenia.

— Ak t € I', tak to plati trividlne.

— Ak sa formula ¢ odvodila aplikdciou kompo-
zitného pravidla chiH’ z predpokladov
{H,,...,H,}, potom
(a) podla transformécie logiky

ﬁ CH a aplikdciou tychto pravi-

diel na (¢ dostdvame I' U {3t} H B H;,
(b) kedze I" - H; st odvodenia v podstromoch

vrcholu ¢, mézme pouzit indukény pred-

poklad . Odtial méme I' U {mH;} ' H;.
Spojenim (a), (b) mdme I'U{@¢} - H;. Apli-
kéciou BT g {5y My, .., H,} dosté-
vame odvodenie I' U {@t} H t.

— Ak sa formula ¢t odvodila aplikdciou dekom-
pozi¢ného pravidla Haeeo M ProeesPie pred-
pokladov {Hy,...,Hy, P1,..., Py}, potom
(a) Z TP vyplyva I' U {mH;} + H;. Podla

definicie normélneho odvodenia H; € I,

alebo H; vznikol aplikdciou dekompozic-

ného pravidla a nepotrebujeme HH;, teda

méame '+ H;.

Aplikikaciou pravidliel TP e, ha

predpoklady {H1,...,H,,} (podla bodu (a)

plati I' - H;) dostdvame I' - @P;.

definicie

Hi,..osHom
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(¢) Z IP wvyplyva I' U{EmPh} F P;. Spo-
jenim (b), (c¢) dostdavame I' ' P;. Apli-

kaciou pravidla —Hl""’H”&’Pl"”’P’“ na

{Hi,...,Hpn, P1,..., Py} dostdvame

odvodenie I' M’ t, teda aj I" U {@t} ' t.
O

2.4 Definicia rozhodovacej procediry

Funkcia odvodDopr((F'S,F), I',t) : boolean d4 dopred-
nym odvadzanim odpoved na otédzku ? — I' -t .
Funkcia rozhodni((FS,F), I',t) : boolean da odpoved
na otdzku ? — I' - ¢ pre logiky (F'S,F), ktoré spfﬁajﬁ
normélne odvodzovacie kritérium.

function odvodDopr({FS,F), I'|t) : boolean;
begin
if t € I' then return := true;
else begin
M :={f; f¢ I A fvznikla aplikdciou pravidla
z b na predpoklady z I'};
if M =0 then return := false;
else return := odvodDopr({(FS,F), ' U M, t);
end,
end,

function rozhodni({(FS,F), I',t) : boolean;
begin

(FS',F') :=transformuj((FS,F));

return := odvodDopr({FS',\'), I' U {[t}, t);

end,

3 Implementacia logik pomocou
rozhodovacej procedury

V tejto casti definujeme funkéné symboly a odvod-
zovacie pravidla formdlnych logik BAN a AUTLOG
s Upravami, aby sme ich mohli implementovat v roz-
hodovacej procedtre.

3.1 BAN logika

Mnozinu funkérvlych symbolov, odvodzovacie pravidla
definujeme podla ¢ldnku [1], pricom budeme dodrzia-
vat povodnii notaciu BAN logiky.

Mmnozina funkénych symbolov Kvoli presnejsiemu
vymedzeniu vztahu medzi sikromnym a verejnym kld-
¢om, rozsirime mnozinu funkénych symbolov o binar-
nu funkciu inv (inv(V,S) znamena S = V~1). Zreta-
zenie forml reprezentujeme pomocou binarnej funkcie
pair. Napriklad zrefazenie formil X,Y,Z zapiSeme
ako pair(X, pair(Y, Z)).

funkény symbol BAN vyznam
believes(P, X) PEX P veriv X
sees(P, X) P<X P vid{ sprdvu X
said(P, X) PrX P povedal X
jurisdiction(P,X)| P& X P ma rozhodovacie
pravo ohladne X
fresh(X) #(X) formula X je Cerstvd
sharedkey(P,Q,K)| P i Q | P a Q mdzu pouzivat
zdielany klae K
publickey(K, P) P | P ma verejny kitc K
secret(P,Q,Y) P ; Q P a Q zdielaju
spolo¢né tajomstvo Y
encrypt(X, K) {X}, [|formula X je zasifrovand
pomocou kitca K
pair(X,Y) (X,Y) | zretazenie formil X,Y
inv(V, S) (S=VH| V, S je ver., stikr. kiae
combine(X,Y) (X)y | X je skombinovand s YV’

Odvodzovacie pravidla Implementovali sme pra-
vidl4 BAN logiky ako boli publikované v [1]. Nové
pravidld sme priddvali najmé kvoli symetrii zretaze-
nia. Kedze sme nepotrebovali vyuzif vlastnost aso-
ciativnosti zretazenia formil, nemuseli sme pridat pra-
vidl4 realizujtice tiito vlastnost.

Pridavanie pravidiel a rozdelenie do disjunktnych
mnozin kompoziénych a dekompoziénych pravi-
diel sme robili tak, aby platilo normalne odvodzova-
cie kritérium. V préci [3] sme vlastnost normalneho
odvodzovacieho kritéria pre takto definovanu logiku
dokazali.

Pre analyzu napr. protokolu Needham-Schroeder
s verejnymi kldémi [1, s.34] je potrebné pravidlo 1,
ktoré autori ¢ldnku[l] implicitne pouzivajui pre odvad-
zanie, avSak explicitne ho neformulovali.

Pa(X),,PEP=Q,PE4Y)
PE#(X)

Toto pravidlo hovori o tom, Zze ak tucastnik P vidi
formulu X skombinovani s Y, verf ze Y je zdielané
tajomstvo. NavySe este veri, ze Y je Cerstvé, potom
P veri, ze je ¢erstva aj formula X.

V tejto casti vymenujeme kompoziéné a dekom-
poziéné pravidla BAN logiky so struénym popisom
vyznamu jednotlivych pravidiel.

(1)



Kompozi¢né pravidla BAN logiky

w ak P veri formulam,
EXY) tak verf aj ich zretazeniu
PEQEX,PEQEY ) §
podobne, ale pre ,,druhy stupen “
PEQEX,Y)

P X .

_PEMX) ak je cast spravy Cerstvd (ak P
PEH(X,Y)) verl, 7e je ¢erstvd), potom je
Cerstva celd sprava

PEH(X) . L
—_— kvoli symetrii zretazenia
PEL((Y, X))

PEH(X) e
- ak je sprava cCerstva, potom
PEI({X}k) je cerstvé aj zaSifrovand sprava

PEH(X) e

je sprava cerstva, potom je
PEH((X)y) Cerstva aj skombinovand sprava

Dekompoziéné pravidla BAN logiky V zoz-
name dekompozi¢nych pravidiel ndzorne odli§ime po-
mocné od hlavnych predp. pomocou ¢iary nad po-
mocnymi.
Pa{X},,PEPSQ

PEQRX

ak K je zd. kI4¢ medzi P a Q
a P vidi spravu zagifr. s K,
tak veri, ze ju poslal @
Y
Pa(X)y, ,PEP=Q
PEQrX

ak Y je tajomstvo medzi P, Q
a P vidi spravu s Y, tak
P veri, ze ju poslal Q

PEQKNX, PEYX)
PEQEX

P=EQE X, PEQEX
PEX

kontrola ¢erstvosti ,,nonce“

ak P veri, ze Q ma pravo
rozhodovat ohladne X a vert,
ze @ veri X, potom P veri X

Pa{X}, ,PEPSQ
P«X

ugastnik moze pomocou sym.
kluca desifrovat spravu
Pa{X}, ,PEEP
PaX
Pa(X)y
PaX

podobne

P moze rozlozit skomb. spravu

Pre tplnost este uvedieme zvysné dekompoziéné
pravidld, ktorych vyznam je zrejmy.
Y
PE(X,)Y) PE(X,Y) PEQE(X)Y) PER=C
PEX ~PEY  PEQEY p_gXp
Pa(X,Y) Pa(Y,X) PEQN(X,Y) PER<Q
PaX PQ(X,Y) P'EQ}'VX P'EQ<£>R

Pa(X), ,PEP=QPENY) PEQES SR

PE§X) PEQER S S

Pa{X},, PEYQ(S=V-1) PEQES—=R

PEQNX PEQER=S

Pa{X}4,PE 2 Q,(S=VT) PEQE(X.)Y)
PaX PEQEX
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3.2 Autlog

Logika Autlog je rozsirenie BAN logiky, prvykrat bola
publikovand v ¢lanku[5]. Autormi tejto logiky st Vol-
ker Kessler a Gabriele Wedel.

Definicia mnoziny funkénych symbolov Mnozina
funkénych symbolov logiky Autlog pozostava z funké-
nych symbolov BAN logiky a funkcii, ktoré uvedieme
v tejto casti.

funkény symbol | notécia vyznam
recognizable(X)| &(X) X je rozpoznatelnd
says(P, X) PR X |P neddvno povedal X
hash(X) hash(X) | pouzitie ,,hasovacej“
funkcie na formuluX
mac(K,X) |mac(K, X)|pouzitie MAC funkcie
s kliéom K na X

Mnozinu funkénych symbolov rozsirime o pomocné
symboly «, 3,7,6,¢,1,0 s arnostou 2, ktoré poslizia
pri implementéacii pravidiel v rozhodovacej procedre.

Odvodzovacie pravidla Podla definicie odvodzova-

cieho pravidla, v pravidle HlTH" musi platit

Var(C) C U, Var(H;) alebo
Var(C) 2 Ui, Var(H;).

TakZe nemozme priamo pridat pravidlo ako je napri-
klad
PaP &5 Q PEYP & Q)

PEI({X} k)

Namiesto pravidla 2 priddme jedno dekompoziéné
a jedno kompozi¢né pravidlo

(2)

PaP & Q PEYPE Q)
(P K)

a(P,K)
FPEI({X} k)

Pri takomto priddvani pravidiel si musime dévat po-
zor, aby sme nepokazili vlastnost normalneho odvod-
zovacieho kritéria.

Vzhladom na to, ze logika AUTLOG pozostava
zo 43 dekompoziénych a 19 kompoziénych pravidiel,
nebudeme uvadzat Gplny zoznam odvodzovacich pra-
vidiel, ktoré si mozno pozriet pomocou programu. Po-
drobnejsie informécie o logike Autlog a jednotlivych
pravidlach moze Gitatel najst v élanku [5].

4 Program ABLOB

Program ABLOB sme implementovali v objektovo-
orientovanom programovaci jazyku DELPHI7. Po-
drobny popis navrhu a implementécie aplikdcie moze
citatel najst v [3].
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Program ABLOB

— umoziiuje pomocou uZzivatelského rozhrania edi-
tovat logiku t.j. definovat funkéné symboly, kom-
poziéné a dekompoziéné pravidla. Taktiez dovoluje
editovat protokol t.j. konstantné funkéné symboly
(napr. mend tucastnikov), predpoklady protokolu
a ciele protokolu , pricom vykondva syntakticku
kontrolu, kontroluje spravne urcenie pravidiel.
Kvoli lepsej citatelnosti editor farebne odlisuje jed-
notlivé znaky.

— automaticky transformuje logiku, spusti rozhodo-
vaciu procediru v transformovanej logike. Vys-
ledok analyzy vsak prevedie do pévodnej logiky.
Ak sa podar{ odvodif ciel, tak vypise citatelne
naformétovant vytvarajicu postupnost odvode-
nia. Ak sa podari odvodit niektory predpoklad
protokolu, vo vysledku sa zobrazi upozornenie, ze
ten predpoklad je rendundantny. Ak sa nepodari
odvodit ciel, tak sa program pokusi dodefinovat
niektoré predpoklady (medzi predpoklady pridd
term ¢, ak sa podarilo odvodit [t a pokusi sa najst
minimélne dodatoéne pridané predpoklady). Ak sa
podari odvodit protokol s dodato¢nymi predpok-
ladmi, tak vypiSe vytvarajicu postupnost, v ktorej
odlisi dodato¢ne pridané predpoklady.

— umoziuje zobrazovat vysledky analyzy v systéme
KTEX. Uzivatel zadefinuje KTEX-ovsky balicek
s rovnakym nézvom ako sa vold logika, pre kazdy
funkény symbol zadefinuje novy prikaz. V prog-
rame taktieZ mozno nastavit externy kompildtor

ETEX-u a dvi prehliadac.

5 Analyza protokolov pomocou
programu ABLOB

Cielom analyz protokolov, ktoré sme realizovali pomo-
cou programu nebolo objavovanie novych chyb pro-
tokolov, alebo povodnda analyza novych protokolov.
Nasgim cielom bolo v programe vyskuisat analyzy pro-
tokolov zo zndmych ¢ldnkov, pomocou nich otestovat
program a implementdcie jednotlivych logik. Zistit,
¢i sa dopracujeme k rovnakym vysledkom a vytvorit
v programe databazu protokolov, ktord moéze posluzit
pre Studijné ucely zaujemcom o kryptografické pro-
tokoly.

5.1 Analyza protokolov pomocou BAN
logiky

Pomocou programu sme zanalyzovali vSetky protokoly
z ¢lanku [1] t.j. protokoly Otway-Rees, Needham
Shroeder-SK, Kerberos, Wide-mouthed-frog, Andrew
RPC1, Andrew RPC2, Andrew RPC3, Yahalom,
Needham Shroeder PK, X509. Vzhladom na to, ze

citatel si moze pomocou programu prezriet podrobné
analyzy jednotlivych protokolov, nebudeme uvadzat
vysledky analyz.

Pri analyze protokolu Kerberos[1, s.22] sme pridali
prirodzeny predpoklad AE§(T4), bez ktorého by sme
neodvodili ciel AE Bl A KLaz, g

Pre analyzu protokolu Andrew RPC3[1, s.29] bolo
potrebné pridat pravidlo 3, ktoré autori neuviedli, aj
napriek tomu, ze ho pri analyze pouzili.

Pa{X}y PEP < Q PEHK)
PEY(X)
Pre analyzu protokolu Yahalom[1, s.30] bolo potrebné

pridat pravidlo 4, ktoré vsak autori uviedli v poznamke
ku analyze[l, s.33].

(3)

PERNP &5 Q,Pa{X}y
PaX

(4)

5.2 Analyza protokolov pomocou logiky
AUTLOG

Pomocou logiky AUTLOG sme zanalyzovali jednodu-
ché protokoly ,vyziev a odpovedi“ z ¢lanku[5]. Koli
otestovaniu programu logikou s velkym poctom pravi-
diel sme pomocou logiky AUTLOG zanalyzovali pro-
tokol Kerberos podobne ako v BAN logike, pricom sme
prisli k rovnakym zaverom ako pomocou BAN logiky,
ale s podrobnejsimi odvodeniami.

6 Zaverecné zhrnutie

V tejto praci sme formalizovali pojem logiky pre analy-
zu bezpecnosti kryptografickych protokolov, definovali
rozhodovaciu procediru, ktora rozhodne, ¢i je formula
odvoditelnd z mnoziny predpokladov pomocou odvod-
zovacich pravidiel logiky.

Navrhli a implementovali sme program ABLOB.
Ide o program s uZzivatelsky prijemnym prostredim,
moznostou editdcie logiky, protokolu, moznostou for-
matovaného vystupu analyzy protokolu do systému
KTRX. V tomto programe sme implementovali zndme
logiky vier — BAN a AUTLOG . Pomocou programu
ABLOB sme zanalyzovali niektoré protokoly.

Podobny program s nazvom REVERE vytvo-
ril Darrell Kindred pod vedenim Jeannette Wing ako
stcast dizertacnej prace[4]. Zial, nepodarilo sa nim
ziskat tento program, takze porovndvat programy
moézme len z tabulky casov[4, s.110] a v§stupov analyz,
ktoré su prilohou prace [4].

Vystupy programu REVERE sui v textovej forme,
vo v¥stupoch st uvedené ciele protokolu, odvoditel-
nost jednotlivych cielov a zoznam vietkych odvede-
nych formul. V programe ABLOB su vystupy analyzy



tiplné, okomentované odvodenia cielov a zoznamy ne-
vyuzitych predpokladoch pri odvadzani. Tieto vystu-
py je tiez mozné zobrazovat v systéme INTREX. Pro-
gram REVERE vyuziva spétné odvadzanie termov.
Na rozdiel od programu ABLOB podporuje odvad-
zanie pomocou ,,prepisovacich“ pravidiel.

Uvedieme tabulku porovnévajicu ¢asy analyz pro-
tokolov. Program REVERE bol testovany na
pocitaci Digital AlphaStation 500 s procesorom
Alpha 500 MHz [4, s.110].

Program ABLOB bol testovany na pocitaci s pro-
cesorom Athlon 2000+ XP.

logika protokol REVERE|ABLOB
BAN Kerberos 4.7s 0.062s
Needham-Schr(SK)| 1.5s 0,078s
CCITT X.509 23.8s | 0.047s
Wide-Mouth Frog | 19.3s 0.031s
AUTLOG Kerberos 11.3s 0.25s
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Complexity of training data in neural-network learning*

Véra Kurkova

Institute of Computer Science, Academy of Sciences of the Czech Republic, Prague
vera@cs.cas.cz, http://www.cs.cas.cz/~vera

Abstrakt A measure characterizing complexity of data
for training neural networks is proposed. The measure de-
pends on the type of computational units in the network.

Learning of neural networks can be formally de-
scribed as minimization of error functionals over pa-
rameterized sets of input-output functions computable
by a given class of networks. The error functionals
are determined by training data described either by
a discrete sample of input-output pairs or a probabi-
lity measure with respect to which the training sample
is chosen.

The expected error functional £, determined by
a non degenerate (no nonempty open set has measure
zero) probability measure p on Z = X XY (where X is
a compact subset of R and Y a bounded subset of R)
is defined as

E,(f) = / (f(z) — ) dp.

The empirical error functional &, determined by
a sample of data z = {(u;,v;) € X xY |i=1,...,m}
is defined as

E(f) = Z(f(ui) — ;)%

The simplest model of a neural network is a net-
work with n hidden units and one linear output unit.

The input-output functions of networks of this type
are of the form

span,, G = {Zwigi|wi €ER, g; € G},

i=1

where G is the set of functions that can be computed
by computational units of a given type (such as per-
ceptrons or radial-basis functions). The number n of
hidden units plays the role of a measure of model com-
plexity of the network. Its size is critical for a feasibility
of an implementation.

‘We propose to measure complexity of training data
with respect to a type of computational units G' by the

* This work was partially supported by the project
1ET100300517 of the program Information Society of
the National Research Program of the Czech Republic
and the Institutional Research Plan AV0Z10300504.

speed of decrease of infima of error functionals over
span,, G with n increasing. The faster such a rate of
decrease, the better approximation of global minima
of error functionals can be achieved using networks
with a reasonably moderate number of computational
units.

The speed of decrease of infima of error functionals
can be estimated in terms of a certain norm tailored to
the set G of the functions at which these functionals
achieve global minima.

Let (L2, (X), Illzz, ) denote the space of func-

PX
tions satisfying fX f?dpx < oo, where px denotes the
marginal probability measure on X defined for every
S C X as px(9) = p(ﬂ')_(l(S)) withmy : X xY — X
denoting the projection.

The global minimum of the expected error £, over
the whole space £2(X) is achieved at the regression
function f, defined for all x € X as

fo(w) = /Y ydp(ylz),

where p(y|x) is the conditional (w.r.t. x) probability
measure on Y (see, e.g., [1]). The global minimum of
the empirical error £, is achieved at any function
interpolating the sample z.

The next theorem shows that the speed of decrease
of infima of error functionals over sets span, G can be
estimated in terms of a norm, called G-variation. This
norm is defined for any bounded nonempty subset G
of L2 (X) as the Minkowski functional of the closed
convex symmetric hull of G, i.e.,

[flc=inf{c>0: ¢ 'f€Eclconv(GU-G)}, (1)

where the closure cl is taken with respect to the topo-
logy generated by the norm ||.|| ¢z and conv denotes

the convex hull.

Theorem 1. Let d,m,n be positive integers, both
X CRY and Y C R be compact, z = {(u;,v;) € X x
Y]i=1,...,m} with all u; distinct, p be a non dege-
nerate probability measure on X XY, and G be a boun-
ded subset of L2 (X) with s = supyeq ||g||£§X, Then

. sall follZ:
feslpltlliﬂcgﬂ(f) = &(fp) < n

2 . .
and for every h € L3 (X) interpolating the sample z,
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sgllhlIZ
inf & < 267G
fGSIpI}LnnG Z(f) - n

For the proof see [4].

So the infima of error functionals achievable over
networks with n hidden units computing functions
from a set G decrease at least as fast as % times
the square of the G-variational norm of the regres-
sion function or some interpolating function. When
these norms are small, good approximations of the
two global minima, minger2 (x) E(f) = E,(f,) and
minfe[lﬁx x)E2(f) = 0, can be obtained using net-
works with a moderate number of units.

We propose to use the magnitude of the G-varia-
tion of the regression function f, and the infimum of
G-variations of all functions interpolating the sample z
as measures of complexity of data given by the proba-
bility measure p and the sample z, resp.

For some sets GG, there is an interesting relationship
between G-variation, smoothness, and dimensionality.

Variation with respect to sigmoidal perceptrons is
related to smoothness described by restriction on par-
tial derivatives [2] and variation with respect to Gaus-
sian radial-basis functions to smoothness described in
terms of smoothing operators [3].

It was shown in [2] that variation with respect
to perceptrons is related to the Sobolev seminorm
Illa,1,00 defined in terms of maxima of partial deriva-
tives as

/]

4100 = IAX D% fll £1 (may

where a = (o, . . ., ag) is a multi-index with nonnega-
tive integer components, D*=(9/0x1)**...(0/0xq)*
and |a| =a; + -+ aq4.

Variation with respect to perceptrons is bounded
from above by the seminorm |.||41,00 times the
function k(d) of the number of variables d satisfying

k) ~ ()" ()"

Thus by Theorem 1, for any sample of data z,
which can be interpolated by a function A such that
the squares of the maxima of the £}-norms of partial
derivatives of the order |a| = d do not exceed an expo-

nentially increasing upper bound %2‘1, more precisely

d (27\" d
h||? = max || D f]| < — (=) <-—=2¢,
|| Hd,l,oo |a\:d” f”[,}\(]Rd) = A ( e ) A
the minima of the empirical error £, over networks
with n sigmoidal perceptrons decrease to zero rather
quickly — at least as fast as %
Variation with respect to Gaussian radial units is
related to Bessel norms, which define smooth-

ness using smoothing operators. The operators are of

the form of convolutions with certain special functions
called Bessel potentials, which are defined by means
of their Fourier transforms. For r > 0, the Bessel po-
tential of order r, denoted by f3,, is the function on R¢
with the Fourier transform

Br(s) = (L +ls|*) 772,

For d a positive integer, r > d/2, and q € [1,00],
the Bessel potential space denoted by (L?", |||/ za ) is
defined as

LY :={f|f=wx 0, we L}
[ =wxp,.

It was shown in [3] that for any integer r > d/2, varia-
tion with respect to Gaussian radial units is bounded
from above by the Bessel norm ||.||1,» times a function
k(r,d) of the number of variables d and the degree r
of the Bessel potential, which is defined as k(r,d) =

(”/2)d/;g;(/rz/)27d/4), where I' denotes the
function.

So by Theorem 1, for any sample of data z, which
can be interpolated by a function A such that the

square of its Bessel norm of some order r > d/2 does

not exceed 1/k(r,d) = (W/Q)d/llgf(/f/g_d/@,
of the empirical error &£, over networks with n sig-
moidal perceptrons decrease to zero rather quickly —
at least as fast as %

So for both perceptron and Gaussian radial units,
the tolerance on data complexity guaranteeing fast
convergence of error functionals is increasing exponen-

tially fast with dimensionality of input data.

[fllzar = [lwllca  for

Gamma

the minima
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komponentami distribuovanych informac¢nych systémov

*
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Miroslav.Belicak@gmail.com
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Abstrakt Prispevok popisuje zdkladné principy mecha-
nizmu pre dynamické modifikovanie zabezpecenia komu-
nikdcie medzi uzlami distribuovanijch informacénych sys-
témov (DIS). Implementdcia navrhovaného mechanizmu
umozni pocas vykondvania programu inovoval resp. upra-
vovat aplikovanie kryptovacich algoritmov v DIS. Popritom
nebude nutné pozastavit vykondvanie DIS, resp. rekom-
pilovat zdrojovy kdd jeho uréitiych sucasti. Tuto vlastnost
je mozné vyuZit v pripade, Ze je potrebné zabezpeéit komu-
nikdciu vyuZitim viacerych kryptovacich algoritmov, resp.
niekolkondsobného zakryptovania odosielangch idajov,
resp. v pripade, Ze mame k dispozicii implementdciu kryp-
tovacieho algoritmu ktory este v DIS nebol aplikovany.

1 Uvod

Pri distribuovanych informaénych systémoch (DIS)
resp. distribuovanych komponentoch informaénych
systémoch (DCIS) zohréva zabezpeenie vzdialenej
komunikécie jednu z najdolezitejsich tloh, nakolko
prenasané tdaje mozu obsahovat citlivé informécie
rozneho druhu [9]. Mnozstvo ttokov je namierenych
prave voc¢i prendSanym tdajom po sieti medzi tymito
komponentami, & uz z cielom impersonovat jednu
z komunikujtcich stran, resp. prezerat ich alebo modi-
fikovat a nésledne preposlat dalej. Zabezpecena komu-
nikdcia (secured communication) ndm poskytuje dve
vlastnosti [6]:

e sikromie (privacy) - idaje nebude mozné pocas
prenosu prezerat

e integritu (integrity) - idaje ostand pocas prenosu
nezmodifikované

Na tomto mieste nebudeme podrobne uvadzat jed-
notlivé typy kryptovacich algoritmov, ako aj zédkladné
definicie z oblasti informacnej bezpecnosti, ale sa
obmedime len na tie, na ktoré sa budeme odvolavat
v nasledujucich ¢astiach ¢lanku.

Kryptografia (Cryptography) [1, 3, 8] - vednd dis-
ciplina, ktord sa venuje ochrane prenosu tudajov po

* VEGA 1/2176/05 - Technolégie podporujice zivotny
cyklus distribuovanych systémov na béze agentov a kom-
ponentov. VEGA 1/3135/06 - Met6dy a prostriedky pre
tvorbu integrovanych distribuovanych aplikacii na baze
ambientov - agentov vy8Sej urovne.

nezabezpetenom komunikaénom kanali’® alebo ich
uskladneniu v nezabezpetenom udajovom repozitari.
Svojimi prostriedkami zaistuje, aby prendsané tdaje
boli zrozumitelné iba korektne participujicim stra-
nam, a aby po svojom prenose ostali konzistentné.
Jej zékladnymi prostriedkami su kryptovacie algo-
ritmy (cryptographic algorithms - CA) [1, 2, 3, 11, 12],
ktoré modifikuji (kryptuji/dekryptuji) vstupny prad
tidajov na zéklade urcitého kluca resp. klicov, ktorym
najcastejsie byva kratka mnozina idajov (rddovo v bi-
toch). CA delime na dve zdkladné typy:

e symetrické (symmetric) - kryptujui aj dekryptuji
vstupné tdaje na zaklade toho istého kluca (napr.
Rijndael, RS2, Mars, RC2, RC6, Serpent, Twofish,
Blowfish, a pod.).

e asymetrické (asymmetric) - kryptuji aj dekryp-
tuji vstupné idaje pomocou roéznych klicov? (napr.
RSA).

Vpripade, Ze sa tretej strane podari odchytit pre-
nasané udaje, ich dekryptovanie do zrozumitelného
stavu moéze zabrat neimerné mnozstvo ¢asu®. Prispe-
vok sa venuje vylepgeniu kryptovania idajov, nakolko
ochrana prendsanych tdajov zavisi vo velkej miere od
kvality kryptovacich algoritmov a metodik.

2 Stucasny stav a motivacia

V stcasnosti existuje mnozstvo hotovych softvérovych
implementacii roznych kryptovacich algoritmov pre ro-
zlicné platformy (napr. .NET). Problémom je vsak
zvladnut potrebné zmeny v DIS, resp. DCIS tykajtice

! Prenos zakryptovanych tdajov medzi dvoma komu-
nikujicimi uzlami pozostava z troch zakladnych casti:
zakryptovanie (pouzitim vhodného kryptovacieho algo-
ritmu) — prenos po nezabezpedenom kandli — dekryp-
tovanie.

N

Oby¢ajne sa pre ne generuje par klicov - v ktorom jeden
klGé je urcéeny pre kryptovanie (tzv. verejny klic - public
key) a jeden pre dekryptovanie (tzv. sukromng klic -
private key).

Vigsinou to zavisi najmé od typu CA, diiky jeho kluca
v neposlednom rade vypoctového vykonu pocitacového
systému, ktorym uto¢nik disponuje.

w
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sa pouzivanych algoritmov. Ak su totiz - pre zabezpe-
¢enie komunikacie - kédované takpovediac “napevno “,
potrebné je prerdbat znaéne rozsiahle ¢asti kédu (a na
mnohych miestach), prip. upravovat tabulky bazy
tdajov obsahujicej sikromné a verejné klice. Nasle-
duje opatovnd rekompilacia, testovanie, nasadenie do
prevadzky a pod. ziadtce je, aby potrebné zmeny bolo
mozné previest plynule a na vsetkych potrebnych sui-
¢astiach DIS resp. DCIS a aby &innost samotného sys-
tému nebolo potrebné pozastavit (¢o by ind¢ mohli
neprijemne pocitit jeho pouzivatelia).

V sucasnosti existuje ur¢ité mnozstvo roznych
architektir a frameworkov pre zabezpecenie softvéro-
vych systémov resp. vzdialenej komunikécie. Niektoré
st realizované hardvérovo, iné softvérovo. Spomenme
aspon bezpecnostny framework pre P2P Grid-sys-
témy [4], alebo Adaptovatelny bezpecnostnyj framework
pre Service-based systémy [13].

Ako uz bolo spomenuté, pri DIS alebo DCIS je
potrebné zabezpeéit komunikdciu medzi vsetkymi
vzdialenymi uzlami. Pri va¢Ssom pocte uzlov berieme
do uvahy nasledujice ¢innosti spojené so zabezpece-
nim komumunikacie:

e ujednotenie - medzi viac ako dvoma vzdiale-
nymi uzlami DIS méze byt v niektorych situdcidch
potrebné ujednotit zabezpecenie komunikécie, t.j. aby
pouzivali rovnaké kryptovacie/dekryptovacie mecha-
nizmy. To je potrebné napr. v pripade, ze sa pri $kéalo-
vani systému rozsiri pocet komunikujicich uzlov a ak
jednotlivé dvojice resp. urcité skupiny kryptujua ddaje
jednym CA a iné dvojice resp. skupiny inym. Tym
dochéadza ku strate vykonu a k moznosti vzniku bez-
pecnostnych “dier “v dosledku nestirodych zabezpeco-
vacich mechanizmov.

e aktualizovanie implementacii kryptovacich
algoritmov - DIS resp. DCIS mus{ byt schopny aktua-
lizacie diel¢ich implementéacii umoznujucich pouzitie
CA. Napr. v pripade novej verzie CA, ktord ma dlhs{
k¢, resp. upraveny kryptovaci algoritmus, musi byt
k dispozicii aktualizacny mechanizmus, ktory uzlu
aplikacie umozni plynuly prechod na pouzivanie vyssej
verzie CA.

e vynitenie pouzivania urcitého typu CA pre
niektoré spojenia. Obcas sa modze vyskytnit pripad,
kedy potrebujeme ur¢itej skupine uzlov “vnutit “pou-
7ivanie uréitého CA pre zabezpeéenie komunikécie?.

4 Ku tomu méze dbjst napr. v pripade, Ze mdme napr.
medzi dvoma uzlami k dispozicii pouzitie dvoch CA.
Pouzitie bezpecnejsicho CA s dlhsim klticom je Gasovo
naroéné a kedze sa po komunikacnom kansli posielaju
obvykle informécie Standardného typu, pouziva sa
rychlejsi, avSak menej bezpecny algoritmus. V pripade,
7e sa budd odosielat citlivé ddaje, je vhodné komu-
nikujice strany “printtit “pouzit bezpeénejsi CA.

e schopnost pouzitia nového CA - otvorenost
pre pouzitie implementécii novych CA. V podstate sa
jednd o skalovatelnost, kedy sa implementécie novych
CA (napr. vo forme uréitych komponentov®) daju jed-
noducho pouzit v komunikujiicich uzloch DIS resp.
DCIS. Bolo by vhodné, keby sa spravali ako urcité
zastivatelné plug-in moduly.

e moznost flexibilného pouzivania implement4-
cii CA

e vyuzivat preddefinované mechanizmy - bolo
by ziadice mat k dispozicii napr. vysokotiroviiovy
mechanizmus pre vymenu klti¢a symetrického CA po-
mocou asymetrického CAS.

3 Navrhované rieSenie

N&s navrh sa pokusa vyriesit vyssie uvedené problémy.
Riesenie spoc¢iva vo forme §pecidlneho servra vytvo-
reného ako Standardnd windows-sluzba (windows-ser-
vice). Jeho nézov je Implementations of Cryptographic
Algorithms server (ICA server) a jeho konceptudlny
navrh a pouzitie je zobrazené na obrazku 1. Jeho po-
uzitie a spravanie by sa malo v budicnosti ¢o naj-
viac priblizovat standardnym SQL servrom, teda aby
prijimal dotazy od svojich klientov (napr. tdaje ktoré
treba zakryptovat + ako ich treba zakryptovat/de-
kryptovat) a vracal pozadované idaje (napr. zakrypto-
vané/dekryptované udaje). Predpokladdme, ze takym-
to sposobom by bolo mozné zjednodusit zabezpeéeny
navrh DIS a adaptovat zmeny v zabezpecenej komu-
nikédcii bez nutného pozastavenia DIS a docasného
odpojenia jeho pouzivatelov.

Server bude umoziovat:

e standardné kryptovanie/dekryptovanie pouzi-
tim uréitého CA.

e kombinované kryptovanie pouzitim viecerych
symetrickych resp. asymetrickych CA.

e viacnasobné prekryptovanie pouzitim toho isté-
ho CA.

Dalej bude mozné vykonavat kombinované kryp-
tovanie vyuzitim symetrickych CA spolu s asymet-
rickymi — zretazené kryptovanie, kombinované
viacnasobné kryptovanie a iné. V porovnani s SQL
servrom prvotna verzia ICA servra neobsahuje databé-
zy ale komponenty implementujice jednotlivé symet-
rické/asymetrické CA, ktoré vyhovujd presne defino-
vanému rozhraniu, ktorému zasa “rozumeju“objekty
klientskej aplikdcie na konkrétnom uzly DIS resp.

5 To viak predpokladd podporu vopred stanoveného ko-
munika¢ného rozhrania.

6 Jednd sa o standardny sposob, kedy sa kiu¢ symet-
rického CA prenasa po komunika¢nom kanéle v zakryp-
tovanom stave pomocou verejného kltica jeho prijemcu
pouzivajuceho asymetricky CA.
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servra v distribuovanych

DCIS. Samozrejme, okrem toho si udrziava udajovy
sklad obsahujici kli¢e pouzivané jeho pouzivatelmi,
bezpe€nostné nastavenia (napr. spésob autentifikdcie
a autorizicie jeho klientov), a celkovi konfiguréciu.
Nad tym vsetkym je Query Processing (QP), ¢o je
analégia DBMS (DataBase Management System),
ktory spracuvéva jednotlivé dotazy od pouzivatela.

3.1 Dotazovaci jazyk pre ICA server

V tejto sekcii budi uvedené priklady pouzitia dota-
zovacieho jazyka pre ICA server (Ica Query Language
- IcaQL) pre platformu Microsoft .NET. Tento jazyk
slizi na komunikdciu medzi ICA servrom a uzlom DIS
resp. DCIS, ktory je vo¢i nemu v roli klienta (analégia
dotazovacieho jazyka SQL). Nasledujtci blok kédu”
nam zobrazuje pripojenie sa ku servru, vytvore-
nie a odoslanie dotazu, prijatie odpovede a ukoncenie
spojenia.

string connectionString ="address:localhost;
port:54722; login:’myLogin’;
passwd=’myPasswd’";

Ica.IIcaConnection con =

" Népadne pripomina odoslanie dotazu pre urcity SQL
server. Aj tu je mozné vidiet podobnost medzi ICA
servrom a SQL servrom.
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new Ica.IcaConnector(connectionString) ;
string query = "myquery @parl";
Ica.IcaQLCommand cmd =

new IcaQLCommand(con, query);
Ica.IIcaParameter ipar

= new Ica.IcaParameter();
ipar.ParameterName = "Q@parl";
ipar.Value = formalParameterl;
ipar.DbType = System.Data.DbType.String;
cmd . Parameters.Add (ipar) ;
con.0OpenConnection() ;
System.Data.IDataReader reader =

cmd .ExecuteCommand () ;

// returns standard .NET data reader

cmd.Close();

Priklady hodnoty myQuery mézu byt podla pozado-
vanej ¢innosti nasledujuice:

e jednoduché kryptovanie/dekryptovanie pouzi-
tim symetrického algoritmu:

ENCRYPT DATA=@data USING _SYM=
(’algName’, KEY=(AUTOGENERATE, PATH=@path));
DECRYPT DATA=@data USING _SYM=
(’algName’, KEY=(PATH=@path));

e jednoduché kombinované kryptovanie vyuzi-
tim dvoch symetrickych algoritmov pouzivajucich rov-
naky klac:

ENCRYPT DATA=@data USING CHAIN=
{_SYM=(’ algName’, KEY=(PATH=@path));
_SYM=(’ algName2’, KEY=(PATH=@path))};

e viacnasobné kryptovanie pouzitim symetrické-
ho algoritmu:

ENCRYPT DATA=@data USING L0OOP=
{COUNTER=3; _SYM=(’algName’,
KEY=(PATH= @path))};

Element DATA predstavuje vstupné tdaje® uréené
na kryptovanie/dekryptovanie, .SYM indikuje, Ze sa
jednd o symetricky CA. KEY sa tyka klaca CA,
a CHAIN definuje, 7e sa jedna o zretazenie.

3.2 Pripadova studia

Predpokladajme, ze mame Styri vzdialené uzly, ktoré
medzi sebou komunikuji po nazabezpecenom kandli
pouzitim symetrickych a asymetrickych CA (obr. 2).
Symetrické CA budeme oznacovat skratkou Sz a asy-
metrické Az, kde x = {1,2,. .. }. Jednotlivé ¢isla ozna-
¢uji jednotlivé typy CA (napr. SI bude odpovedat

8 Vstupnym tdajom (@data) bude moct byt aj BLOB
(Binary Long OBject).
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Obrazok 2. uzly DIS DCIS

Komunikujice
(pripadova studia).

resp.

RC5, S2 Rijndael a pod.). Sipky zobrazujit smer odo-
sielania informéacie a nad nimi je uvedeny aj druh CA
pouzity pre zabezpecenie. Pod udajovymi skladmi pri
jednotlivych uzloch st uvedené nazvy implementécii
algoritmov, ktoré si v nich ulozené a ktorymi ten-
ktory uzol disponuje.

Pri pouziti ICA servra jednotlivymi uzlami DIS
musf byt medzi nimi (minimalne medzi dvoma) uréita
hierarchia, popisujica dominantné postavenie jedného
uzla a musi byt akceptovand vsetkymi ztGc¢astnenymi
uzlami. Tato hierarchia urcuje, ktory z uzlov bude
mat vedice postavenie a teda bude uréovat spdsob
zabezpecenia komunikdcie medzi ostatnymi uzlami®
(a moze byt definovand napr. jedineénou celoéiselnou
hodnotou pre kazdy uzol). Predpokladajme, Ze uzol
Nodel ma voci uzlom Node2,3,4 dominantné postave-
nie a chce zaviest pouzivanie symetrického CA (S510)
medzi vSetkymi uzlami (¢o je jedna z moznosti vyuzi-
tia ICA servra). V pilotnej verzii ICA servra je postup
jednoduchy a pojednava o ¢om nasledujica podkapi-
tola.

Aplikovanie implementécie nového CA Kedze
ICA server vag¢sinu svojej funkcionality ponuka vo for-
me sluzieb (od prijatia dotazu cez jeho analyzu, vyko-
nanie pozadovanej ¢innosti az po zaslanie odpovede)
pre implementaciu jeho funkcionality sme sa rozhodli
pouzit technolégiu prichddzajicu s Windows Vista
a .NET Framework 3.0 — Windows Workflow Foun-
dation (WWF). Jedn4 sa o architektiru podporujiicu
tvorbu systémov na baze pracovného toku (workflow)
Detailnejsie  informacie o WWF  mozno
v [5, 7, 10].

Koncept rieSenia pre aplikovanie implementécie
nového CA pre vSetky uzly DIS resp. vsetky DCIS
bude nasledujuci:

najst

9V pripade, Ze napr. zlyhi siefové spojenie medzi
vedicim uzlom a ostatnymi uzlami, vedice postavenie
sa prenesie na nasledujici uzol v poradi podla hierar-
chie.

Odoslanie  informativneho tokenu'® ostatnym

uzlom v skupine — serializdacia implementdcie CA —
odoslanie implementdcie ostatnym uzlom — cakanie
na potvrdzujice tokeny — cakanie na prichod tokenu
poturdzujiiceho, Ze je uz moiné zacat komunikovat po-
uzitim nového CA.

Uvedeny koncept rieSenia vytvoreného pomocou
technolégie WWF je zobrazeny na obrazku (obr. 3.),
kde vyplnené elipsy predstavuju tzv. aktivity
(activities) za ktorymi sa ukryva kéd, nevyplnené elip-
sy predstavuju aktivity ktoré sa vykonaji az potom,
¢o nastand urcité udalosti (events) (napr. po prijati
vSetkych informaénych tokenov zaslanych zucastne-
nymi uzlami). Kosostvorec predstavuje vetvenie. Za
povsimnutie stoji skutocnost, ze hoci jeden uzol m4
vedice postavenie, rieSenie je tu rozsirené tak, ze ko-
munikujice uzly mézu na uréity ¢as odmietnut prijatie
implementécie nového algoritmu napr. z dévodu velkej
vytazenosti, alebo nestdleho spojenia pocas uréitej pe-
riodicky sa opakujicej doby (o ktorej nadradeny uzol
nemusi mat znalostil!, najmi ak sa DIS resp. DCIS
nedavno rozsiril o nové komunikujice uzly a nadrade-
ny uzol je jednym z nich).

Algoritmus pokryvajuci ¢innost prvych dvoch akti-
vit je zobrazeny na obrézku 4., kde informaény to-
ken je vo forme tabulky do ktorej zapisuji vsetky
zlcastnené uzly ¢i prijimaji/neprijimaji novi imple-
mentaciu. Ich odpovede sa Siria vSe-smerovo, az dopu-
tuji naspit do nadradeného-dominantného uzla (ini-
cidtora komunikdcie). Obrazok 4. zobrazuje cely pro-
ces od odoslania poziadavky inicidtorom, az po prijatie
vysledkov komunikacie.

4 Zaver a nasledujiice etapy prace

Flexibilny pristup pre zabezbecéenie komunikacie moze
vyrazne ulahéit pracu navrharom DIS. Navyse, v pri-
pade, ze za kryptovanie prendSanych udajov zodpo-
vedd samostatny systém, skalovatelnost a modifiko-
vatelnost pouzitia CA sa stéva vyrazne jednoduchsou.

V stcasnosti uz mame vytvorené komunikacné ka-
naly medzi servrom a jeho klientami. Pre tspesné
ukoncenie prace na ICA servri bude potrebné este za-
bezpecit komunikiciu medzi klientom servra a samot-
nym ICA servrom (tento zabezpecovaci mechanizmus
je momentdlne v polohe navrhu, podobne je tomu aj
pri samotnych sluzbéch servra). Dalej bude potrebné

10 Objekt, ktory je odoslany zdGcastnenym uzlom a ob-
sahuje rozne informécie, napr. ze dojde ku urcitej zmene
v zabezpeceni komunikécie. Uzly mézu z neho &itat aj
zapisovat (napr. Ze ju prijimajd/neprijimaji).

' Ty sa ¢értd moznost nasadenia uréitého znalostného
podsystému ako sticast ICA servra, ktory by udrziaval
rozne profily vsetkych komunikujtcich uzlov.
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Obrazok 3. Aplikovanie nového CA pomocou technoldgie
WWF.

dogpecifikovat dotazovaci jazyk IcaQL. Na zaver by
sme este cheeli do servra a jeho klientov zapracovat
meranie casu medzi jednotlivymi odozvami (medzi jed-
notlivymi uzlami a medzi klientami servra a serverom
samotnym).

Momentélne este nedoriesenou otdzkou ostava, ¢i
pre uschovévanie klic¢ov klientov servra a inych citli-
vych informécii bude ICA server spolupracovat s SQL
servrom, resp. bude pouzivat vlastné udaj. sklady.
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Abstrakt Prispevok popisuje autentifikacny a autorizac-
ny mechanizmus zaloZeny na standardnych webovych sluz-
bach. Jeho princip spociva v dvoch a viacerych Standard-
nych webovych sluzbdch, kde jedna z nich poskytuje pouZi-
vatelovi autentifikdciu a autorizdciu, ostatné si tzv. proxy-
webové sluzby, vyuZivané ako “brdny“pre pristup ku webo-
vgm  sluZbdm poskytujiicim poZadovani funkcionalitu.
Proxy-webové sluzby mozZu obsahovat okrem zapezpecova-
cich mechanizmov, aj mechanizmy napr. na profilovanie
vgkonu webovijch sluZieb (resp. architektiry orientovanej
na sluzby). Hlavnd vyhoda spociva v jednotnom zabezpe-
cenom pristupe ku vSetkym webovym sluzbam organizdcie,
vyvogi webovych sluzieb bez mutnosti integrdcie bezpeénos-
ti do procesu vyvoja a schopnosti vyhnit sa rekompildcii
prozy-objektov klientskyjch aplikdcii v pripade istyjch zmien
sa strane poskytovatela sluZieb.

1 Uvod a siticasny stav

Zabezpecenie pristupu ku firemnym tudajom je jedna
z najdolezitejsich vyziev ako pre névrharov, tak aj
pre vyvojarov a administratorov. Takito bezpe¢nost
sa tyka spristupnenia tudajov ako vo vnitri podniku
(pre tzky okruh pouzivatelov), tak aj zvonku (pre
§irsi okruh autorizovanych pouZivatelov). Navrhované
rieSenie sa zaoberd tym druhym problémom - poskyt-
nutia ddajov naprie¢ hranic podniku resp. organiza-
cie pre urc¢itu skupinu obchodnych partnerov (vo vie-
obecnosti pouZzivatelov). V tvode spomenieme webové
sluzby nakol'ko st predmetom zaujmu, ako aj architek-
taru orientovant na sluzby, nakolko uvedené rieSenie
sa v uréitom pripade moZe s iou prekryvat z architek-
tonického aspektu.

1.1 Webové sluzby

Webové sluzby sa stali fenoménom sucasneho sveta
informac¢nych technologii a pouZivaju sa v znacne Si-
rokej oblasti, najméa v B2B aplikidciach. Vo v8eobec-
nosti je mozné webové sluzby (web services) [1, 4, 6, 7|
zadefinovat ako sebestatné (self-contained), modular-
ne aplikdcie dostupné prostrednictvom web-u, ktoré

* VEGA 1/2176/05 — Technolégie podporujice zivotny
cyklus distribuovanych systémov na béaze agentov a kom-
ponentov. VEGA 1/3135/06 - Metody a prostriedky pre
tvorbu integrovanych distribuovanych aplikacii na baze
ambientov - agentov vySSej Grovne.

poskytuju mnoZinu funkcionalit pre podniky (resp. fir-
my) alebo jednotlivcov.

Organizacia World Wide Web Consorcium (W3C)
Web Services Architecture Working Group definuje
webovt sluzbu ako “ softvérovy systém navrhnuty pre
podporu  spoluprdce machine-to-machine interakcie
prostrednictvom siete. Rozhranie md popisané vo for-
mdte spracovatelnom strojom (3pecificky WSDL - Web
Service Description Language). Ostatné systémy inte-
raguji s webovou sluzbou spdosobom predpisangm jej
popisom pouzitim SOAP-sprdv. Tie su typicky dopra-
vované pouzitim HTTP' protokolu spolu s XML seria-
lizdaciou a v kongunkcii s ostatngmi webovo suvisiacimi
Standardami.“ [12].

Webové sluzby kombinujua silu dvoch rozsirenych
technologii: XML - univerzalny popisovaci jazyk pre
udaje a prenosovy protokol HTTP, Siroko-podporova-
ny webovymi prehliada¢mi a webovymi sluzbami. Na
webové sluzby sa moZeme divat nasledovne:

’Webové sluzby = XML + prenosovy protokol

Kla¢ovymi vlastnostami webovych sluzieb sa: sebe-
stacnost, sebapopisanie, modularita, mozZnost publiko-
vania, lokalizovania a vyvolania cez siet.

Klientské aplikécie mozu komunikovat s webovou
sluzbou napr. prostrednictvom tzv. proxy-objektu?.
Situécia je zobrazend na obrazku obr. 1. KedZe sa
jedna o .NET platformu, webova sluzba bude vyko-
navana vo vykonavacom prostredi ASP .NET? v kon-
texte internetovej informacnej sluzby (Internet Infor-
mation Service - 11S) [13]. Klient pristupuje k webovej
metdde pomocou proxy-objektu, ktory vola webovi
metodu na strane webovej sluzby. Obidve met6dy ma-
ju rovnaky nazov, navratovi hodnotu a forméalne pa-
rametre. Jej volanie moZe byt synchrdnne resp. asyn-
chrénne.

L HTTP - HyperText Transfer Protocol, prenosovy pro-
tokol pre prenos udajov v internete.

2 Napr. na platforme Microsoft .NET

3 ASP - Active Server Pages, dynamické webové stranky,
na pozadi ktorych sa na strane servra vykonéava urcity
kod. Technologia spolo¢nosti Microsoft.
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Obrazok 1. Komunikicia medzi klientom a webovou
sluzbou na platforme .NET.

1.2 Architektara orientovana sluzby

Architektira orientované na sluzby (Service-Oriented
Architecture — SOA) [1, 4, 5, 9] je novou vypoc¢tovou
paradigmou a paradigmou vyvoja softvéru, v ktorej
softvérovi vyvojari si zoskupeni do troch skupin
vzhladom na ich zodpovednosti [10]:

e tvorcovia aplikacie (application builders) resp.
ziadatelia sluzby (service requesters),

e makléri sluzby (service brokers),
e poskytovatelia sluzby (service providers).

Poskytovatelia sluzieb vyvyjaji sluzby nezévislo
od potencidlnych aplikacii podla otvorenych protoko-
lov a standardov. Makléri sluzby publikuja dostupné
sluzby verejnosti. Budovatelia aplikacie vyhladavaji
pozadované sluzby a komponuji cielova aplikaciu po-
uzitim dostupnych sluzieb. Takto je cielova aplikacia
vybudovana prostrednictvom objavenia sluzieb a ich
komponovania, namiesto tradi¢ného procesu navrhu
a kédovania softvéru.

Za sluzby - stavebné kamene pre SOA -mdZeme
pouzit prave webové sluzby.

2 Motivacia

Motivaciu za touto pracou mozno zhrnit do nasledu-
jacich bodov:

e potreba mat predpripravené, zabezpeéené
¢asti informaéného systému (IS). Tymto sa zjed-
noduSuje névrh a urychluje vyvoj systému. Takto
navrhar nemusi zohladnovat mozné bezpecnostné ri-
zikd, nakolko za nich nesie zodpovednost uréity kom-
ponent resp. framework. Teda zjednodusuje sa ndvrh,
implementdcia a Setria sa financéné a éasové prostried-
ky.

e vzhladom na skuto¢nost, Ze webové sluzby si
v stcasnosti Siroko vyuzivané, jednym z acelov je aj
zjednodusit navrh a tvorbu IS na baze web.
sluzieb, najméa pre menSie organizécie resp. podniky.

e moZnost dodatoéného zabezpedenia hoto-
vého IS na béaze webovych sluzieb (napr. pre malé
organizécie) bez nutnosti prerabania vacsicho objemu
navrhu a implementécie (s &m tzko savisia napr. fi-
nan¢né prostriedky).

e vytvorenie flexibilného a Skalovatel'ného
bezpefnostného mechanizmu pre identifikaciu,
autentifikiciu a autorizaciu klientov webovych sluzieb.
V' pripade mneskorsich dodatoéniyjch dprav sposobu
autentifikdcie a autorizdcie je potrebné vykonat zmeny
len v bezpecnostnom mechanizme a nie na mmnohgch
miestach rozsiahlého zdrojového kodu aplikdcie.

e vyskytli sa pripady tutokov proti pouZzivatelom
bankovych IS spésobom falzifikacie - vytvorili sa kopie
oficidlnych stranok tej-ktorej banky. PouZivatel,
ktory si ich Tahko pomylil* s oficiAlnymi strankami do
nich vyplnil svoje tdaje (potrebné napr. pre manipu-
laciu so svojim kontom). Falosné webové stranky mu
odovzdaji odpoved napr. o Gspe$nom bankovom pre-
vode zatial ¢o zadané udaje st postipené ttocniko-
vi, ktory ich moZze pouzit pre manipulaciu s kontom
ni¢-netusiaceho pouzivatela na skutoénom bankovom
servri. Takyto typ atoku je mozny nie len pri takychto
typoch IS, ale aj pri inych, najméi na baze webovych
aplikicii resp. aplikdciach podporujucich aj webové
pouzivatel'ské rozhrania, kde falosnyg webovy IS pred-
stiera sprdavanie sa skutocného IS a to na podobnej we-
bovej adrese.

Vlastnost vysSie spomenutého ttoku by sa vSak
mohla vyuzit aj ako obranny mechanizmus, kde voci
skuto¢nej funkcionalite IS by bol “predsunuty* urcity
“obranny §tit“, ktory by napr. monitoroval pouZivate-
Tov, detekoval by tutoky, profiloval vykon a pod. To
vSetko bez toho, aby pouZivatel vedel, Ze nepracuje so
skutocénym IS resp. jeho komponentom, ale s takym,
ktory mé len jeho vyzor resp. rovnaké rozhranie a ko-
laboruje so skutoénym IS resp. komponentom a tym
aj poskytuje jeho funkcionalitu®.

Predpokladame, Ze takymto spésobom ochrany ne-
bude potrebné prerabat resp. zdokonalovat bezpec-
nost v uz vytvorenych ¢astiach a komponentéach IS, ale
postaci pred kazda z nich predsuniz “Stity“. V nich by
bolo moZné zabezpedit redlny komponent a prip.
uplatnit iné podporné mechanizmy, ktoré by bolo moz-
né Skalovat a vylepsovat.

4 Napr. ak pouZiva e-banking zriedkavo, resp. prvy krat
a oficidlne stranky si vyhlad4 napr. na webe. KeZze aj
nazov webovej adresy moze byt velmi podobny oficial-
nemu (a ten presne nepozna) lahko dojde k pomyleniu.
Tento pristup moéze mat vhodné vyuzitie napr. v oblasti
webovych sluzieb, kde moze dojst k utoku na webova
sluzbu jej zahltenim roznymi ziadostami za Géelom re-
dukcie vykonu IS a teda spomalenia odozvy pre jeho
pouZzivatelov.

(<



3 Navrh

Zakladny koncept nésho rieSenia, ktoré by vyhovo-
valo vysSie uvedenym poziadavkam je zobrazeny na
obrazku 2. Hlavnymi stavebnymi kamefimi v tomto
rieSeni st

o Autentifikacnd webovd sluzba (AuWS)

o Skupina proxy-webovych sluzieb (PxWS)

Ako uz bolo naznaené, potrebna je identifika-
cia, autentifikdcia a autorizacia klienta tej-ktorej we-
bovej sluzby organizacie. V naSom rieSeni sa o vSetky
tieto tri ¢innosti stard prave AuWS. AuWS je stcasne
mechanizmom pre pristup ku tzv. proxy-webovym sluz-
bdm. PouZivatel pristupuje k AuWS sluzbe pomocou
proxy objektu pre AuWS. Proxy webova sluzba
je “ochrannym $titom* prednastavenym pred webovou
sluzbou oganizacie a pre pouzivatela je pristupna cez
proxy objekt pre proxy-webovi sluzbu. Taktiez moze
byt pouZitd aj pri kompozicii webovych sluzieb pri
tvorbe systémov na baze SOA. AuWS a PxWS so se-
bou velmi tizko suvisia. TotiZ - pristup ku PxWS bez
predchéadzajucej autentifikicie u AuWS nie je mozny.
Pozrime sa teraz detailnejSie na jednotlivé typy we-
bovych sluzieb rieSenia.

3.1 Autentifika¢nia webova sluzba

AuWS obsahuje (v sucasnej verzii) tri webové metody
(obr. 3.). Prvou je AuthenticateMe, ktora autentifikuje
pouzivatela na zéklade jeho IP adresy, ndzvu stroja
a mena pouZivatela. AuWS vyuZiva tdajovy sklad naz-
vany jednoducho security data. V tomto sklade sa na-
chiddza databéaza autorizovanych pouzivatelov a ich
prav pouzivat ti-ktort webovi sluzbu organizacie. Té-
to webovad metdéda nemd nijaké parametre. Totiz —
vSetky potrebné udaje o pouzivatelovi, si dokaze
extrahovat z HTTP kontextu pouzivatela (jeho meno,
nazov stroja spolu s IP adresou). Ak sa pouZivatel
potrebuje autentifikovat, nezadava nijaké parametre,
len jednoducho zavola tuto metédu. V pripade, Ze sa
jedna, o korektného pouzivatela®, webova metéda Au-
thenticateMe mu zasle tzv. autentifika¢ny token (AT)
— retazec, ktory je jedine¢ny pre kazdého pouZzivatela
a je tvoreny hodnotami (jeho meno a pod.), na zéklade
ktorych ho webova metoda autentifikovala v zaheSo-
vanom’ tvare. V opa¢nom pripade mu bude odoslané
chybové hlasenie. Tymto autentifikaénym tokenom sa
bude autentifikovat vo¢i proxy-webovym sluzbam
o ktorych pojednava nasledujica podkapitola. DalSou
webovou metodou je validateMyAuthentication Token.

5 Ktory je zaevidovany v bezpe¢nostnej databaze (v uda-
jovom sklade security data.) do ktorej zapisuje pre-
vadzkovatel webovysh sluZieb - organizécia, resp. firma.

" Pouzit4 bola hesovacia funkcia MD5.
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Obrazok 2. Zakladny koncept navrhovaného riesenia

V ramci zvySenia bezpecnosti je pre pouZzivatela po-
trebné po uréitom ¢asovom intervale svoj AT obno-
vovat opatovnou autentifikiciou. V opac¢nom pripade
(po uplynuti tohto intervalu) nebude moct vyuzivat
webové sluzby organizécie. V pripade, Ze si nie je isty
¢i je uz potrebné jeho AT obnovit, mdZze vyuzit tuto
metdédu. Podobne ako AuthenticateMe, ani tato me-
toda nemé nijaké parametre. AT sa totiz po kazdej
uspesnej autentifikacii pouzivatela zapisuje taktiez do
bezpec¢nostnej databazy tudajového skladu security da-
ta. Do tejto databazy ma pristup aj tato metoédal,
ktora si podobne ako AuthenticateMe dokaze vSetky
potrebné tudaje zistit z pouZivatelovho HTTP kon-
textu. Po vyvolani metody tato vrati pouzivatelovi
retazec s hodnotou “walid* v pripade, Ze jeho token
eSte moze pouzivat, v opatnom pripade vrati hodnotu
“invalid“. Poslednd metdda nesie nazov AuthorizeMe.
Touto metodou pouzivatel ziskava URL adresu po-
7adovanej webovej sluzby organizacie?. Tato metoda
méa dva parametre — AT a nézov poZzadovanej sluzby.
V pripade, Zze pouzivatel ma platny AT a pozaduje
URL webovej sluzby na ktora mu organizécia pridelila
pravo pouzivat ju, metdéda mu vrati jej aktual-
ne URL. V opa¢nom pripade mu vrati chybové hlase-
nie. Pred kazdym volanim pozadovanej webovej sluzby
organizacie je vhodné ked si pouzivatel takto overi

8 Podobne ako vietky ostatné webové metody sluzby Au-
thenticationService.
9 V skuto¢nosti URL adresu proxy-sluzby.
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Obrazok 3. Autentifika¢néd webova sluzba AuWS spolu
s jej webovymi metédami.

jej aktualne URL, nakolko jej prevadzkovatel ju mo-
hol medzi¢asom premiestnit na iny server. Postup pre
pouzivatela mozeme teda zhrnit nasledovne: Auten-
tifikdcia web. metodou AuthenticateMe + odpamdtanie
st AT — zistenie URL poZadovanej sluzby pomocou jej
ndzvu a AT.

KedZe vo vsetkych pripadoch sa jedna o prenos
velmi citlivych a lahko zneuziteInych tdajov, prenos
udajov medzi sluzbou AuthenticateMe a jej klientami
je potrebné zabezpecit pomocou protokolu HTTPS
(obr. 4. - komunika¢ny kanal “1.) ).

3.2 Proxy-webova sluzba

Ako uZ bolo spomenuté v tuvode tejto podkapitoly,
PxWS (obr. 4.) v kontexte nasho riesenia je sluzba,
ktord mé rovnaké webové metody (rovnaky nézov, na-
vratova hodnota a parametre) ako pozadovana sluzba
organizacie. Nazov PxWS je vhodné taktiez prispo-
sobit nazvu “skutocnej “webovej sluzby organizacie.
Pouzivatel takto nevie, Ze v skutoCnosti pracuje
PxWS, ktora chrani web. sluzbu poskytujicu poza-
dovanu funkcionalitu. PxWS totiz moze byt “vyzbro-
jend* detektormi, ktoré dokazu rozpoznat, ¢ sa ne-
jedna napr. o utok zahltenim, resp. nejaky iny. V ta-
kom pripade moze PxWS docasne zablokovat takéto
prichadzajuce ziadosti napr. z konkrétnej IP adresy,
resp. od konkrétneho pouzivatela ktory sa enormmne
vela krat pokusa autentifikovat sa (slovnikovy dtok).

Dalej sa v nej mozu nachadzat mechanizmy pre
dynamické doladovanie vykonu web. sluzby organiza-
cie, ktoré tizko savisia s mechanizmom pre urcity mir-
roring - presmerovavanie ziadost{ na iny server obsa-
hujici ta istt webova sluzbu za tcéelom lepsieho roz-
loZenia zataZe na servre a tym aj lepSej odozvy pre
pouzivatelov. Totiz PxWS sa nemusi nachadzat spolu
s pozadovanymi sluzbami na tom istom servri. Podob-
ne, nemusi sa ani nachadzat na rovankom servri spolu
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Obrazok 4. Detailny pohlad na proxy-webovi sluzbu.

s AuWS. PxWS jednotlivé Ziadosti postupuje dalej
- “skutoénym “sluzbam organizacie a taktiez od nich
prijima vysledky, ktoré potom vracia klientom. Medzi
PxWS a skutoénymi webovymi sluzbami je potrebné
zabezpetit komunikaciu cez protokol HTTPS (komu-
nika¢né kanély 3.) na obr. 4.), avSak medzi klientom
a PxWS mozeme komunikovat aj cez HTTP (komu-
nikacné kanaly 2.), ktory samozrejme moZeme zabez-
pe¢it analogicky. Popritom vSak nevylu¢ujeme,
Ze v buducnosti sa komunikicia moéze zabezpedit aj
pomocou kombinacie asymetrickych a symetrick-
ych kryptovacich algoritmov, nakol'ko nie vzdy bude
mozné nakonfigurovat server pre moznost pouziva-
nia HTTPS.

Utoénik, ktory by sa chcel dostat ku web. sluzbe
firmy resp. organizdcie musi takto najprv zistit jej
URL adresu (ktort v8ak nepoznéd ani korektny po-
uzivatel, nakolko on komunikuje s PxWS). To sa mu
moZe podarit len po uspesnej autentifikicii AuWS.
V pripade, Ze by sa mu aj podarilo zistit jej URL,
ocitne sa voéi PxWS, ktora v dalsich verziach bude
opat pozadovat urdita autentifikiciu. V aktuélnej
verzii PxWS tento mechanizmus eSte nie je zabu-
dovany. Adresa skuto¢nej webovej sluzby by vSak mala
ostat znama len jej poskytovatelom a PxWS.



3.3 Pripadova studia

Implementaciu rieSenia sme odsksali na priklade jed-
noduchej kalkula¢ky vo forme webovej sluzby. Webovii
sluzbu sme pomenovali “FEzperimental web ser-
vice“a zimplementovali sme jej jedini webovi metodu
“calculate()* (Figure 5.). Pri standardnom volani pos-
tupujeme modZeme postupovat nasledovne:

Pomocou utility wsdl.eze (dodévanej spolu s plat-
formou .NET Framework) si vytvorime proxy objekt
pre tuto sluzbu, ktory odkompilujeme do formy dy-
namicky spajanej kniznice (.dll subor) pre platformu
NET. Vyuzitim tejto kniZznice bude mozné webovii
sluzbu pouzit nasledovne:

Experimentalwebservice ews =
Experimentalwebservice();

new

int Result = ews.calculate(10, 50, ’+’);

Teda najprv si vytvorime inStanciu webovej sluzby
a neskor mozeme volat jej metdédy. V naSom pripade
sa jedn4 o volanie jedinej webovej metody calculate().
Tato metdda mé tri parametre, z ktorych prvé dva
predstavuji celoCiselné operandy a posledny preds-
tavuje operator (+, -, *, /). Navratovou hodnotou
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je vysledok vypoctu ako celé ¢islo. V pripade nésho
navrhu musime postupovat nasledovne:

AuthenticationService asTemp = new
AuthenticationService();

string strToken =
(string)asTemp.AuthenticateMe();

string serviceUrl =

asTemp.AuthorizeMe (strToken,
"ExperimentalWebService");
ExperimentalwebserviceProxy ewsp = new
ExperimentalwebserviceProxy(serviceUrl);

int Result = ewsp.calculate(10, 50, ’+’);

Obyc¢ajne je v8ak nédzov PxWS zhodny s nazvom
pozadovanej web. sluzby.

fj. Experimental web service (Proxy) Web Service -

Ié‘ http:,l’;’localhost:Z?SD,l’j bt Al .S ILiveSearch

web service for experimenting

The following operations are zupported. For a formal definition, pleaze review
the Service Description.

.
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Obrazok 5. Web. sluzba Experimental web service (pri-
padova studia).

Obrazok 6. Proxy-webova sluzba Fxperimental web ser-
vice.
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4 Zaver a nasledujuce etapy

Prvotna verzia rieSenia je v podstate kompletne ho-
tova. Testovali sme ju na lokdlnom pocitaci bez pouzi-
tia protokolu HTTPS. N&S experiment sme rozdelili do
dvoch kategorii: V prvej sme volali metodu calculate()
jednoduchej webovej sluzby (Ezperimetal WebService).
V prvom pripade sa jednalo o vytvaranie jej proxy-
objektu a volanie web. metoédy spolu v jednom cykle,
v druhom sa najprv vytvorila inStancia proxy objektu
a v cykle sa volala len web. metoda. To iste sme pre-
viedli s pouzitim AxWS a PxWS. Vysledky zobrazuje
tabul'ka tab. 119.

Predpokladany benefit uvedeného riesenia spociva
v moznosti dodatoného zabezpecenia hotovych web.
sluzieb (resp. ¢asti SOA alebo iného distribuovaného
systému), dalej moZnosti zjednoduSeného navrhu
a implementacie web. sluzby (zameriavame sa len na
funkcionalitu) a v poskytnuti skalovatelného bezped-
nostného mechanizmu (AT nemusi byt len retazec).
Vyhodou je taktieZ moznost medzi¢asom rozmiestiio-
vat "skuto¢né"web. sluzby aj na iné lokacie bez toho,
aby o tom ich pouzivatel musel vediet a prerabat cast
implemetécie na svojej klientskej strane (vid. zdroj.
kod v pripadovej stadii).

Na tomto mieste modZeme strucne spomenit pro-
dukt AquaLogic Service Bus, od fy. BEA, ktorého ucel
a vyuzitie je velmi podobné ako pri naSom névrhu.
Informécie o fiom je mozné najst napr. v [2, 3, 8, 11].

V nasledujucich etepach je potrebné este zabezpe-
it pristup ku udajovému skladu security data (prip.
umoznit pristup do neho aj pre PxWS) a implemen-
tovat automatické ruSenie AT pouzivatela po uréitom
¢asovom intervale.
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Abstrakt Popis spoloénosti pomocou procesov je beznou
prazou, ktord poskytuje manaZérom ¢i vedicim pracovni-
kom prehlad o fungovani firmy, pri¢om jej vghodou je pre-
dovsetkym jednoduchost a zrozumitelnost vijsledného ndvr-
hu. Na druhd stranu je vSak uwvedend Specifikdcia menej
vhodnd pre ucely simuldcie takto definovanych organizdcii,
kde v sucasnosti pouzivané programy siu zaloZené na Stati-
stickych vyhodnoteniach bez moznosti vizualizdcie jej vlast-
ného priebehu. Vhodnejsou metodou pre vytvorenie viero-
hodnej simuldcie je preto vyuZitie autonomnych agentov,
poskytujicich redlnejsi obraz modelovanej oblasti s moz-
nostou vizudlnej prezentdcie ¢i interaktivnych zdsahov zo
strany uZivatela. Problémom tohto pristupu je viak vo vse-
obecnosti vyssia ndroénost tvorby ndvrhu, vzhladom k nut-
nosti Specifikovat akcie pre jednotlivych agentov. V céldnku
sa preto venujeme spojeniu tejto oblasti agentov a ich vy-
uZitia pri simuldcii firmy definovanej pomocou procesov,
kde pri riesent vychddzame z procesov riadenych udalosta-
mi (EPC z angl. Event-Driven Process Chains) a ich for-
mdlneho popisu EPML (EPC Markup Language), ktory
roz§irujeme o dalsie proky nutné pre zachytenie informdcit
umoznujucich ,preloZenie“ tohto jazyka do podoby pravi-
diel pre reaktivnych agentov, interagujicich v multiagen-
tovom systéme, ktory reprezentuje virtudinu firmu. Cldnok
popisuje aktudlny stav prebiehajicej prace, kde Specifiku-
jeme potrebné rozsirenia EPML a popisujeme ich inter-
pretaciu a vyuzitie vo vyslednom multiagentovom systéme.

1 Uvod

Pre studentov ekonomickych a manazerskych oborov
by bolo vhodnym obohatenim vyuky mat moznost vy-
tvorenia navrhu firmy a nasledne s nim interaktivne
pracovat v podobe simuldcie, kedy by sa im vizuélne
prezentoval prislusny virtualny svet, v ramci ktorého
by virtuadlni zamestnanci na zdklade daného névrhu
plnili svoje tlohy. Pre uskutoc¢nenie prave uvedeného,
ale aj inych podobnych zamerov, je tak potrebné pre-
sktimat nielen moznosti definovania navrhu firmy, kde
sa v praxi vyuziva najmi modelovanie pomocou pro-
cesov, ale aj mozZnosti jeho transformacie do podoby
vyslednej simulécie.

1.1 Procesné modelovanie

Procesné modelovanie (BPM z angl. Business Process
Modelling) sa v priebehu 90-tych rokov stalo pouZi-
vanou technikou pre zachytenie organizacie prace

v spolo¢nostiach, ich oddeleniach az po znazornenie
jednotlivych pracovnych postupov a metodik. Vy-
znamnymi hladiskami, ktoré sa zaslazili o jeho popu-
laritu, st:

prirodzenost - uvaZzovanie o préaci resp. pracovnych
postupoch vo forme navzajom nadvézujucich pro-
cesov je prirodzené (pracovnik A pracuje na tlohe
U1, ked skonéi, pracovnik B bude s vysledkom tlo-
hy Ul pracovat na tlohe U2)

jednoduchost - zachytenie pracovného postupu do
formy procesov nie je prili§ zlozité!

prehladnost a zrozumitelnost - na zéklade procesnych
Specifikacii je mozné velmi rychlo ziskaf prehlad
a zorientovat sa vo fungovani firmy ¢éi tymu ludi

Existuje niekolko jazykov, prostrednictvom kto-
rych modzeme procesy firmy zachytif. Vetky maju istt
formu grafickej reprezentacie a ich navrh prebieha vic-
Sinou opéft grafickou cestou. Za najvyznamnejsie spo-
menme najmi jazyky UML, ktory okrem procesného
ndvrhu poskytuje ovela $irSie moznosti vyuzivané naj-
mé v ramci softwareového inzinierstva, BPEL pouzi-
vany v oblasti popisu prace webovych sluzieb
¢i EPC [1] urfeny na procesni $pecifikiciu firmy, za-
chytenie hierarchie procesov a organizacnej struktuary.
Dolezitost procesnej Specifikicie je zdoraznené aj jej
nevyhnutnostou pre splnenie medzindrodnych noriem,
napriklad noriem kvality za Gcelom ziskania certifiké-
tov ISO 9001 [2].

1.2 Simuléacia firmy a vyuZzitie agentov

Specifikicia firmy pomocou procesov prinasa vyhody
vo forme pochopenia organizacie prace a dava priestor
na jej zlepSenie, no moze taktiez poslazit ako zdk-
lad pre dalsie vyuzite. Medzi také mozeme napriklad
zaradit systémy pre kontrolu plnenia procesov, sys-
témy pre podporu v rozhodovani pre manazérov a naj-
mé, uz spominané, moznosti simulacie takto navrhnu-
tych postupov, ktoré, ako sme uz na zaciatku predzna-
menali, st pre nas klucovou oblastou, pri¢om jej vyuzi-
tie nie je obmedzené len na vyuku Studentov. Moznost
vyskisat si niekolko réznych variant rieSeni zadanej

! myslené relativne v porovnani s inymi formami popisu,
ktoré budit spomenuté dalej
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tlohy a vidiet tak ich dopad na modelovi situéciu,
je vyuzitelné i pre redlne spoloc¢nosti, no je vSak vzdy
nutné dbat na spravnu interpretéciu vysledkov simulé-
cie a na vlozenie korektnych parametrov ¢i zvoleni
vhodnej Grovne jej detailnosti. Stcasné moznosti si-
muldcii firiem vieme rozdelit na dva hlavné prudy:

1. pravdepodobnostné vyhodnotenie jednotlivych va-
riant pracovnych postupov a z nich vyplyvajice
Statistiky hodnotiace napr. odhadovany zisk

2. simulécie vyuzivajuce agentovy pristup, kde je fir-
ma reprezentovand multiagentovym systémom

Reprezentantom prvého smeru je napriklad nastroj
ARIS Toolset [3] popisujici procesy prostrednictvom
jazyka EPC. Po doplneni tidajov o dizke trvania jed-
notlivych ¢innosti a priradeni pracovnikov (pochopi-
telne, jeho moznosti st daleko vi¢sie) vyhodnoti pre-
chody danych procesov pricom ako vysledok poskytne
udaje o odhadovanych ziskoch, trvani jednotlivych
procesov a podobne. Bohuzial, takato simuldcia m4
zékladné nedostatky prave v podobe Cisto pravdepo-
dobnostného vyhodnotenia, pomocou ktorého nie je
napriklad moZné riesit pracovné Ccinnosti stvisiace
s komunikéiciou medzi jednotlivymi aktérmi [4] ¢i iné
komplexnejsie problémy a casto, ako napriklad v uve-
denom pripade programu ARIS, chyba vizualne zna-
zornenie samotného priebehu simuldcie. Pochopitelne,
je moz-né rozsirit tato formu o niektoré pouzivané
simula¢né techniky,? avSak neodstranime tak vsetky
spomenuté nedostatky.

Smer, naznaceny ako druhy, je zaujimavy najméi
z pohladu distribuovanej umelej inteligencie. Ako
uvadzaji autori v [5], procesy v redlnych spolo¢nos-
tiach je fazké aproximovaf jednoduchou funkciou, na
zéklade ktorej prebehne vypocet spomenuty v pred-
chadzajicom odstavci. Je to najmé z dévodu ich ne-
predikovatelnosti, kooperacie Iudi v rdmci tymu ¢ na-
opak distribtucie prace a vyuziti zdrojov. Tym, ze firmu
reprezentujeme ako multiagentovy systém a jednotlivé
procesy ako problémové tlohy pre agentov predstavu-
jucich jednotlivych pracovnikov, mozeme vyuzit ich
pozitivne vlastnosti, ako reaktivnost, proaktivnost ¢i
schopnost sociadlneho sprévania. Prikladom vyuzi-
tia agentov pri implementacii business procesov je, uz
odkazovand praca [5] modelujica spoloénost British
Telecom. Ako je vidief aj na prikladoch uvedenych
v odkazovanom ¢lanku, v pripade popisu firmy, res-
pektive aj vseobecne multiagentového systému, autori
Specifikuju akcie jednotlivo pre kazdého agenta, pri-
dom tuto metédu moZeme oznacit za prirodzeni
(vzhladom k tomu, Ze definujeme chovanie autoném-
nych entit) a je vyuzita aj napriklad pri agentovych
simula¢nych néstrojoch SeSAm [6] ¢i Brahms [7].

2 napriklad diskrétnu simulaciu

Ak sa skusime zamysliet nad moznou aplikciou
tejto metddy (napriklad v podobe if-then pravidiel)
na popis realnych spolo¢nosti zistime, Ze formalizacia
komplexnych firiem vyZzaduje vysSSie znalosti (hlavne
z oblasti informatiky a matematiky), nie je dostato¢ne
prehladna a fazSie sa v nej orientuje pripadne hladaju
nedostatky. Prave rozdielnost Specifikdcie prace agen-
tov oproti zauzivanému procesnému navrhu preto
identifikujeme ako hlavna prekazku ich vicsieho vyuzi-
tia pre moznosti simulécie firiem. Cielom vyskumu je
preto:

1. navrh takého formalneho popisu, ktory by kombi-
noval vyhody procesnej Specifikacie a zaroven by
bol schopny niest informdcie potrebné pre defino-
vanie pravidiel pre agentov

2. vytvorenie a implementacia modelu virtualnej fir-
my navrhnutej procesnym modelovanim.

V tomto texte sa zameriavame prva éast tohoto
ciela, pricom predstavujeme zdkladné mySlienky pre-
zentujice aktualny stav pokracujiceho vyskumu?®.
Zvysok c¢lanku je organizovany nasledujicim spdso-
bom: v druhej ¢asti definujeme problém na nizsej tirov-
ni, nazna¢ime mozné spoésoby riesenia a zadefinujeme
EPC. V tretej Casti sa budeme dalej venovat jazyku
EPML a jeho rozsireniam, ktoré st nutné pre umozne-
nie prekladu do vysledného multiagentového systému.
V poslednych sekcidch popiseme sposoby implementa-
cie a taktiez dalsiu précu, a to ako myslienky riesenia
druhej ¢asti vyskumu, tak aj moznosti vyuzitia v inych
oblastiach.

2 Analyza problému

Ako sme uviedli v predchadzajicej sekcii, cielom préace
je definovat jazyk, zalozeny na procesnom principe,
ktory by sme vedeli transformovat do podoby pouZi-
vanej na popis spravania sa agentov v multiagentovom
systéme, ¢im dokdzeme zlGéif uz spominané vyhody
procesného névrhu (jednoduchost, prehladnost) s vy-
hodami a silou agentov v oblasti simulacii. Pri defi-
novani takéhoto jazyka mame v zdsade dve moznosti:
bud vytvorit novy jazyk, ktory bude splitovat odaka-
vané predpoklady, alebo za tymto i¢elom upravit nie-
ktory z existujucich jazykov. Na zaciatku prace sme
po tvahe prvit moznost zamietli z tychto pri¢in:

kompatibilita - bolo by vyrazne naroc¢nejsSie dosiah-
nut kompatibilitu s existujtcimi programami pre
tvorbu procesnych navrhov firiem

jednoduchost pouZivania - uZivatelia by boli niteni
pracovat s nezndmym formalizmom, ktory by mu-
seli nastudovat a osvojit si ho

3 momentélne prebiehajiceho vo forme diplomovej prace

na MFF UK



vyuZitelnost uz uloZenych ddt - vzhladom na mozné
problémy s kompatibilitou s existujicimi jazykmi,
bolo by ovela fazsie vyuzif mnozstvo uz uloZzenych
znalosti

Z uvedenych dévodov sme sa primarne venovali
variante rozsirenia niektorého zo v sticasnosti pouzi-
vanych jazykov (UML, BPEL, EPC), spominanych uz
v vode, pricom ako zaklad bol nakoniec zvoleny EPC.
Dévodom pre vyber tohoto jazyka bola najmi jeho
rozSirenost a popularita (vychadza z neho ARIS, ale
pouziva ho aj Microsoft Visio), zameranie prave na
popis procesov firiem (aj v spojeni s organiza¢nou hie-
rarchiou) a vysSSia vypovednd hodnota oproti napr.
jazyku UML. Na druht stranu, moznou komplikaciou
vyplyvajicou z tejto volby je nejednoznacnost v defini-
ciach a formalizovanych podobach EPC.

2.1 Definicia EPC

Neforméalne? mozeme EPC charakterizovat ako pos-
tupnost procesov (v ramci EPC st nazyvané funkcie)
doplnenych o udalosti, prostrednictvom ktorych do-
chidza bud k aktivacii bezprostredne nasledujiceho
procesu, resp. dbjde k vyskytu danej udalosti
po tspesnom ukonceni procesu, ktory jej predchadzal.
Priklad jednoduchého EPC diagramu znazoriu-
je obrazok 1, kde vidime udalosti znazornené ako
zaoblené obdlzniky a funkcie ako Sestuholniky. Pre
rozdelenie kontrolného toku (z angl. control flow) vy-
uziva EPC tri konektory (and, or a zor), pomocou
ktorych je mozné vytvorit niekolko nezévislych tokov
¢ ich opéf spolu synchronizovat.

Pod oznacenim EPC vSak rozumieme aj dalsie va-
rianty a rozsirenia uvedenej zéakladnej definicie. Bezne
vyuzivané (napr. v programe ARIS, pripadne popisané
v [9]) je doplnenie o nasledujice elementy:

— ddtové pole (data field) reprezentujice datové ele-
menty (zdroje potrebné pre vykonanie procesu)

— aktér (participant), prostrednictvom ktorého mo-
Zeme zachytit organizaéni $truktdiru spolo¢nosti
resp. pri spojeni s procesom tak urcujeme jeho
vykonévatela

Pochopitelne existuje este niekolko dalSich moz-
nych rozsireni (napr. v ARIS-e st to Specidlne typy dé-
tovych poli ako pocitacovy systém, telefon, fax apod.),
avSak pre nas zamer nie su tieto potrebné. V ramci
simulécie firmy potrebujeme totiZ reprezentovat vset-
ky entity, ktoré sa v ramci procesov vyuzivaju a nie je
potrebné ziadna Specializacia pre vybrané typy.

4 formalnu definiciu a aplny popis jazyka je mozné najst
v [1], pripadne [8]
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S aLaZnik atiatok on-line
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Vytvorenie
objednavky
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Objednavka
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bjednavka

s ™
{ Zakaznik

Odoslanie
objednavky
Qdoslana
Y
\ odosland
Prijatie

objednéavky

Prijata

Objednavka

prijats bjednavka

Obrazok 1. Priklad procesnej Specifikicie
v on-line obchode znazornend pomocou EPC.

nakupu

2.2 Formalny zapis EPC

Nejednoznacnost v definicii ovplyvnila aj nejednoz-
nacnost vo formalnych zépisoch EPC, kde kazdy pro-
gram vyuZiva svoj vlastny forméat [9]. Kedze, ako sme
naznacili v predchadzajtcich castiach, budeme rozsi-
rovat moznosti jazyka EPC o uloZenie informacii pre
vytvorenie agentov, rozumnou poziadavkou pre for-
malizmus, z ktorého budeme vychadzat, je jednodu-
chost, prehladnost a v idedlnom pripade dostatocna
abstrakcia, ktora by zahriovala vSetky ostatné forma-
lizmy. Tymto poziadavkam takmer presne odpoveda
jazyk EPML (z angl. EPC Markup Language) [9], kto-
ry vznikol prave za tcelom premostenia jednotlivych
formatov EPC.

3 Jazyk EPML a jeho rozSirenie

Jazyk EPML je zalozeny na baze XML a zjednodusene
teraz popiSeme jeho najdolezitejsie elementy (pre
Uplna Specifikdciu vid [9] pripadne [10], priklad jazyka
EPML, uz doplneného o rozsirujice prvky, je zobraze-
ny na obrazku 2). Zakladnym prvkom EPML je stro-
mova Struktira jednotlivych EPC diagramov, kde jej
listom (teda samotnym diagramom) je element (epc)
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a vnutorné uzly st adresare (directory). V. EPC dia-
grame je refazec procesov ulozeny pomocou tzv. EPC
elementov reprezentujicich udalosti (event), procesy
(function), aktérov (participant), dadtové polozky
(dataF'ield) a konektory ({and), (or) a (zor)). Tie
st navzajom prepojené dvoma typmi orientovanych
hran — jednd sa o hrany kontrolného toku (arc) (spé-
jajuce udalosti, procesy a konektory) a hrany reldcii
(relation) (spéjajuce aktérov a datové polozky s pro-
cesmi).

Okrem vlastnych EPC diagramov obsahuje struk-
tara suboru EPML taktiez definicie pouzitych atriba-
tov (element (attributeTypes)) a pomocou elementu
(definitions) umoziiuje vyclenenie opakujicich sa
udajov jednotlivych objektov s cielom sprehladnit vy-
slednt Struktaru. Priklad vidime prave na obrazku 2
na objekte objednavky (element (dataField)), ktory
sa pomocou atributu defRef odkazuje na definiciu uve-
dent na zaciatku stboru.

3.1 Procesy z hladiska simulacie

V nasledujicej sekcii budeme hladat informaécie, ktoré
musime do klasického EPC doplnit, aby sme vedeli
vytvorit pravidla pre jednotlivych agentov. Uvéazme
najprv zakladné poziadavky na proces a nasledne aj
rozsirenia potrebné pre vysledna simuléciu:

vstupy - vstupné objekty na zaklade pouzivanej va-
rianty EPC mozu byt dvoch typov, a to bud infor-
mécia o aktivacii procesu v danom retazci pro-
cesov (tj. pritomnost kontrolného toku prostred-
nictvom predchddzajicich elementov (funkcii,
udalosti ¢i konektorov)), alebo détové objekty po-
trebné pre vykonanie daného procesu. Pre vstupné
procesy potrebujeme navySe poznat dve klicové
hodnoty atribatov - ich povinnost (& st pre vyko-
névanie tohoto procesu povinné) a ich vyuzivanie
pocas trvania procesu. Urovenn vyuzivania objek-
tu je nutnd pre moznost simulovania procesov na
hrubsej trovni detailov, kedy v ramci priebehu
dlhsieho procesu nie je tento objekt plne vyuzi-
vany.

vystupy - medzi vystupné objekty zaradujeme opit
predanie informéacie o kontrolnom toku do nasle-
dujtcich elementov a nastavenie vystupnych hod-
nét prislusnych atribatov vystupnych datovych
objektov. Dalej vSak este potrebujeme vediet &
mé vzniknif novy vystupny objekt, alebo sa méa
modifikovat hodnota objektu, ktory bol pri priebe-
hu procesu pouzity a teda je nutné, aby v tomto
druhom pripade niesol vystupny objekt odkaz na
prislusny vstup

aktéri - aktéri su prepojeny s danym procesom
a urcuju, ktori agenti sa maji na vykonavani to-
hoto procesu podielat. Podobne ako pre vstupné

objekty u nich potrebujeme poznat ich povinnost
a aroven vyuzitia.

miesto - kedZze je cielovou platformou uréity virtudl-
ny svet, agenti budu stelesneny a budd sa v niom
pohybovat, mozeme mat urcené miesto, kde sa
ma tento proces vykonavat. Jeho uréenie bude re-
lativne vzhladom na uréity objekt.

priebeh procesu - ak chceme simulovat proces, potre-
bujeme pre jeho tspesné dokoncenie poznat dizku
jeho trvania. T4 by Standardne mala byt zadana
ako parameter pre proces, pricom Vv samot-
nom priebehu simulacie by jej skuto¢na hodnota
bola modifikovand v zavislosti na vhodnej pravde-
podobnostnej distribucii. Ak vSak zoberieme do
avahy aj moZnost prerusenia vykondvania takého-
to procesu (¢o je vzhladom na zamyslané pouzi-
tie rozumnd poziadavka), potrebujeme dalej poz-
nat jeho prioritu v porovnani s ostatnymi proces-
mi, ale hlavne celkovi priebehovi funkciu procesu,
aby bolo mozné u atributov vystupnych objektov
nastavit hodnoty odpovedajice danému ¢asovému
okamziku. Pre tplnost je nutné poznamenat, Ze
priebehova funkcia istych procesov sa vo vseobec-
nosti moze lisit v zvislosti od vyuzitia volitelnych
vstupnych objektov, kooperacie viacerych agentov
¢i miesta vykonavania procesu.

Uvedené rozsirenia ndm poskytnt dostatok infor-
macii pre simuldciu procesov, pricom vdaka urcite;
forme abstrakcie (hlavne v savislosti priebehovou
funkciou) sme schopny simulovat aj netrividlne pro-
cesy a nie je nutné vytvarat procesny ndvrh az do
uplnych detailov. Na druhii stranu rozsireni, ktoré sme
momentilne do navrhu nezahrnuli, by bolo mozné
najst este niekolko (napriklad definovanie trovne vy-
tazenia vstupného objektu tiez pomocou funkcie ale-
bo definovanie zlozitejsich logickych podmienok nad
vstupmi procesu) a ur¢uji smer, ktorym by bolo moz-
né dalej pracu rozvijat.

3.2 Reprezentacia rozsirenych procesov

.....

doplnenim jednoduchych atribatov (tj. realne ¢islo,
logickd hodnota a pod.), ¢o je vdaka pravidlam EPML
umoziiujicim do EPC elementov (ako function, event,
atd.) vlozit element attribute, lahko realizovatelna tlo-
ha. Na obrazku 2 vidime priklad rozsireného jazyka
EPML, kde je zobrazend c¢ast stboru popisujiceho
proces z obrazku 1, konkrétne je vybrand funkcia
“Odoslanie objednavky” spolu so stvisiacimi udalosta-
mi, datami a aktérom. Priklad ukazuje jednak zak-
ladné elementy jazyka EPML ako sme ich v kratkosti
Specifikovali na zaciatku sekcie 3, ale taktiez vidime
doplnené atributy pri jednotlivych vstupnych objek-
toch (ako st objednavka — dataField a zakaznik — par-



<epml>

<attributeTypes>

<attributeType typeld="orderState" />
<attributeType typeld="zakaznikID" />
<attributeType typeld="utilization" />
<attributeType typeld="necessity" />
<attributeType typeld="existingRef" />
<attributeType typeld="priority" />
<attributeType typeld="location" />

</attributeTypes>

<definitions>
<definition defID="0003">
<name>0bjednavka</name>
<attribute typeRef="zakaznikID" value="Zakaznik"/>
</definition>

</definitions>

<directory name="Root">
<epc epcIld="1" name="Online Shopping">

<event id ="3">
<name>
Objednavka vytvorena a pripravena k odoslaniu
</name>
</event>

<arc id ="102">
<flow source ="3" target ="4"/>
</arc>

<dataField id="32" defRef="0003" >
<attribute typeRef="orderState" value="Nova" />
<attribute typeRef="utilization" value="1.0" />
<attribute typeRef="necessity" value="true" />

</dataField>

<relation id="73" from="32" to="4" />

<participant id="21">
<name>Zakaznik</name>
<attribute typeRef="utilization" value="1.0" />
<attribute typeRef="necessity" value="true" />
</participant>
<relation id="74" from="21" to="4" />

<function id ="4">
<name>0doslanie objednavky</name>
<attributeType typeRef="priority" value="10" />
<transitionFunction className="cz.simphi.functions.
Heaviside">
<defaultParameters>
<parameter type="divFunction"
value="cz.simphi.distributions.GaussDistribution"/>
</defaultParameters>
<outputObjects>
<expectedFinishTime value="5">
<parameter type="diversity" value="1" />
</expectedFinishTime>
<outputDataObject idRef="31">
<attribute typeRef="orderState" value="Odoslana" >
<parameter type="diversity" value="0" />
</attribute>
</outputDatalbject>
</outputObjects>
</transitionFunction>
</function >

<dataField id="33" defRef="0003">

<attribute typeRef="existingRef" value="32" />
</dataField>
<relation id="75" from="4" to="33" />

</epc>
</directory>
</epml>

Obréazok 2. Priklad procesu v rozsirenej EPML notacii

ticipant) a taktieZ pri vystupnom objekte (opiit objed-
navka reprezentovana elementom dataField doplnena
o odkaz na existujuci vstupny objekt).
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Problematickou éastou rozsirenia je tak priebehova
funkcia, ktorej uloZenie v podobe XML je vzhladom
k moznému vysokému poc¢tu dimenzii a parametrov
(zavisi na vSetkych ostatngch vlastnostiach procesu)
v praxi nepouzitelné. Zavddzame preto do EPML novy
element (transitionFunction), ktorého predkom
je function a ktory odkazuje na triedu vyssieho jazy-
ka® implementujtcu priebeh daného procesu, pricom
v jazyku XML ponechavame jej nastavenia. V prik-
lade na obrazku 2 tak vidime pouzitie jednoduchej pre-
chodovej funkcie, ktora reprezentuje Heavsidovu sko-
kovt funkciu. Navrh rozsirenia pre prechodové funkcie
bol do prekladaca jazyka EPML implementovany tak,
ze spracovanie XML elementov vnorenych v transi-
tionFunction zabezpecuje samotnd trieda reprezentu-
juca tato funkciu. Dévodom pre toto rozhodnutie je
vysoké variabilita vystupnych dimenzii réznych funk-
cii, ich parametrov a vplyvov tychto parametrov na
priebeh funkcii jednotlivych hodnét vystupnych objek-
tov. Vdaka tomuto oddeleniu tak modZeme pre popis
priebehu procesu pouzit lubovolnt funkciu, kedZe ne-
budeme obmedzeny moZnostami jej nastavenia.

PopiSme teraz elementy urcujuce vlastnosti funkcie
odpovedajtcej prikladu na obrazku 2, pricom podobné
prvky sa nachadzaju aj v inych funkciach, ktoré buda
v druhej faze vyskumu implementované. Kluc¢ovymi
prvkami pre proces st nastavenie dlzky jeho trvania,
uréenie koneénych hodnét (a ich moznej variability)
u atribtatov vystupnych objektov a taktiez nastavenie
parametrov funkcie, reprezentujicej priebeh procesu.
Vicsina z uvedenych vlastnosti je v nasom priklade
zachytend elementom (outputObjects), kde v ele-
mente (expectedFinishTime) zaznamenivame oca-
kavand dlzku procesu a pomocou elementov
(output DataObject) nastavujeme hodnoty atribtatov
vystupnych objektov. Oba druhy nastaveni je mozné
doplnit dal§imi parametrami (pomocou elementu
(parameters)). Tie mozu jednak urcovat mieru va-
riability vystupnej hodnoty (parameter divFunction
ukazujuci na pravdepodobnostni distribiiciu a jej pa-
rameter diversity reprezentujuci rozptyl), ale v pri-
pade komplikovanejsich funkcii pomocou nich taktiez
urcujeme vlastny priebeh vystupngch hodnét (naprik-
lad v pripade sigmoidy jej strmost). Opakujtce sa pa-
rametre je mozné z dovodu zjednoduSenia uviest na
zaCiatku popisu prechodovej funkcie v elemente
(default Parameters).

Vzhladom k tomu, Ze nutnost programovania prie-
behovych funkcii procesov pri ich navrhu nie je Zi-
adica, budt implementované triedy popisujice jedno-
duché funkcie (ako napriklad linedrnu, skokovi, sig-
moidu a pod.) a taktieZ triedy reprezentujice zloZite-
jsie funkcie, kde prikladom moze byt zloZenie vysled-

5 pre implementaciu je vyuzivana jazyk Java
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nej funkcie z funkcii jednoduchgch (t.j. funkcie sa buda
ligif pre jednotlivé vystupné objekty a ich atributy).

Délezitym predpokladom pre spracovanie takto
rozsirenych procesov je nutné ich plna instanciovanost
(tj. musia byt zadané vSetky vymenované atribity).
Tento fakt je moZné po teoretickej stranke v ramci
EPML vyrie$it najmi za vyuZitia elementu de-
finitions, praktickd implementacia vSak bude riesena
az pri tvorbe samotného nastroja, ktory vsak spada
mimo rozsah nasho vyskumu.

3.3 Prevod rozsirenych procesov na pravidla

Uvedme teraz interpreticiu jednoduchého prikladu
z obrazku 2 v podobe pravidiel a priebehu jeho simula-
cie. V popise spravania sa agenta reprezentujiceho
zékaznika Zdkaznik, by sa tak v predpokladoch pravid-
la nachddzala podmienka na vyskyt udalosti Objed-
ndvka vytvorend a pripravend k odoslaniu, dostupnost
agenta (teda agent nevykondva ina ¢innost s vysSou
prioritou) a na existenciu objednavky tohoto zékazni-
ka v stave Nowd. Po splneni podmienok by bolo pro-
strednictvom priebehovej funkcie spustené vykonava-
nie procesu tymto agentom a po jeho skonéeni (vzhla-
dom k pouzitej skokovej funkcii) by doslo k nastaveniu
stavu pouzitej objednavky na Odosland a k vyvolaniu
udalosti Objedndvka odosland.

Pochopitelne, uvedeny priklad bol ukdzkou jedno-
duchej transformécie a pri implementacii konceného
virtudlneho sveta bude realizovany preklad komplex-
nejsich procesov (napr. procesov s rozclenenymi tok-
mi, variabilnejsimi vstupnymi a vystupnymi objektmi
a takisto hierarchickych procesov).

4 Implementacia a nadvizujica praca

Implementacia, rovnako ako aj ciele samotnej prace,
je rozdelend na dve casti. Prva odpoveda vytvoreniu
prekladaca rozsireného jazyka EPML do podoby vse-
obecnych pravidiel, kde pre ich validaciu vyuzivame
systém JBoss Rules[11] a v dalsom priebehu bude na-
sledovat vytvorenie finélnej simuldcie, ktora bude
odpovedat ¢asti redlnej firmy. S tym stvisi namodelo-
vanie odpovedajiceho virtualneho sveta, vo vhodnom
simulacnom multiagentovom systéme, pricom pravde-
podobne bude vyuZity néstroj IVE [12].

5 Zaver

V c¢lanku bolo predstavené zadanie a postup riese-
nia préace, ktord si za ciel kladie vytvorit simulédciu
firmy s vyuzitim autonémnych agentov. V doterajSom
priebehu riesenia, ktory je pokryty tymto textom, bol

kladeny doraz na Specifikovanie vhodného jazyka po-
mocou ktorého by bolo mozné tento ciel naplnit.

Rozsahom tejto prace vsak naznacena problemati-
ka rozhodne nie je vyCerpand. Drobné moznosti roz-
Sirenia (za uéelom zredlnenia simuldcie) boli uvedené
priamo v texte, no moznosti st ovela Sirsie. Je to z do-
vodu, Ze procesny spdsob navrhu prace a fungovania
multiagentového systému nie je pouzivany, no jeho
uplatnenie by mohlo byt okrem simulécie firiem pouZi-
telné aj napr. v oblasti formalizovanych lekarskych do-
poruceni a preto bude vyskum v tejto oblasti pokraco-
vat.

Praca na tomto texte bola c¢iastoéne podporend
grantovym projektom GA UK CR 351/2006/A-INF/
MFF, grantom “Information Society” pod ¢islom pro-
jektu 1ET100300517 a grantom Ministerstva Skolst-
va CR MSMO0021620838. Podakovanie patri taktiez

Petrovi Kocabovi zo spolo¢nosti SoftDeC s r.0.5.
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Abstrakt Zdjem o nasazovdni umélych bytosti v riznijch
aplikacich od her pres vjukové a terapeutické ndstroje po
film neustdle roste. V souvislosti s tim se objevuji nové
vjzkumné problémy (napr. problematika umélych emoct i
socidlnich interakct). Vyzkumnici vSak ¢asto trdvi nednos-
né mnoho casu vytvdrenim vlastniho vyvojového prostiedi
pro bytosti a integraci bytosti do virtudinitho svéta. Tento
clanek predstavugje platformu pro rychly vijvoj chovdni umé-
lgch bytosti vtélengch do trojrozmérného svéta pocitacové
hry. Platforma nabizi sadu knihoven pro snadnou definici
chovdni umélé bytosti a integrované vyjvojové prostiedr, kte-
ré umoznugje rychlé ladéni kédu, parametrizaci a vytvdrent
experimentiu. Platforma je predevsim uréena pro vyzku. Di-
ky souboru tutoridli je oviem pristupnd i $irsi odborné
verejnosti a lze ji vyuZit také jako vijukovy ndstroj.

1 Uvod

V dnesni dobé stale stoupa zdjem o umélé bytosti.
Umélymi bytosmi rozumime specidlni softwarové
agenty dle Wooldridge [1] vtélené ve virtudlnim svéte.
Vyvoj chovani umélych bytosti vSak neni snadny. Du-
vody jsou zfejmé: agenti jednaji v dynamickém, ne-
predvidatelném, interaktivnim svéteé, jejich tkoly za-
hrnuji, mimo pohybu po svété, ruznorodé netrivialni
tkoly, agenti spolu mohou také socidlné interagovat,
projevovat emoce apod.

Piiklady takovych umélych bytosti muzeme nalézt
napiiklad v modernich poé¢itacovych hrach [2], vyuko-
vych hréch [3], terapeutickych ndstrojich [4] a vir-
tual storytellingu [5]. Mnoho odlisnych aplikaci s sebou
bohuzel nese mnoho ruznych vyvojovych prostiredi.
Kvalitni vyvojové prostiedi je nezbytnym piedpokla-
dem pro rychly vyvoj agentu. Studenti a vyzkumnici,
kteti chtéji vyvijet vlastni agenty, vsak nemaji k dispo-
zici kompletni stdhnutelnou aplikaci. Vyvoji samotné-
ho agenta tak musi predchazet naro¢ny vyvoj vlastni-
ho vyvojového prostiedi i virtualniho svéta, ¢i pripoje-
ni vyvojového prostiedi ke svétu pocitacové hry (napft.
Unreal Tournament, Quake). Dostupnd vyvojové pro-
stied{ jsou (a) komeréni (napf. Al-Implant [7], Xait-

* Tato prace byla podpofena granty GA UK
1053/2007/A-INF/MFF, GA UK 351/2006/A-INF/
MFF a programem ”Information Society” pod projek-
tem 1ET100300517.

ment [9]), (b) proprietarn{ feseni jednotlivych vyzkum-

usnadnéni vyvoje umélych bytosti.

Komercni néstroje jsou pro novacky v oboru ne-
vhodné ze tii duvodu. Zaprvé piedpoklddaji znalost
mnoha pokrocilych algoritmu umélé inteligence, které
implementuji. Zadruhé vyzaduji integraci do konkrét-
niho virtudlniho svéta. Pripojeni do néj vsak obecné
neni trivialni zalezitost. Zatteti jsou pomérné drahé.

Proprietarni feseni jsou obecné nepouzitelna, ne-
bot jsou uréena pro konkrétni virtudlni svét a zkou-
many problém. Navic byvaji casto nedostatecné doku-
mentovana a podporovand.

vlastnich agentu patii napiiklad projekt Game-
bots [10], ktery predstavuje rozhrani pro pfipojeni
agentu do hry Unreal Tournament 1999 [15], nebo
F.E.A.R. [11], ktery k integraci agentu do hry Quake
pridévé framework pro ndvrh a vyvoj agentu. Bohuzel
tyto aplikace neobsahuji moduly, jako je integrované
vyvojové prostiedi, podpora experimenti, knihovna
modulu pro agentovy zakladni funkce, manazer zurna-
i apod. Tyto moduly jsou nezbytné pro rychly vyvoj
chovani agenti. Nasim cilem je tuto mezeru zaplnit
a nabidnout nekomercni, stdhnutelnou platformu pro
rychly vyvoj umélych bytosti.

Predstavovand platforma se jmenuje Pogamut 2
a navazuje na nasi predchoz{ praci (Pogamut 1 [12]).
Nabizi navic ndsledujici sadu néstroju: (1) komunikaci
agenta s virtudlnim svétem, (2) pomocné knihovny —
senzory, spravu pameéti agenta, inventaf, reprezentaci
svéta, A* algoritmus (algoritmus pro hledénf cest [13])
atd., (3) integrované vyvojové prostiedi (IDE) s 8i-
rokou podporou vyvoje, ladéni a experimentu,
(4) POSH [14] — rozhodovaci systém (action selection
mechanism - ASM).

Pogamut 2 je urcen: a) pro vyzkumné projekty
zaméfené na chovan{ umeélych bytosti (mezi jinymi
vyzkum spoluprdce agenti a vyzkum emoci), b) pro
vyuku problematiky umélych bytosti na akademické
pudé. Jako virtualni 3D svét byl pouzit svét hry Unreal
Tournament 2004 [15] (UT04). UT04 nabiz{ mimo edi-
toru lokaci mnoho preddefinovanych predmeétu, lokaci
a typu her.
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Obriazek 1. Zabér z hry Unreal Tournament 20047

Beta verzi Pogamutu 2 lze nalézt na nasich strén-
kach!. Obsahuje veskerou funkcionalitu prezentovanou
v tomto ¢lanku. Momentédlné pracujeme na dokoncéeni
pokrocilych néastroju, presnéji na video tutoridlech
a zpétnym prehravanim zaznamenanych simulaci
a experimenti véetné inspekce zaznamenanych dat
(napf. stav agenta, stav ASM).

Clanek mé nésledujici strukturu. V druhé kapitole
probereme cile projektu. Ttet{ kapitola popisuje archi-
tekturu Pogamutu 2. Ctvrtd kapitola nastinuje styl
préace s aplikaci. Clanek uzaviréd diskuze feseni, popis
probihajicich praci a shrnuti.

2 Cile projektu

Pogamut 2 si klade nésledujici cile:

1. Rozsifitelnost a modularita — licence LGPL?
umoznuje zasahy do kédu, architektura pocita
s pripojenim libovolnych ASM (napt. SOAR[16])
a dalsim rozsifovani IDE a knihoven.

2. Uzivatelsky ptivétivé prostiedi — IDE podporujici
intuitivni vyvoj a ladéni.

3. Paralelizace — diky architektufe klient/server jsou
oddéleny UT04 a ASM, lIze tedy délit zatéz na vice
stroju pfi zapojeni mnoha agentu najednou.

4. Rychly zacatek prace — dokumentace, piiklady
a tutoridly snizuji startovni cas

5. Snadnd validace modelu — podpora experimentu
usnadnuje validaci

Komer¢ni néstroje [7], [8], [9] splauji viechny pozadav-
ky mimo experimenti. Dostupnym volné §ifitelnym
nastrojum  (F.E.A.R., Gamebots, JavaBots [17],
Tielt [18], Pogamut 1 apod.) nejéastéji chybi kom-
plexni IDE a podpora experimenti.

! http://artemis.ms.mff.cuni.cz
2 Lesser General Public License

3 Architektura Pogamutu 2

Pogamut 2 se skldadd z Sesti zdkladnich modult:
(1) UT04, (2) Gamebots2004 (GB04), (3) Parseru,
(4) Klienta, (5) IDE a (6) ASM. Vétsinu modulu jsme
naprogramovali v jazyce Java. Vyjimku tvori UT04,
coz je komeréni software, a GB04, ktery vznikl tpra-
vou a roz§ifenim stars{ verze (GB [10]). Nyni pfedsta-
vime podrobnéji jednotlivé moduly.

Unreal Tournament 2004 je pocitacova hra, kterou
pouzivame jako virtualni svét pro agenty. Umoznuje
pripojeni az 30 agentu do jedné lokace, coz je tedy
horni hranice i pro Pogamut 2. UT04 lze modifikovat
dvéma zpusoby. Zaprvé pomoci editoru, ktery umoz-
nuje napiiklad vytvareni novych lokaci a ipravu stava-
jicich. Zadruhé lze upravovat pfimo skripty definujici
chovani hry, predmétu a postav ve hie. Skripty jsou za-
pisovany v internim skriptovacim jazyku UnrealScript.
Kombinaci téchto zpusobu lze vytvorit v podstaté li-
bovolny virtudlni svét.

Gamebots 2004 je server zabudovany do UT04 sta-
rajici se o komunikaci mezi avatarem ve hie a jejim
externim ASM. GB04 je adaptaci puvodnich GB urce-
nych pro UT99 [15]. Mezi rozsifeni oproti GB pati{
posilani vsech predmétu a naviga¢nich bodu v lokaci
pred zahdjenim simulace, automaticky raytraycing,
piikazy pro ovlddani serveru a nahravani zdznamu si-
mulace.

Parser prevadi fetézce z GB04 na Java objekty,
které posild dal ke Klientovi. Hlavnim téelem tohoto
modulu je optimalizovat komunikaci s Klientem
a umoznit tak ptipojeni vétstho poctu agentu.

Klient je balik Java tiid. Nabizi: (a) krdtkodobou
pamét na externi vjemy, (b) pifkazy - primitiva pro
kontrolu téla agenta, (c¢) inventdf predmeéti, které
agent posbiral, (d) metody pro pohyb a navigaci v lo-
kaci (zahrnujf i intern{ A*).

IDE predstavuje plug-in pro NetBeans?™ [19)].
IDE pomaha ve vSech podstatnych ¢astech vyvojového
cyklu: implementaci, ladéni a experimentech. Obsa-
huje:

— podporu skriptovdni chovani agenta  (Java,
Python, reaktivni pldnova¢ POSH [14]).

— spravu knihovny dostupnych agentu.

— ladici néstroje — inspektor internich proménnych
agenta, pohledy na agentovu pamét, piehled zur-
nalu z ASM a komunikace, atd.

— sadu metod pro definici experimentu — uzivatel
muze definovat pocatecni konfiguraci, pocet opa-
kovani, ukon¢ovaci podminku apod.

4 Prace s Pogamutem 2

Obecné 1ze proces vytvareni umélé bytosti rozdélit do
nésledujicich kroku: (1) definice modelu, (2) imple-
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Obréazek 2. Architektura platformy je nasledujici: UT04,
propagaci podnétu k agentovi a provedeni vybranych akci.
o rozhodovani a zobrazuji praci agenta uzivateli.

mentace modelu, (3) ladéni implementace, (4) ladéni
parametru modelu a (5) experimentt. IDE Pogamutu2
bylo navrhnuto tak, aby podporovalo posledni ¢tyti
kroky. V této sekci nastinime, jak je toho dosazeno.

Implementace modelu. Platforma aktualné podpo-
ruje vytvafeni ASM v Javé, Pythonu nebo v PO-
SHi. Balik t¥id Klienta zajisfuje komunikaci s GB04
a nabizi vysokotroviiové rozhrani pro ovladani agenta.
Stard se také o pamét agenta a inventai. IDE obsa-
huje spréavu projektu (Obr. 3, okno 1) a editor se
zvyraziovanim syntaxe (3.2).

Ladéni. Ladéni v IDE je slozeno z osmi c¢asti, které
jsou vhodné pro odstranovani chyb i parametrizaci.
Seznam bézicich serveri a agentu (3.6) pomdhd se
spravou vice agentu. Introspekce a vlastnosti platfor-
my (3.3) nabizeji rychly piehled o internich promén-
nych agentt i platformy. Zurnaly (3.4) zobrazuji zpra-
vy zaznamenavané v komunikaci mezi Parserem
a GBO4, interni zpravy platformy a zpravy ASM. Zur-
naly lIze filtrovat podle typu zpravy, navic jsou podle
typu barevné odliseny. Ruéni ovladani agenta umoz-
nuje umisténi agenta na konkrétni pozici. IDE nabizi
moznost zastavit simulaci a prohlédnout si aktudlni si-
tuaci ve virtudlnim svété spolecné s zurnaly. Zastaveni
simulace je obsazeno v panelu ovladani serveru (3.5),
ktery dale umoznuje nastavovat rychlost hry, lokaci,
ménit pozice jednotlivych agentu ¢i vytvaret nahravky
z aktualni simulace.

Ladéni parametru. Modely jsou typicky velmi cit-
livé na nastaveni mnoha parametru. IDE umoznuje
nastavovani parametri za béhu. Néastroje zminéné
v pfedchozim odstavci také slouzi k rychlejsimu nale-
zeni vhodného nastaveni parametru.

Experimenty. Celkovd evaluace modelu je mozna
diky specifikaci experimenti v IDE (lze specifikovat

GB04 a Parser na jednom stroji zajistuji béh simulace,
ASM, Klient a IDE mohou béZet na jiném stroji a staraji

kontrétni lokaci, pocet agentu, jejich startovni pozice,
vybaveni, ukoncujici podminku, pocet opakovani
experimentu). Do simulace 1ze rovnéz pridavat break-
pointy. Pfedstavené vlastnosti umoznuji snadnou praci
s experimenty a jejich opakovéni.

5 Diskuze a probihajici prace

Hlavni pfinos Pogamutu 2 spoc¢iva v integrovani vy-
vojového prostiedi, bohaté knihovné preddefinovanych
metod pro design agenta a moznosti vytvareni agenta
v Pythonu za pouziti reaktivniho planovace POSH.
Nicméneé systém ma jista omezeni. K serveru lze pfipo-
jit maximalné 30 agent1i, neni tedy vhodny pro masové
simulace. Dalsim aspektem je tok ¢asu; rychlost hry lze
ménit jen do jisté miry, coz ¢ini platformu nevhodnou
napfiiklad pro nasazeni evolu¢nich algoritmdu.

Nyni pracujeme na implementaci pokrocilych na-
stroju. Patii mezi né podpora vice skriptovacich ja-
zyk a dalsich ASM (napt. SOAR [16]), videotutoridly
a timeline. Timeline umozni zaznamenat simulaci spo-
le¢né s zurnaly. Nasledné bude mozné prehrat simulaci
simultdnné se zobrazenim vypisu ze zurnalu, a tak
sledovat ptehledné déni v simulaci i zmény v ASM
agenta. Tento nastroj tak bude uzite¢ny pfi odstrano-
vani chyb a parametrizaci.

6 Zavér

Predstavili jsme platformu pro vyvoj umélych bytosti
v komplexnim virtudlnim svété pocitacové hry Unreal
Tournament 2004. Platforma obsahuje knihovny pro
tvorbu agenta. Knihovny obsahuji moduly pro vnima-
ni, motorickd primitiva, pamét, invent4f a reprezentaci
sveta. Klicovou komponentou systému je IDE, které
nabizi inspektor proménnych, ovladani serveru, po-
hledy na zurndly, agenta a pamét, editor skripti atd.
Dohromady tyto moduly tvoii platformu pro rychlé
prototypovani chovani umélych bytosti ve svéte UT04.
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Obrazek 3. Ukazka aktudlni verze IDE v ladicim mddu. Popis jednotlivych oken se naléza v néasledujicim textu.

Platforma je zamyslena pro pétifazovy vyvoj agen-
ta. Féze jsou: definice modelu (specifikace), implemen-
tace modelu, odstranovani chyb v implementaci, pa-
rametrizace, experimenty. Posledni ¢tyfi jsou podpo-
rovany platformou. Vyvojar je tak uSetfen zbytecné
prace s komunikaci, paméti, reprezentaci objektu svéta
atd. a muze se zamérit piimo na feSeny problém.

Platforma je primarné urcéena pro vyzkum. Konk-
rétné je to vyzkum (1) emoci, (2) navigace v prostoru
a (3) spoluprdce agentu. Déle je mozno vyuzit plat-
formu pro vyuku. Pouzivani platformy je intuitivni
a piimocaré. Obsdhly soubor tutoridlu a instruktaz-
nich videi jesté vic zkracuje startovni cas. Nase sku-
pina zamysli pouziti platformy na MFF UK pro de-
monstraci praktickych problému umélych bytosti stu-
dentum se zdjmem o tuto oblast. Snadna prace s plat-
formou muze byt lakavd pro komunity hrécu, ktefi
jiz dnes experimentuji se svymi oblibenymi hra-
mi [20], [21].
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Abstract. In this article we describe an approach for se-
mantic based analysis of discussions within Semantic-based
Groupware System (GWS) in SAKE project. SAKE (Se-
mantic Agile Knowledge-based E-government) is a STREP
Project sponsored by the Furopean Union starting March in
2006. The overall objective of SAKE is to specify, develop
and deploy a holistic framework and supporting tools for
an agile knowledge-based e-government that will be suffi-
ciently flexible to adapt to changing and diverse environ-
ments and needs. We give a brief overview of the approach
that will be applied for evaluation of discussion, discussions
threads and discussion posts. Part of the approach is also
an analysis of the discussants regarding positive or neg-
ative reactions on their contributions, extended by usage
of concepts from argumentation ontology. Main goal is to
identify some rating of the users involved in the discussion
and support moderators in evaluation of discussion result
and/or identify discussants skills useful for another similar
case discussion.

1 Introduction

Many organizations work with knowledge resources
based on the textual documents and often works also
using some communication tools, discussion forum is
one of them. Discussion forums (boards) are websites
for an online discussion group where users, usually
with common interests, can exchange open messa-
ges [1]. It typically shows a list of topics people are con-
cerned about. Users can pick a topic and see a thread
of messages and replies about it and post their own
message.

Forums can be distinguished in very simple and
more sophisticated means depending on the purpose
of use. For instance they can differ among steps in

* The work presented in the paper is supported by the EC
within the FP6 IST 027128 project “SAKE - Semantic-
enabled Agile Knowledge-based E-government”, by the
Slovak Grant Agency of Ministry of Education and
Academy of Science of the Slovak Republic within the
project No. 1/4074/07 “Methods for annotation, search,
creation, and accessing knowledge employing metadata
for semantic description of knowledge”, and by the Slo-
vak Research and Development Agency under the con-
tract No. RPEU-0011-06 (project PoZnaT).

the discussion process and include polling-elements to
focus discussion (and close others) or include the pos-
sibility to rate postings. Besides elements to create
the “most active participant of the day/week” can
be included to attract new user groups, notification
elements to support the discursive elements can be
implemented to notify participants when their post-
ings were commented. Also various means of authen-
tication can be distinguished - from open, anonymous
forums to registration opportunities via digital signa-
ture. Besides, forums can be supported by several fa-
cilitators and therefore need a sophisticated system
of user-rights-management in the backend. Discussion
forums are distinguished from chat rooms by struc-
tured interaction around the threads and that extend
normally over a period of days or weeks rather than
hours.

We are proposing the “extraction of the skills”
algorithm for the analysis of the users within forums.
It will be based on the identification of discussion topic
and rating of the users regarding their contributions in
threads. The resulting algorithm will combine statis-
tical rating system based on the number of the posts
by the users, and the sophisticated element based on
usage of the ontologies. In SAKE project a main focus
is on the discussion of experts in some expert group,
e.g. about new regulation which has to be prepared
for usage in government or self-government business
process.

SAKE is a STREP Project sponsored by the
European Union starting March in 2006. The overall
objective of SAKE is to specify, develop and deploy
a holistic framework and supporting tools for an agile
knowledge-based e-government that will be sufficiently
flexible to adapt to changing and diverse environments
and needs. More general information about objectives
and architecture can be found in [2], some details re-
garding groupware system in [3]. Some basic informa-
tion needed for this contribution will be presented in
the paper.
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2 One adaptive approach to analysis
of discussions

This chapter shortly describes one approach to the
numerical analysis of the discussions and discussants
presented in [4]. Author in this work used simple
methods for information extraction from texts. The
core of the work is based on the discussion threads
evaluation algorithm alterations. It provides also the
document search system on the basis of lisp program-
ming languages keywords indexed by retrieved email
contributor’s information. At the end of the work se-
ries of experimental results are analyzed and inter-
preted.

The experiments were realised on discussions from
the forum about lisp programming. First, messages
have been pre-processed and those with the lisp code
have been identified using Naive Bayes and/or heuris-
tic algorithm (based on regular expressions).

2.1 Discussion threads evaluation

Discussion thread is tree structure of discussion con-
tributions (messages), where edges between nodes are
relations sender-responder. Popularity of message is
value of “quality” of contribution in discussion thread
according to degree of discussing inside the particular
sub-tree of the discussion thread. Weight of the con-
tributor is “authority” value of the current contributor
within whole discussion group.

Usually, discussion is opened in order to find
answer for some question, problem, to interested some-
one with knowledge about the problem. Two cases are
possible: someone is interested and discussion starts,
or discussion is stopped because theme is too trivial
or difficult for others. Here discussion can be seen also
as “voting” for “authority” of contributor to others.
More discussed starting contributions lead to higher
authority of starting author. Similarly, popularity of
contribution grows better with reactions from better
rated authors.

Fig.1. Example of discussion thread presented in tree
structure - starting contribution of author A, reactions
from other contributors B, C, D, E. Edges are valued by
the weights of the particular contributions - popularity.

Weight of the contributors is changing within grow-
ing of whole discussion group by activity of the con-
tributor. Design of the weighting method is based on
the incremental acquisition of the contributor’s
authority in the community. Particular contributions
are ordered by the posted date in threads and threads
are ordered by the date of their starting contributions.

Threads are analyzed using two procedures. First,
actual thread is evaluated according to popularities of
the particular contributions. Then, weights of the con-
tributors are adapted according to evaluated thread.
Outputs of the process are popularities of particular
messages and authorities of contributors for
every thread in the collection. In first iteration (in
computing of oldest discussion thread) are all weights
of the authors set to same value, in this case 1 (start
is same for everybody). Authority of contributors de-
pends on the popularity of their contributions. In par-
ticular thread popularity of messages is based on the
values of author’s weights and popularities of messages
with reaction to them. Then popularity is computed

using:
k
Yj = Z Wi~ Yis
i=1

where y; is popularity of message j, w; is weight of
contributor and y; popularity of message . If node is
list of the tree, popularity is 1 (computing starts with
list nodes and moves to root). For the computing of
authorities change next formula is used:

(1)

n n % n
L R A

(2)

where new weight of contributor %k is based on old
one plus some adaptive coefficient, y; is popularity of
contribution i, yg is popularity of root contribution,
n is number of contributors in thread and IV is number
of all contributors in forum.

Based on the weight w; of contributor ¢ and average
of weights w of authors in whole discussion group it is
possible to compute rating of contributors, which pro-
vides information how different is weight of the author
according to average weights in whole group. Then rat-
ing R (in %) is:

R= (% : 100) ~100. (3)

2.2 Advantages and disadvantages of the
approach

According to previous analysis author also designed
some modifications, where popularity of messages is
computed using specific part of the thread, or
for update of authority, where average of populari-
ties of whole contributions in thread is used instead
of the yR.



Interesting result is design of types of the typical
contributors based on the counts of starting contri-
butions by author or reacting ones, which of them
contains code, which of them not. For example, let
m is number of author’s starting discussion (messages
which open new thread) and n is number of all author’s
contributions. Then if we found that m/n is more then
0.75, contributor is someone who very often starts new
threads, so he is member of type “often asking” users
(as usually new thread is starting because of process of
finding solution for some problem). Using this concept
it is possible to identify several types of users.

Advantages of this approach are possibility
to automatically rank users according to their activity
in discussion forum, simple proposal for identification
of typical groups of users and evaluation of populari-
ties of particular messages within thread. Basically, it
means that there is a method for evaluation of author-
ity of contributors with the outlook of the available
documents (messages) as well as some respect of their
authors inside the community.

One of the disadvantages of the work was uncer-
tainty in author’s identification as they are only iden-
tified by email address, which probably has changed
for some of the users in evaluated forum during time.
Another disadvantage is that context of the message
is not used in analysis and also some differentiation of
types of reactions inside the thread should be impor-
tant for ranking of authors, e.g. to have some possibil-
ity to evaluate quality of contribution (at least some
positive or negative reaction).

According to this we want to extend and/or change
former approach and try to avoid consequences
emerged from the previous disadvantages. In our sys-
tem user management of forum will be responsible to
right identification of the users and their roles (mo-
derator, group creator ). Also we want to extend
approach with possibility for users to rank quality
or relevance of particular messages, and also connect
the messages to some context at least in form of the
keywords-based annotations of the messages, so the
users will be ranked also according to semantic con-
text (this will be useful when new group is needed and
we can try to suggest some experts from the similar
cases with their ranking) as well as according to types
of reactions on quality and relevance of their contri-
butions.

3 Re-use of approach in SAKE

There are two main reasons for the algorithm pre-
sented in the previous chapter not to be sufficient for
our needs within the SAKE project. First, there is no
difference between posts relevancy which are relevant
to the discussion topic and the irrelevant posts. We
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have to find a way to distinguish between the scoring
of the posts according to the semantics of the
posts. Secondly, it is very important in the discussions
whether the reply is positive or negative to the original
post (both can be very relevant). These are two main
aspects we want to take into account in the proposal
of the algorithm - relevancy and consensus.

As we are using the ontologies for representing
knowledge about the topics as well as for the capture
of the agile changes in the SAKE environment, we will
try to reuse ontologies for our purposes also.

Our first proposal is to use the special ontology for
the capture of the relevancy and the consensus
properties for the particular posts in the discussion fo-
rums. Next, we will develop the algorithms, which will
provide the measure of the relevancy for the particu-
lar users to particular topics via reasoning over the
ontology.

3.1 Argumentation ontology

As stated previously first we need is the sufficient
ontology which will store the relevancy and consensus
measures for the discussion forums. We have identified
the core ontology which seems to be relevant for our
proposal. It is the DILIGENT argumentation ontol-
ogy [5]. The screenshot from the ontology visualisation
in the Protege ontology editor is on Fig.2.

We have to modify this ontology to meet partic-
ular needs of our user partners in the SAKE project
as well as we have to develop the way we will fill in
the instances of the ontologies during the discussion
evaluation. It can be done automatically or manually
by the user.
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Fig. 2. Protege snapshot of the argumentation ontology.
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As there are limited resources for the research in
this field in the scope of the process, we will concen-
trate on simpler, manual approach. In the manual
approach it will be the users, who will set the rele-
vance and consensus in the posts. Any user or only
selected users (moderators) will be allowed to select
the consensus and the relevance in the form of suffi-
cient visualisation of the argumentation ontology.

For the purposes of our project only selection from
the list of the predefined values will be possible. Dis-
cussion forums in the SAKE project are mainly used
for the discussion of the experts during the decision
process, so we can assume the moderators are willing
to spend the time needed for the manual addition of
the values. In the possible future enhancements there
is of course the vision to automatically rate the posts
according to the semantic analysis of the posted text.
As for now, it is out of the scope of our project. But
simple keyword-based annotation of messages will help
to understand context of contributions.

3.2 Keyword-based annotation of the
messages

According to fact that we want also to know context of
messages (what they are all about), some annotation
of user’s contributions is needed. In our SAKE pilot
application (e.g. preparing of the new general binding
regulation in local authority) there is planned
the annotation of the closed cases. These annotations
will be used in search for similar older cases, and of
course will be reusable also for discussion analysis (if
discussions are available).

One of the reusable information is also context
of actual case. Actual case in SAKE is for example
process of the preparing of new regulation and in the
moment of creation and starting of this new process
responsible person (e.g. mayor in case of the local au-
thority environment) will input several keywords as a
base for the annotation of the case.

On the other hand, annotation is needed also for
the actual cases discussions. This can be done again
manually or automatically. Here it is different to previ-
ous part about using of some argumentation-like func-
tionalities of the discussion forums. It is somehow pos-
sible to expect that simple evaluation of the relevancy
and quality of the contribution will be done manu-
ally, e.g. by selection from the list of reactions. In
case of the annotation of messages according to differ-
ence in pilots (only keyword-based description of do-
main in some of them) it is preferred to use automatic
keyword-based annotation. This can be achieved by
help of the CMS (Content Management System) part
of the SAKE - we can use already annotated docu-
ments, analyse them and use information which key-

words lead to which annotations of documents as the
annotation of messages in the forum and threads.

3.3 Reasoning over the argumentation
ontology and use of results of analysis

When the argumentation ontology is available, it has
to be used somehow to provide us the information it
was designed for. Via the combination of the (prob-
ably modified) numerical methods described in the
chapter 2 and the reasoning over the argumentation
ontology we have to propose the users with the coef-
ficient, which will express the relevancy and the con-
sensus between any two of the forums, posts, threads,
users, topics. We will be able to answer the questions
like: “How relevant is the user to the forum?”, “How
relevant is the forum to the topic?”, or “How consent
is the user to the topic?”. These questions are still to
be identified from the user partners of the project.

Main advantage of the analysis is to provide users
by the information about activities and relevancy of
users within their discussions regarding different top-
ics and problems. This will lead to possibility to rank
users, so the moderator (starter) of a new case can in-
vite better ranking people for participation in a new
expert group.

4 Conclusion

This paper describes one simple approach to analysis
of discussions and possibility to re-use some concepts
of this work in our project. We have identified advan-
tages and disadvantages of the approach as well as
parts in which we want to add some novelty based on
the semantic elements of the system and opportunities
of the project. Proposed ideas will be extended, re-
fined, implemented and tested within groupware com-
ponent of the SAKE system, which is work-in-progress
now.
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Abstrakt Stdle rostouci popularita Internetu a zvysujici
se dostupnost ruzngych dokumenti ndm prindsi i jisté pro-
blémy. Jednim z mnoha prikladi je mnoZstvi pokusi o ko-
pirovdni cizich pract, s vizi ulehcit si vlastni namahu. To
s sebou prindsi i rozvoj metod jak plagidatora identifikovat.
Tento clanek objasnuje metody pro detekci plagidti a pri-
blizuje nds vyzkum v soucasnosti probihajici na ZCU. Zd-
jem je vénovdn predevsim metodé vyuzivajici n-gramy pro
detekci prekryvagicich se ¢dsti dokumenti a odstranéni pro-
blému s posunem textu. K extrakci m-gramu vyssich rddu
jsou na konci ¢ldnku porovndny ruzné metody.

1 Uvod

Se stale rostouci popularitou Internetu se zvysuje
mnozstvi volné dostupnych dokumentt. Pro uzivatele
Internetu je tak stale snadnéjsi vyhledat vhodny do-
kument a misto pracného vymysleni ¢ast dokumentu
okopirovat a vydavat jej za vlastni praci. Ve skolstvi
se jednd o zvlasté zavazny problém, ktery je podpofen
fadou servert! nabizejicich volné ke stazeni riiznoroda
témata. To samoziejmé piisobi nemalé skody, a proto
se hledaji rtizna FeSeni, jak tomu pfedchézet [1,2].

Ochrany znemoznujici tisk a kopirovani obsahu
dokumenti prostfednictvim CTRL+C jsou nedosta-
te¢né. Casto se poda¥i nalézt slabinu v zabezpedeni
a ochranu obejit. Navic nejriiznéjsi specializované
ochrany obvykle vyzaduji instalaci dodateénych na-
stroji, coz zabrani ¢teni prislusného dokumentu na
pocitacéich, kde nejsou k dispozici administratorska
prava.

V boji proti plagiatorstvi je potfeba se vydat ces-
tou vyhledéavani dokumentt v rozsdhlych databazich.
Vlastni myslenka ochrany spoc¢iva v psychologii, kdy
si plagidtor kopirovani rozmysli, nebof by mohl byt
snadno odhalen pfi porovnani s databazi jiz existuji-
cich dokumenti. Je zfejmé, Ze pro co nejvyssi tcinnost
musi databaze obsahovat velké mnozstvi existujicich
dokumentii. Faktorem tspéchu je téz uziti efektivnich
metod, které dokéazi v kratkém case a spravné identi-
fikovat plagiat.

* Tato prace byla ¢asteéné podporovana z prostfedkii Na-
rodniho Programu Vyzkumu II, projekt 2C06009
(COT-SEWing).
www.schoolsucks.com, www.cheathouse.com,
www.seminarky.cz

1

Metoda relativnich frekvenci, predstavena systé-
mem SCAM [3], je zalozena na srovnani Cetnosti
slov mezi dvéma dokumenty. Pozdéjsi metody, jako
je napiiklad hleddni béznych trojic slov v systému
Ferret [5], vyuzivaji kombinace slov pro nalezeni ¢4s-
teénych prekryvi mezi dokumenty. Nejdéle se do-
stavaji metody vyuzivajici n-gramy vysSSich rada
(5 a vice), které identifikuji prekryvajici se ¢asti textu
a umoznuji jejich vizualizaci. Metody postavené na
n-gramech, stejné jako predeslé metody, jsou odolné
viéi posunu textu uvnitt dokumenti. K nému dochéazi
pfi mazani, vkladani nebo prepisovani Casti vét, coz
jsou obvyklé techniky pro zakryti okopirovaného textu
a znemoznuji presné porovnani textovych fetézcu.

2 Prehled metod pro detekci plagiatu

2.1 Metoda relativnich frekvenci

Metoda zalozend na relativnich frekvencich [3] vychazi
z tradi¢niho vektorového modelu, ktery byl upraven
pro nalezeni podobnosti dvou dokumenti R a S. Do
vypoctu jsou zahrnuta pouze slova, ktera splni stano-

venou podminku
F;(S
A >> >0,

Fi(R)
° <Fi(8> Fi(R)

kde € je konfigurovatelny parametr v intervalu (2, c0)
a F;(D) je frekvence termu ¢ pro dokument D. Pokud
frekvence F;(R) nebo F;(S) je pro dany term nulova,
podminka neni splnéna.

Na zakladé podminky (1) stanovime mnoZinu
¢(R, S), kterd zahrnuje vSechna bézné slova z obou do-
kumentt. Koeficient € je tedy toleranc¢ni faktor urcujici
zda bude dané slovo zahrnuto.

Mezi dokumenty R a S uré¢ime dvé asymetrické
miry podobnosti subset(R,S) a subset(S,R). V pii-
padé subset(R,S) uvazujeme na kolik procent je do-
kument R podmnozinou druhého dokumentu S, kde

S wice(r.s) @i Fi(R)- Fy(S)
Zijil o3 Fi2(R) .

2

(1)

subset(R, S) =

«; predstavuje vahu asociovanou s vyskytem termu 3.
Podobné odvodime subset(S, R). Vyslednd podobnost
je maximum z obou asymetrickych mér

sim(R,S) = max{subset(R, S), subset(S, R))}. (3)
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Po vypoctu je nutné ovétit, zda sim(R,S) neni vétsi
nez jedna a hodnotu ofiznout na interval (0, 1).

2.2 Hledani béznych trojic

Tato metoda, prezentovand na systému Ferret [5],
pocitd podobnost dvou dokumentt z celkového poctu
spoleénych trojic slov. Aplikaci Jaccard-Tanimoto koe-
ficientu lze podobnost mezi dokumenty R a S vyjadfit
vztahem

_|triplet(R) N triplet(S)|
 |triplet(R) U triplet(S)|’

sim(R,S) (4)
kde vystupem funkce triplet(D) je mnoZina vSech
extrahovanych trojic slov z dokumentu D.

2.3 Karp-Rabin algoritmus

U tohoto algoritmu [4], ktery je uréen pro porovnani
textovych fetézcd, si lze vSimnout prvniho naznaku
uziti n-gramid. K urychleni vypoc¢tu se vyuziva haso-
vaci funkce, jejiz vysledné hodnoty se porovnavaji na-
misto znakti. Pro stanoveni minimalni shodné délky
Fetézcu, kterd bude algoritmem registrovana, zvolime
okénko velikosti k. Retézec je reprezentovan hasovaci
funkeci

H(cy...cp) = c1- b ey 024 4epy-btci, (5)

kde ¢; pfedstavuje ordinalni hodnotu znaku a b je li-
bovolnd zvolena béaze pro vypocet vhodné hasovaci
funkce. Vypocet nasledujici hodnoty co,cs, ..
lze urychlit pouzitim pfedchozich hodnot

<3 Clt1

H(cy. . .cry1) = (H(cy. . .cp) —c1- 05" 1) b+ cryr. (6)

Vyslednou podobnost dokumenti R a S uréime
z poctu stejnych hast pii postupném porovnani vsech
podretézctu délky k mezi dokumenty R a S.

3 Uziti n-gramu pro detekci plagiatua

Jak bylo naznaceno v ivodu, pro odhaleni plagidtu je
nutné urcit spole¢né ¢asti obou porovnavanych doku-
mentl. Na zdkladé spolecnych ¢asti lze vyvodit pro-
centualni podobnost a stanovenim prahové hodnoty
rozhodnout, zda se jedna ¢ nejedné o plagiat. Casto
je vhodné ponechat koneéné rozhodnuti na uzivateli
a jako napovédu zobrazit prekryvajici se ¢asti doku-
ment.

Protoze prace s celym textem najednou je kom-
plikovana, metody hledajici prekryv spoleénych casti,
déli text na mnozstvi malych kousk, které lze mezi se-
bou snadnéji porovnat. Ze shody napiiklad 300 kouskt
textu z 1000 lze vyvodit, ze pfekryv mezi dokumenty
je 30%.

3.1 Déleni textu

Postupy pro déleni textu na mensi ¢asti [6] lze
shrnout se vSemi vyhodami i nevyhodami do nasledu-
jicich tfech reSeni:

1. Dokument je rozdélen dle vét. Nevyhodou je piilis
veliky délkovy rozptyl, ktery lze ¢astecné kompen-
zovat délenim souvéti, ale i tak mohou byt nékteré
véty velmi kratké nebo naopak dlouhé.

2. Dokument je rozdélen podle pfedem definovaného
slova nebo funkéni hodnoty hasovaci funkce, ktera
muze byt spolecnd pro vice slov. Vyhodou ha-
Sovaci funkce je redukce potfebného pamétového
prostoru. V tomto pfipadé jiz nedochézi k velkym
rozptylim jako u predchoziho feseni. Nevyhodou
je jazykova zavislost, kterd muze vést v nedosazi-
telnost pozadované délici hodnoty.

3. Dokument je rozdélen na pravidelné ¢asti po n slo-
vech, coz zajisti stejnou délku vSech vytvare-
nych ¢asti textu. Pro tsporu pamétového prostoru
lze opét vyuzit hasovaci funkce. Rozdéleni textu
"Ména beéhem posledniho dne zaZila na trhu dras-
ticky propad” na pravidelné ¢asti po tfech slovech
bude vypadat nasledovné:

— ”"Ména béhem posledniho”
— "dne zaZila na”
— 7trhu drasticky propad”

Po rozdéleni dokumentd na mensi ¢asti muzeme po-
rovnavat jednotlivé ¢asti ovéfovaného dokumentu viici
¢astem dokumentt ulozenych v databazi. Uchovavany
jsou pouze unikatni c¢asti textu, které jsou sdileny
prislusnymi dokumenty. Pii vyhledavani se pro ma-
ximalni urychleni vyuziva prostfedku databaze a jeji
schopnosti indexovat texty. Schéma prislusné databaze
je zobrazeno na obrazku 1.

3.2 Odstranéni problému s posuvy textu

Pti kopirovani dokumentu nikdo nekopiruje cely do-
kument 1:1. Obvyklé se jednd o kopirovani nékolika

Ovéfovany <
dokument ST

Databaze
dokumentt

Obrazek 1. Databaze pro vyhleddvani plagiatt.



vét nebo odstavci. Dislednéjsi plagiatori pak prefor-
muluji ¢ast véty nebo alespon nahradi néktera slova.
Vkladdanim nebo mazanim textu se v dokumentu rtizné
posouva text. Tato zména ovlivni i tvorbu rozkousko-
vaného textu. Dojde naptiklad ke stavu, kdy v data-
bazi budou uloZeny casti ”"Meéna behem posledniho”
a "dne zaZila na”, kdezto nas vyhledavany text bude
”behem posledniho dne”. PFi vyhledavani se jednotlivé
¢asti neprekryji a dané ¢ast nebude do vypoctu zahr-
nuta.

Resenim zminéného problému je vytvoiit z textu
n-gramy. PTi generovani n-gramt fadu n, ktery se sho-
duje s n uzitym pro déleni textu, ziskdme pro kaz-
dou c¢ast textu vSechny mozné varianty posunu. Ne-
vyhodou jsou zvySené naroky na paméf, protoZe se
pocet Casti textu zvysi n-krat. N-gramy stac¢i genero-
vat pouze pro jednu ze stran, tzv. pro ovérovany doku-
ment nebo dokumenty ulozené v databazi. Na opacné
strané 1ze text rozdélit po n slovech.

Pro priklad pouZzijeme predchozi text ”Ména
behem posledniho dne zazila na trhu drasticky propad”,
ktery pro tsporu mista prevedeme na posloupnost ¢isel
1234567 8 9. Posloupnost rozdélime na pra-
videlné ¢asti po tiech slovech (n = 3) a ulozime do
databdze 1 2 3 | 456 | 7 8 9.

V pripadé, Ze text n€kdo okopiruje a pokusi se
o jeho zakryti, mtze provést nasledujici t¥i operace:

a) Odstranéni slova z textu
e "Ména béhem posledniho dne zazZila na trhu
propad”
e Jgramy: 123 ]| 2341|345
| 56716729
e Shoda:1 23 | 456 | +89
b) Vlozeni nového slova do textu
e "Ména béhem posledniho dne zaZila na ceském
trhu drasticky propad”

| 456

e 3gramy: 123|234 | 345|456
| 5610 | 6 107 | 1078 | 789
e Shoda:1 23 | 456|789

c) Zaména slova v textu
e "Ména béhem posledniho dne prodélala na trhu
drasticky propad”
e 3gramy: 1 23| 234 | 345al 4 5a
6| 5267|678 789
e Shoda:1 23 | 456 | 789

7Z prikladu je vidét, ze pridani, odebrani nebo zaména
jednoho slova ve vété zpiisobi maximalné jednu ne-
shodu pfi porovnavani n-grami s rozkouskovanym tex-
tem. Z toho lze vyvodit, Ze pfi déleni dokumentu po
n slovech, kde n je stupen uzitych n-gramt, by musela
byt provedena zaména nejméné kazdého n-tého slova
pro kompletni zmateni algoritmu. V pfipadé delsich
dokumenti je takovato zdmeéna bez kompletniho pre-
psani témér nemozna.
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3.3 Porovnavani dokumentu s databazi

V predchozi sekci byla objasnéna metoda porovnava-
jici rozkouskovany text s n-gramy. Celkem lze odvodit
CtyTi rizné varianty, kde kazda ma jisté vyhody i ne-
vyhody. Tabulka 1 zobrazuje vSechny mozné varianty.
7 uvedenych pristupt je pro redlné nasazeni a svou
uspornost nejvhodnéjsi varianta N:1. Varianta 1:N je
vhodné v pripadé, Ze preferujeme maximalni rychlost,
bez ohledu na dostupny pamétovy prostor. Posledni
varianta N:N je spiSe pro experimentalni tucely, kde
se predpoklada hlubsi zpracovani textu a vyhledavani
zavislosti mezi dokumenty. Naproti tomu varianta 1:1
je z praktického hlediska nepouzitelnd, protoze neni
odolnd vici posuntim textu, ¢imz je identifikace plagi-
atu znacné znesnadnéna.

4 Porovnani metod extrakce n-gramu

N&as dalsi vyzkum je zaméfen na vybér vyznamnych
n-grami, které budou pouzity pro zvySeni presnosti
detekce plagiatt a ztzeni mnoziny porovnavanych do-
kumentt. K tomuto acelu jsme provedli srovnani me-
tod pro extrakci rtznych stupnt n-gramt a vypocet
jejich éetnosti.

Do porovnani jsme zaradili aplikaci
Text2Ngram [9] implementujici metodu Suffix
Tree, kfNgram [8] implementujici metodu Suffix
Array, vlastni implementaci Suffix Tree pojmenova-
nou RT-SuffixTree [7] a implementaci invertovaného
indexu pojmenovanou DF-InvertedIndex [7]. Extra-
hovany byly n-gramy fadu 5, 7, 9, 11, 13 a 15
z testovacich korpust o velikosti 5MB a 20MB. Testo-
vaci korpusy byly vytvoreny ndhodnym vybérem vét
z korpusu Reuters Volume 1.

Na obrazcich 2 a 3 jsou zobrazeny vysledky na-
Seho porovnani. K tomu byl pouzit pocitac¢ Intel Core
2 Duo E6600, 2GB RAM a 1TB HDD (2x500GB
RAID-0) s instalovanym operaénim systémem Win-
dows XP Professional SP2.

35 4
%=
30 — —%— DF-Inverted
— Index
w, 25
_;: 20 ———F=— O | —o— kfNgram
‘g . M /A/A/
@ VK —A— Text2Ngram
O 10
5 ——RT-
SuffixTree
0 T T T T |
5 7 9 11 13 15

Stuperi n-gramu

Obréazek 2. Extrakce n-grami z 5MB korpusu.
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Varianta| Pristup | Pristup Odolnost Rychlost |Pamétové
ovér. dok.| databaze |vuéi posunu|vyhledavani| naroky
1:1 Déleny text|Déleny text Ne Vysoka Nizké
1:N  |Déleny text| N-gramy Ano Vyssi Vysoké
N:1 N-gramy |Déleny text Ano Nizsi Nizké
N:N N-gramy | N-gramy Ano Nizsi Vysoké
Tabulka 1. Metody porovnavani dokumentt s databazi.
200 - Array dosahuje téméf konstatniho ¢asu pro rizné rady,
180 f———— * * . DF-iverted a proto je lepsi volbou pro nase experimentovani. Nas
— 128 Index dalsi vyzkum se ubird smérem k bonifikaci v§znam-
8 120 —o kiNgram nych n-grami@t béhem vypoctu. Pro rychlejsi detekci
g lagidtu zamyslime tvorbou vhodnjch otiskli omezit
£ 100 o — plag 'a y ! ) Y
o 80 %/ /A/A//” —— Text2Ngram mnozinu porovnavanych dat.
©
0O 60
j0 o RT. Annotation
28 SuffixTree N-gram utilization for plagiarism detection
5 7 é 1‘1 1‘3 1‘5 Growing popularity of Internet has brought the possibi-

Stupefi n-gramu

Obrazek 3. Extrakce n-gramti z 20MB korpusu.

Z provedenych testu je vidét, ze metoda Suffix Tree
(aplikace Text2Ngram a RT-SuffixTree) je pro vypocet
vy$si fadd nevhodné. Jeji vypocetni cas linedrné roste
pro zvysujici se Tad n-gramt. Naproti tomu metoda
Suffix Array (aplikace kfNgram) méa téméf konstanti
prubéh pro vyssi fady. Metoda invertovaného indexu
(aplikace DF-InvertedIndex) méa podobny pribéh, ale
je nékolikanasobné pomalejsi nez Suffix Array.

5 Budouci prace

Soucasnou metodu vyuzivajici n-gramy pro detekci
plagiati zamyslime zpfesnit bonifikaci vyznamnych
n-gramd béhem vypoctu. Kromé toho planujeme pro-
vést testovani vlivu rtznych délek n-gramt a jejich
kombinaci v prostiedi ¢eského jazyka.

Pro detekci plagidtu je nutné provést porovnéani
se vSemi dokumenty v databazi. Nasim dal$im cilem
je tvorba otiski dokumenti, které by ztzily mnozinu
porovnavanych dat. Téz predzpracovani, omezujici
mnozstvi dokumentd na témata vztahuji se k ovéro-
vanému dokumentu, by zrychlilo vypocet.

6 Zavér

V tomto ¢lanku jsme nastinili problematiku plagiator-
stvi a vyuziti n-gramu pro odhalovani plagiatt. Zaro-
ven byly objasnény rdzné varianty aplikace n-gramu
na strané ovéfovaného dokumentu a databéaze, véetné
jejich vyhod i nevyhod. Pro extrakci vyssSich fadi
n-grami a vypocet jejich cetnosti jsme provedli srov-
nani metod Suffix Tree, Suffix Array a invertova-
ného indexu. Z vysledki je patrné, ze metoda Suffix

lity to download a lot of different documents. This paper
describes some common methods relating to the widely
spread plagiarism. Employing n-grams is discussed in de-
tail to detect overlapping documents and to avoid issues
caused by text shifting. At the end of this paper we com-
pare various methods for higher n-gram sizes extraction.
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Abstract. The Semantic Web is not widespread as it has
been expected by its founders. This is partially caused by
lack of standard and working infrastructure for the Seman-
tic Web. We have built a working, portable, stable, high-
performance infrastructure for the Semantic Web. This
enables various experiments with the Semantic Web in the
real world.

1 Suffering of the Semantic Web

The main goal of the Semantic Web is to create a uni-
versal medium for exchange of data. The Web can
reach its full potential only if it becomes a place where
data can be shared and processed by automated tools
as well as by people. For the Web to scale, tomorrow’s
programs must be able to share and process data even
when these programs have been designed totally inde-
pendently [1].

Unfortunately, it seems, this goal has not yet been
reached, albeit years of research by numerous resear-
chers and large number of published standards.

We believe the Semantic Web is not yet widespread
due to three prohibiting facts: missing standard in-
frastructure for Semantic Web operation, lack of in-
terest from significant number of commercial subjects,
and last but not least absence of usable interface for
common users.

A nonexistence of a full-blown, working, high-per-
formance Semantic Web infrastructure is one of the
main disablers for Semantic Web common use.
Whereas the “old web” has clearly defined infrastruc-
ture with many production-ready infrastructure
implementations (e.g. Apache, IIS), the Semantic Web
has only experimental fragments of infrastructure with
catastrophic scalability (e.g. Sesame, Jena).

Current standards of the Semantic Web do not al-
low it to be used by common users. Whereas any user
of WWW can easily navigate using hyperlinks in an
available, production-quality WWW client, a Seman-
tic Web user currently has only a choice from a set
of complicated query languages (e.g. SPARQL [§],
SeRQL [3]). These query languages are not intended

* This research was supported in part by the National
programme of research (Information society project
1ET100300419).

for casual users, only small number of people are able
to use them, which is one of the factors that prevent
spreading of the Semantic Web.

We have concentrated our effort to elimination of
the first problem and we will describe our implemen-
tation of the Semantic Web infrastructure.

Next chapters are organized as follows: after an
overview of the infrastructure there is a description
of gathering and parsing documents from web in sec-
tion 3. Section 4 describe import interfaces and their
implementation. Section 5 deals with semantic query-
ing and query evaluation. Final two sections contain
performance comparison and conclusions.

2 Semantic Web infrastructure
overview

We have recognized and described the problem
of a missing, standard infrastructure for the Semantic
Web in our article [10], where we have proposed
a general Semantic Web infrastructure. During
the last year we have made a significant progress: we
have implemented full-blown, working, fast, scalable
infrastructure for the Semantic Web.

The figure 1 depicts the overall scheme of
our infrastructure. In this picture rectangles rep-
resent active processes, diamonds are protocols
and interfaces, and grey barrels represent data-
storages. All solid-line shapes depict implemented
parts of our infrastructure, whereas all dashed-line
shapes represent possible experimental processes. We
have designed and implemented an object oriented
library for a data-storage access independent on back-
ground data-storage implementation.

2.1 SemWeb repository

The heart of our infrastructure is the SemWeb
repository. It is responsible for storing incoming data,
retrieving results for queries, and holding the
ontology used for the data. It consists of the SemWeb
data-storage, which is responsible for holding Seman-
tic Web data in any format (e.g. any relational data-
base, Kowari). Import interface enable fast, parallel
data storing, and hide details about background
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Fig. 1. Infrastructure overview.

SemWeb data-storage import capabilities. It will be
described in greater detail in the chapter 4. The query
interface has two difficult tasks: to be independent on
a query language or environment and to be indepen-
dent on the SemWeb data-storage query capabilities.
More about this part of our infrastructure in the chap-
ter 5. The last part of the SemWeb repository is the
SemWeb server. It is a background worker that com-
putes inferences, makes data unifications, and fulfills
the task of a reasoner as well. It utilizes import and
query interfaces for data manipulation.

We believe that we do not need to have accurate
data and computed inferences in the moment of the
data import. Just like the real world, the knowledge
about the world changes at each moment and we are
not able to catch it in one snapshot. Therefore post-
processing data by the SemWeb server and computing
some additional data in background is acceptable and
feasible.

2.2

We have two distinguishable sources of data.
The simplest one is a data import through importers
from external data-storages. The task of importers

Import paths

is mapping external data-storage data-scheme to the
SemWeb repository ontology. The second source of
data crawls the wild Web using the Egothor web
crawler [6]. More about this path in the next chapter.

2.3 Query environments

Query environments present outputs from SemWeb
repository. They make queries using query interface
of the SemWeb repository and present results of the
queries to users in any feasible manner. As an
example, we have implemented a SPARQL compiler,
which translates a subset of SPARQL queries to our
query interface requests.

2.4 Portability

We have implemented nearly all parts (excluding
Egothor implemented in Java) in ISO/TEC 14882 C++,
which brings full portability among different systems
and compilers. Moreover, it allows us to implement
bindings to other broadly used languages e.g. Java

or C#.

3 Retrieving web documents

In the original proposal [10], there was a direct
Egothor plugin for semantic data and metadata
acquisition. This runtime structure would have several
disadvantages:

— The plugin dedicated to semantic experiments
runs within the same environment as a general-
purpose web robot. It may cause deficiencies in
stability and performance.

— Many semantic experiments need to apply several
algorithms to the data set. Multiple data acqui-
sition would cause unacceptable load to both the
extractor and data providers.

— The web robot could not be dedicated to seman-
tic data acquisition - it executes tasks for a lot of
clients.

We have decided to separate the web gathering and
the semantic processing, both in time and space. The
current infrastructure implementation is depicted on
figure 1.

The document is converted into a stream of SAX
events which enables us to process its internal struc-
ture more comfortably. This stream is then sent by
the Robot UDP Transmitter Protocol (RUTP) [5] to
the Collocator. This server reads document requests,
converts them to RUTP commands, sends them to
the robot, receives streams of SAX events, completes
them, computes tree indexes and in case of success-
ful transmission stores each parsed document into the



database. All these activities are driven by SemGet
module, which is basically an API wrapped by a com-
mand-line user interface.

The database stores each document in a structure
similar to a XML Region Tree [7] or a NoK pattern
tree [11]. The main feature of this structure is query
efficiency - for a given element, all of its ancestors or
descendants in an element set can be queried with
optimal cost.

4 Import interfaces

This chapter gives a brief overview of data structures
and functions used to import data into SemWeb data
store.

4.1 Data structures

The basic property of the import interface is a defin-
ition of internal memory structure for data insertion
(sometimes called RDF Graph) and functions which
provide connection to the data store. The internal
memory structure can be filled by both RDF triples
and reifications. The content of this structure is
periodically saved into the data store.

Every data store that supports this interface
should implement at least:

— InitializeConnection(repository_name, user_name,
password, parameters). This function initializes
connection to data store. We assume that every
data store is identified by at least name, login
name and password. Other data store specific pa-
rameters can be inserted into the last argument.

— InitializeInserts(Import type). This function ini-
tializes an insert into data store. Parameter
“Import type” determines whether batch insert is
used.

— FinishInserts(). This function finishes an insertion
and propagates all triples into the data store.

— InsertTriple(triple). This function inserts a triple
into the internal memory structure.

4.2 Implementation

We have implementation the interfaces in C++. The
data is stored in an Oracle relational database [4].

Import type Some components (e.g. SemWeb
server) query the data and when they deduce some for-
merly unknown knowledge, they insert the information
back into the data store. These information is typically
represented by a small number of triples, because the
quality of these information is more important then
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their quantity. Other components (e.g. Importers)
insert large amount data into the data store. The goal
for these components is to import data quickly.

Conclusion: The import interface for any data store
should support two modes:

— Insert immediate, where data are inserted imme-
diately when InsertTriple function is called.

— Batch insert, inserts data into a temporary space
and after the import is finished, the whole data is
saved into the data store.

Our implementation supports both modes.

4.3 Local cache

Due to performance optimization we had to add
a cache for inserted triples into the import interface.
The cache is usable with data stores based on both
relational database and other data stores with remote
access.

In the case of relational database based data store,
it is better to insert triples in shorter transactions,
but do not commit the transaction after each inserted
triple. It prevents extensive record locking and too
long response times produced by frequent commits.

In case of other types of data stores, caching can
help mitigate negative effect of high network latency.
The interface can send more triples in one request and
thus eliminate useless waiting for the network.

5 Query interface

We have developed an interface to query the data. The
interface is based on simple graph matching and rela-
tional algebra. Simple graph matching allows only one
type of query. It consists of a set of RDF triples that
contain variables. Result of the query is a set of pos-
sible variable mappings. This set can easily be
interpreted as a relation with variable names used as
a schema for the relation.

Relational algebra operations (e.g. joins or selec-
tion) are used on the relations created by simple graph
matching. These operations are widely known from
SQL, which was a major argument for this choice.
Database developers are already familiar with these
operations and a lot of work has been put into opti-
mizing these operations.

So far, we decided to support only some of the
common relational operations. Since the schema of
elementary relations (results of basic graph patterns)
consists of variable names and so it is defined in the
query and not in the database schema, we use only
natural joins. Variable names are used to determine
which columns should the join operation operate on.
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5.1 Selection

Selection operation revealed several problems specific
to RDF querying. While in traditional relational
algebra it is easy to maintain type information for each
column, it is not possible in RDF. Even a simple query
can produce result that contains values with different
data types in one column.

With this in mind, we have to con-
sider behavior of relational operators when it
comes to different data types. For instance, in

SPARQL [8] the operators should consider data types
for each value separately, so one operator in one query
compares some values lexicographically by their string
value and some other values numerically by their
value.

This is a serious performance problem that
for instance makes it impossible to use indexes to
evaluate expressions like x < 5 and especially z < y.
On the other hand, such behavior is often not neces-
sary because the user has certain idea about data type
of z in x < 5. So we decided to make the type informa-
tion part of the query. Then & <jpteger 5 yields true
for integers smaller than 5, false for integer greater
or equal to 5 and error if x is not integer. This error
always removes the whole row from the result.

This definition makes translation of queries to SQL
more simple and efficient since it can be easily
evaluated by functional index that stores inte-
gral values. Conditions like 8 < x and x < 10 can
be evaluated by simply traversing small part of this
index.

5.2 Query language

We decided not to create yet another SQL-like query
language. Since the query interface is intended to be
used not by people but rather software, the query
interface is actually a set of classes. A query is basically
just a tree of instances of these classes. Had we created
a query language, our form of query would basically
be a derivation tree of a query in that language.
An example of a simple query tree:

— Natural join
e Left natural join
+ Basic graph pattern P1
* Basic graph pattern P2
e Basic graph pattern P3

In this query we have three basic graph patterns
P1, P2, and P3, that each produce a relation. Then
the relations produced by P1 and P2 are joine using
natural left join and the result is joined using plain
natural join with the result of P3.

5.3 Query example

Following C++ code shows a simple query that out-
puts first and last name of all people that have both of
them and whose last name is either “Tykal” or starts
with “Dokulil”.

Triples triples; triples.push_back(Triple(
Variable("x"),
URI(L"http://example.org/last_name"),
Variable("y")

)); triples.push_back(Triple(
Variable("x"),
URI(L"http://example.org/first_name"),
Variable("z")

)); Table *query_tab=
new Filter(

BasicGraph(triples),
OrExpression(

TestSubstringExpression(
NodeExpression(Variable("y")),
NodeExpression(Literal (L"Dokulil")),
true, false

),

EQExpression(
NodeExpression(Variable("y")),
NodeExpression(Literal(L"Tykal"))

)

)
)5

std::vector<Variable*> vars; vars.push_back
(new Variable("y"));

vars.push_back(new Variable("z")); Query
query(vars,query_tab,false); Query query_table
(query) ;

The query consists of a basic graph query with two
triples and three variables. Then a selection is applied
to the result and finally a projection is used to return
only columns with first and last name.

5.4 Query evaluation

We did not want to limit ourselves to just one system
for data storage. Since the beginning of development
we have been using four different data storages with
several other in mind. Each of the systems offered dif-
ferent query capabilities from just evaluating all stored
RDF triples to sophisticated query languages.

If we placed strong requirements on query
capabilities of those systems, we could use only a few of
them. On the other hand, we wanted to provide a more
sophisticated query interface than that provided by all
of the systems. Furthermore we wanted to use as much
of the systems’ query capabilities as possible.

The contrast between complex query interface we
wanted to give to the user and only very basic query



capabilities provided by data storage system made it
obvious that our system must be capable of evaluating
the queries itself.

By implementing all operations within our system,
we have reduced the requirements for the data storage
engine to just one. The engine has to be able to list
all stored triples. Thus the system is capable to use
extremely simple storage engine that does nothing but
read RDF triples from a Turtle file [2].

One of the other storage engines is a Oracle data-
base. It would be highly inefficient to use the database
only to list all triples, since we want to make some
relational algebra operations on the data and Oracle
have spent years optimizing these operations.

As a result, our system is capable of evaluating any
query itself, but tries to use any help the storage engine
can provide. This makes adding a new storage engine
very simple since all that has to be done is implement
listing of all stored triples. The same goes for adding
new features to the query interface. Once the feature
is implemented in our system, it is immediately avail-
able with all storage engines. Of course, performance
of query evaluation will probably be suboptimal.

5.5 Evaluation algorithm

Since every storage engine can have specific capa-
bilities and limitations, we could not establish a set of
rules to decide, what can be evaluated by the engine
and what has to be evaluated by our system. Thus
each engine must also contain an algorithm to deter-
mine whether it is able to evaluate a query.

For query @ the evaluation plan is found like this:

— If the storage engine can evaluate @) then this
evaluation plan is used.

— If @ is basic graph pattern then it is decomposed
into individual triples, evaluation plan for each
triple is found and the results are joined together
by our system.

— If @ is an algebraic operation, evaluation plan for
each operand is determined and the operation is
applied to the results by our system.

The limitation of this algorithm is, that it does not
try to rearrange the query in order to achieve better
performance either by choosing a more efficient evalua-
tion plan or by allowing the storage engine to evaluate
greater part of the query itself, which will probably be
more efficient. This problem is a more complex ver-
sion of optimization of relational algebra expressions
and will be a subject of our further research.
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6 Performance tests

6.1 Test environment

The test environment consist of two machines. The
first one hosts a Oracle database server (2x CPU Xeon
3.06 GHz with hyper-threading, DB instance was
assigned 1.0 GB RAM) and the second one is an
application server (2x CPU Quad-Core Xeon 1,6 GHz,
8GB RAM).

All tests used large data containing 2.365.479 tri-
ples (303 MB Turtle [2] file).

6.2 Data import

Implementation showed us several bottle-necks of our
solution and helped us improve the performance. The
first touchstone we focused on was the speed of data
load into the data store. If we compare data stores
from [9] then our test implementation has very good
results.

Data were loaded in 100k triples batches. The
whole load took 1 hour and 54 minutes, out of which
1 hour and 14 minutes were spent transferring data
from source data file to temporary tables in the data-
base and other 18 minutes were spent on cleanup ac-
tions.
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Fig. 2. Average load time 2,3 M triples into SemWeb data
store.

Our implementation has almost linear dependency
on the size of the input data. Figure 2 shows that
our implementation has better scalability than
a Sesame-DB data store.

Comparison with Sesame-db repository The
main goal of this test was to compare the SemWeb
repository with an existing solution based on a rela-
tional database. The Sesame-DB repository was con-
nected to a local instance of Oracle database. The
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SemWeb repository was connected to the same
instance. We tried to load 150 000 triples into each
of them. The SemWeb repository loads this data in
780 seconds. The Sesame-db finished loading near
118 000 loaded triples. The error was low space in the
TEMP tablespace (512 MB).

The SemWeb repository was primarily designed to
work with a huge semantic data whereas the
Sesame-db was probably designed to store only smaller
semantic data. So the Sesame database schema and
SQL statements are not written appropriately for
loading of a large amount of data.

6.3 Query performance

Although we have tried to implement the algorithms
used in query evaluation in an efficient manner the
algorithms themselves are only basic versions so the
performance of the query evaluation leaves a lot of
space for improvement.

We have tested three different storage engines:

— BerkeleyDB based storage that stores triples in
a B-tree

— fully in-memory engine

— Oracle-based RDF storage

Since most other RDF storages are implemented
in Java, using them as a storage engine in an efficient
manner is not an easy task and will be addressed in
the future.

First, we measured the performance of evaluation
of the query presented in section 5.3.

The BerkeleyDB-based storage engine required
1.8 seconds to complete the query, while in-memory
engine took only 0.7 seconds. The performance

of Oracle-based engine was the worst, requiring
6.4 seconds.
We have expected these results. The cur-

rent in-memory engine is read-only and is optimized
for best performance in queries similar to the one we
tested. On the other hand, we used the Oracle data-
base only to provide us with plain RDF triples and
performed the join operations in our system. But this
is not the main reason for the bad performance. The
problem is, that the Oracle database is placed on
another server and network delays for each returned
triple add together. Had we used the Oracle database
to join and filter the results the performance would
have been much better due to smaller network trafic
and better optimization of joins in Oracle. Our mea-
surements showed that time required to evaluate this
query is around 0.2 seconds.

7 Conclusion

We have implemented and thoroughly tested the
infrastructure for gathering, storing and querying se-
mantic data. We have focused our efforts on effectivity,
extensibility, scalability and platform independency.
Both our experiences and benchmarks show that this
goal is feasible. Our infrastructure is currently used
as a platform for further semantic web research. We
expect to enhance both interfaces and functionality to
support these semantic experiments. As a long-term
goal, we plan to interconnect diverse semantic
repositories, possibly with different implementation.
Such interface-based loosely coupled network could be-
come a nucleus of really usable semantic web, both for
academic and practical purposes.
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Abstract. This project deals with the problems of utility
of mobile equipment working in the biomedicine field, par-
ticularly telemedicine. This field is relatively new; it focuses
on the observation of the life functions from a distance.
Practically developing system works with the ECG sensor
connected to mobile equipments, such as PDA / Embed-
ded, based on operation system Microsoft Windows. The
whole system is based on the architecture of .NET Com-
pact Framework, and other products, such as SQL Server
by Microsoft too. This work also deals with the comunica-
tion of mobile equipments with sensors and with the server
via Bluetooth, WiFi, and GPRS/EDGE. The mobile equip-
ment used serves primarily for measuring and the process-
ing of data from the semsors and their visualization as
a graph. The data are also given to the server for further
processing and the analysis of the current health of the pa-
tients, due to small efficiency of the mobile equipments[1].
The main task we deal in the server part of application is
recetving of the data via web services and further process-
ing, management and analysis of this data. For the analysis
of received data and further evaluation of the electrocardio-
gram, there is a self-organizing neural network [2].

1 DMotivation

The basic idea is to create a system which cont-
rols important information about state of wheelchair
bound (monitoring of ECG and pulse in early phases,
then other optional to patients monitoring in hospi-
tals or people working in extremely hard conditions.
The biggest limitation is the accessibility of measuring
devices in acceptable and adaptive size or comfortable
to have about one [1].

Measured device was tested in extreme conditions
in a cryogen room ! in Teplice (-136C), where the final
system will be installed. Implementation of the data
transmission security was not solved. Whole system
is classified as “work in progress” system and it is in
testing phase where we found mistakes and repaired
them.

2 System architecture

This system consists of several relative-connected
parts that can communicate among themselves,

! Cryogen room - room with very low temperature, nowa-
days using low temperature for medical acts

-
1
T
S
Fig. 1. Measurement schema.

so they can approach their function. These parts are:
measuring sensor, PDA or embedded device, and
server for data process and evaluation. Beside these,
most important parts that are worth mentioning are
various kinds of accessories, such as GPRS, WiFi,
GSM, Bluetooth or GPS modules. By means of them
we can communicate. Mostly we use the fastest tech-
nology in signal coverage.

Data acquisition and data transmission are
the most important parts of this system. Responsible
for correct working are: correct sensor configuration,
sensor calibration, data transfer synchronization, and
relative communication between sensors and data re-
ceiver.

The administrator can add or remove a new pa-
tient by means of a PDA program. This step is repre-
sented in a server with WEB service. Patient’s data is
removed or added into a database file.

%“

1. Administrator

<<Include>>

Fig. 2. Administrators possibilities.
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<<Extend>> <<Include>>

1. Operator/Doctor

<<Include>>

<<Include>>

<<Include>>

<<Extend>>

<<Extend>>

<<Extend>>

<<Extend>>

<<Include>>

Fig. 3. Operators/Doctors role.

System can display saved data from database file.
A doctor can configure or set a neurone network.
A change of that is shown in the XML file enshrining,
where the neurone network setting of the patient is
kept.

The doctor receives the information about down-
grade of patient’s status. In the case of doctor’s reac-
tion, he sends for an expert assistance, such as a heli-
copter or an ambulance. In case of false alarm, he can
configure a neurone network or leave it unchanged, if
that was a sporadic incorrect interpretation.

The application is communicating with an ECG
Measurement Unit (Corbelt or Blue Keg) through
a virtual serial port using wireless Bluetooth
technology. Then, after pushing a button, all neces-
sary parameters are set and the communication may
begin. Measured data are stored in a Memory Card to

—

1. Patient

<<Include>>

Fig. 4. Patients role.

a database in MS SQL Server 2005 Mobile Edition [1].
During implementation, several problems were found,
resulting from faults and simplicity of the NET Com-
pact Framework architecture.

— Communication - the Framework SP1 is needed
for support of Virtual Serial Port for HP devices
with Windows Mobile 2003 operating system.

— Virtualization - graph visualization without
Draving.2D nape space.
— Data storage - writing speed, data storage

demands, automatic incrementation of the ID of
a data record.

The performance of available devices seems insufhi-
cient for sequential access; parsing of incoming packets

Metoda
ParseRecievedDatal)

ctocda
paketRespanse(]

COM part Eltronka

Fig. 5. Bluetooth communication.



History
i v

updateDataToGraph (int data)

ParseRecievedData ()

il
|
|
|
Y-Axis

Real-time

X-Axis

Fig. 6. Packet parsing.

is heavily time-consuming. Pseudo paralleling 2 is re-
quired. If Windows Mobile OS versions 2003 to 5.0
are used, the processing of data from a professional
EKG is not realizable due to thread count limitations.
A newer operating system can be used to solve this.

Current application is highly specialized and writ-
ten to accommodate specific hardware. Usage of any
other hardware is not possible. This is due to
different methods of packet folding, which are unique
on each device [3]. This is partly caused by the length
of the Telemedicine branch. Operating of the device is
most simplified with the least possible count of steps
regarding user registration, measurement device con-
nection and the measurement itself.

2.1 Server part

In order to run a server, an operating system
supporting IIS is needed. IIS is an Internet Informa-
tion Server application allowing users to connect to
the web server by the well-known HTTP protocol.

The web service transfers data between the server
and PDA / Embedded devices. It reads the data, sends
acknowledgments, stores the data to the database and
reads them from it. The service is built upon
ASP.NET 2.0 technology. The SOAP protocol is used
for the transport of the data, which are in XML for-
mat. That is an advantage since it allows the commu-
nication of multiple different technologies and plat-
forms.

The Wireless ECG approaches a real professional
ECG with data rate as high as 800 records per
second [3]. That makes 48 000 records per minute
and 2,880,000 per hour. Considering 100 patients, the
value gets to 288,000,000 records per hour. Even if the
server accepted only 50 records per second, the sum of
records for 100 patients per hour would be 18 million
records. That is an extreme load for both server and
the database system; hence a better way of storing
data is needed.

2 pseudoparallel - process switching
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&ED

Embedded

Server + DB

Fig. 7. Web service communication.

Fig. 8. Web service possibilities.

Methods that devices communicating with the web
service can use include:

receiving measured data
— receiving patient data
deleting of a patient

— patient data sending

To observe measured data effectively, visualization
is needed. A type of graph as used in professional so-
lutions is an ideal solution. To achieve this in a server
application, a freeware Zed Graph library can be used.

For data analysis, neural nets are a convenient so-
lution. However, there are problems in the automatic
detection of critic states. Every person has its own
specific ECG pattern. What is completely normal for
one person can indicate crisis for another. The Neural
net has to learn to distinguish critical states of each
patient separately.

The basic characteristics of a neural net:

— 10 x 10 neurons

— values with decimal point values for precise results

— the learning is based on 3-4 minutes of recording,
which is approximately 36000-45000 recorded
values

— incorrect values are filtered out

— filtering decreases the amount of values to
about 10%, which is still well enough for learning
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— the learning cycle with 4200 values takes
approximately 30 seconds (CPU PIII 1.2 GHz)
with C# implementation

— after each data receiving, the net responds with
YES/NO (accepted/declined)

— interruption can be invoked on demand, thus
making correction of the net by a new value [2]

To make the specialist’s or operator’s intervention
possible, the system must dispose with a user-friendly
interface, possibly imitating those on medical
appliances. This area is still in early development.

3 Data analysis

The data acquired from measuring device are incom-
prehensible for a man, because they are represented by
a HEX 2 format packet. The data needs to be stripped
of redundant information like packet numbering and
transformed to a recognizable state - a graph.

This is done during the packet parsing in PDA /
Embedded device, where HEX information 2 bytes in
length transform to a binary state, where the data are
carried on the first 12 bits. They are transformed to
a decadic state and are sent to further processing -
sending the data to the server, storing them to a local
database or visualization.

The visualization using PDA / Embedded is just
a simple visualization of a spline in a real-time or his-
torical graph. In the server application, the visualiza-
tion is far more complex, with the possibility of storing
the current spline as an image, printing, or zooming.

Neural net of the SOM # [6,7] type on the server
is 10x10 in size. The initial weight of each neuron is
random. The weighs are assigned progressively by
learning. Finally, the whole structure is ready
to accept data to analyze. Each patient has his own
neural net stored on a server in XML format.

4 Summary

The evolution of Telemedicine is unstoppable and
apparent; therefore ways need to be found to improve
the quality of hospital services, spa services or
hazardous environment workplaces. The area of soft-
ware products working on embedded devices in
hazardous environments or PDAs in personal health-
care is still opened and unoccupied. Personal health-
care products are freely available [4] and with minor
modifications on hardware they can be used for data
acquisition using wireless Bluetooth or ZigBee tech-
nologies. By means of data transfers, the acquired data

3 HEX - hexadecimal order
4 Self-Organizing Maps - neuron network type

can be gathered in database systems providing access
for our personal doctor, who can be alerted in case of
trouble.

Why are there systems available to protect our
properties and not our health? Is it not the most
valuable property of ours?
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Abstrakt Ndvrhové vzory sa za posledné desatrocie stali
velmi uZitoénym ndstrojom na skvalitnenie procesu vijvoja
softvéru. Modelovacie techniky, ktoré sa v sucasnosti pouZi-
vaju pri ndvrhu, vSak tento trend stdle nereflektuji. Obsa-
huju len mali podporu na vyjadrenie, Ze urcité proky ndvr-
hu predstavuji instanciu vzoru. Tento prispevok poukazuje
na jedno z moznich rieSeni tohto stavu. Nami uvaZovany
pristup tkvie v mozZnosti modelovat softvér na drovni ndvr-
hovych vzorov, pricom sa snaZi zachovat prepojenie medzi
prvkami modelov na drovni vzorov a urovni bezného objek-
tovo orientovaného ndvrhu. Opiera sa pri tom o technoldgie
definované v ramci Standardu Modelom riadend architek-
tira (MDA), ktoré vychddzaju z pouZitia modelov na roz-
nych drovniach abstrakcie a transformdcii medzi tymito
modelmi.

1 Uvod

Asi najznamejsie uplatnenie pojmu vzor v softvérovom
inZinierstve priniesla praca GoF [3]|, v ramci ktorej
autori identifikovali a podla definovanej Sablony po-
drobne opisali 23 navrhovych vzorov. Stucastou opisu
kazdého vzoru je slovny opis jeho hlavnej myslienky,
priklad jeho vhodného pouzitia (vratane ukazky zdro-
jového kodu), opis rieSenia, ktoré vzor poskytuje
a diskusia o jeho dosledkoch ¢i alternativach. Hlav-
nou C¢astou opisu rieSenia je zobrazenie jeho modelu
pomocou Standardnych OMT / UML diagramov. Tie
sluzia vhodne na zachytenie prikladu pouzitia vzoru,
no nedokazu plne zachytit jeho celu Struktiaru ani mys-
lienku. Vzory opisuju ako skupinu spolupracujicich
tried, objektov, metod ¢i inych OO stavebnych prvkov,
zatial Co vzory mozeme skor povazovat za skupinu
spolupracujucich roli [6]. Tie moZu, ale nemusia, byt
hrané prave OO stavebnymi prvkami z ukézkovych
diagramov. Praca GoF nedefinuje také diagramy, ktoré
by explicitne zachytili podstatu vzoru. Existuja vsak
prace inych autorov, ktoré sa o to snazia v roznej
podobe (napr. [6], 1], [5], [7] ).

Pri pouzivani névrhovych vzorov v praxi sa spra-
vidla stretdvame iba so Standardnymi UML diagra-
mami. Obsahuju konkrétne instancie vzorov len vo
forme spolupracujiacich OO prvkov, pri¢om informéa-
ciu, ze ide o pouzitie nejakého vzoru, naznacuja len

* Tato praca bola podporena Vedeckou grantovou agen-
tarou Slovenskej republiky grant ¢. 1/0162/03.

pomenovania tychto prvkov. Presna informécia o tom,
akd rolu hra dany prvok diagramu, chyba. Potom sa
moze Tahko stat, Ze navrhar spatne nerozpozna, ze ide
o pouzitie urcitého vzoru, ¢o v konetnom désledku
moze znamenat stratu vyznamu jeho nasadenia, ¢i iné
komplikicie. Tym, Ze v diagramoch Standardne ne-
uchovavame explicitné informécie o vzoroch, ¢asto sa
v navrhu stracaju, ¢im sa sami pripravujeme o mnohé
vyhody, ktoré plyna z ich pouzitia. Nasledne vyvojari
medzi sebou opét komunikuji na arovni OO navrhu,
zatial ¢o by mohli pracovat s vy§Sou troviiou abstrak-
cie, ktortt vzory prind8aji. Vzory navySe poskytuju
elegantné moznosti rozsireni ¢i inych zmien v navrhu,
ktoré sa tymto stracaju.

2 Moznosti prace na vyssej irovni
abstrakcie

Rozsirenia diagramov zachytavajtuce informacie o pri-
tomnych ingtanciach vzorov 2] predstavujt prinos pri
modelovani softvérového névrhu s pouzitim vzorov.
Stale v8ak kladu déraz na rozmiestnenie a spolupracu
tried, pricom informacie tykajice sa vzorov su az dru-
horadé. Znamena to, ze navrhar pracujuci s takymito
modelmi robi stdle na nizSej trovni abstrakcie nez
umoznuju vzory. Samotné znacky tykajice sa vzorov
st do diagramov pridané az po vytvoreni modelu tried.
To znamené, %e navrhar musi najskor sam pochopit
vzor, manuélne vytvorit jeho instanciu v navrhu a ta
oznackovat tak, aby bolo moZné vzor spétne rozpoz-
nat.

Ovela zaujimavejsi pristup by bol, keby bolo moz-
né pracovat na vys8ej drovni abstrakcie - na drovni
vzorov. Navrhar by definoval, aky vzor chce pouzit
a ako ho chce pripojit do kontextu rieSeného systému.
Nastroj by nasledne zabezpecil vytvorenie inStancie
vzoru, ktord by korektne napojil k ostatnym cCastiam
navrhu podla Specifikicie pouZivatela. Na to, aby bolo
moZné nad nie¢im podobnym uvaZovat, je potrebné
zadefinovat dva zakladné nastroje:

— Meta-model, podl'a ktorého by bolo mozné mode-
lovat na vySSej urovni abstarakcie vzorov.

— Metody, ktoré by transformovali modely na vyssej
drovni abstrakcie do modelov na klasickej OO
arovni.
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Pri uvazovani o takomto sposobe rieSenia je vhodné
vyuzit vysledky suvisiace s iniciativou Modelom riade-
né architektira (MDA). MDA pristup umoZziiuje mo-
delovat na vysSej arovni abstrakcie nezavisle od plat-
formy, na ktorej by mal byt vysledny systém nasadeny.
Nasledne by malo byt mozné po dodani $pecifikécii
jednotlivych platforiem transformovat takto vytvorené
modely do modelov, ktoré st postavené pre konkrétne
platformy. Z nich by sa nasledne malo dat vytvorit
konkrétne, v ramci platformy pouZitelné rieSenie
(napr. zdrojové kody, konfiguracné subory a pod.).

Pre naSe potreby definovania névrhu na vysSej
arovni abstrakcie vzorov sa javi MDA pristup
ako vhodné rieSenie. Za platformovo $pecifické modely
(PSM) mozeme povazovat klasické UML diagramy ob-
sahujtce konkrétne aplikované instancie vzorov, z kto-
rych je neskor mozné vygenerovat zdrojové kody. Za
platformu moZno povazovat definicie Struktar navrho-
vych vzorov z pohladu OO néavrhu. Zostava definovat
formu zapisov platformovo nezéavislych modelov (PIM)
a nastroje, ktoré budi pouzité na transforméciu z PIM
do PSM.

Pred vyberom jazyka PIM je nutné Specifikovat
poziadavky, ktoré budi od neho vyzadované. Najdo-
lezitejsou je moznost modelovania na trovni vzorov,
pri¢om je nutné mat moZnost pripojit prvky modelu
na urovni vzorov do kontextu ostatného OO navrhu.
Tu sa javi ako najvhodnejsia moznost pouzivat UML
modely, pricom samotné prvky na tirovni vzorov budi
odliSené od ostatnych pomocou vlastného UML Pro-
filu.

3 Modelovanie vzorov

Nasledujica kapitola ukaze priklady modelovania na
vy$Sej irovni abstrakcie pre vzory Composite a Deco-
rator vratane ukazky ich moznej spoluprace.

3.1 Composite

Cielom vzoru Composite podl'a prace GoF je umoZnit
zhromazdovanie objektov do stromovych Struktur,
pricom by malo byt moZné pracovat s jednym objek-
tom rovnako ako so skupinou.

Ked sa pozrieme na vzor z pohl'adu, ako by sa mal
modelovat, moéZeme si v§imnut, Ze jediné, ¢o potre-
bujeme definovat, je trieda (pripadne skupina tried),
ktora ma byt ulozitelna v stromovej hierarchii. Ostat-
né informécie ako napriklad konkrétna forma vytvara-
nia stromovej Struktdary nie je pre nas pri modelo-
vani na vyssej arovni podstatna. Takéto informécie by
mali byt obsiahnuté v konfiguracii vytvarania instan-
cie vzoru a nie neoddelitelnou sucastou modelu.

MyComposite
{CompositePattern = true}
myOperation(){sequential, CompositeOperation = true} l |
T
|
|
|
MyLeaf
{C iteLeaf = true}

ClassWorkingWithLeaf

Obrazok 1. PIM so vzorom Composite.

ClassWorkingWithCompositePattern

MyComposite

myOperation()

MyCompositeComposite

myOperation() MyLeaf
—fadd( o
children remove() myOperation()
getChild()

ClassWorkingWithLeaf

Obrazok 2. PSM so vzorom Composite.

7 tohto dovodu sme sa rozhodli modelovat vzor
Composite pomocou dvoch prvkov modelu: prvku rep-
rezentujuceho samotny vzor a triedy, ktord méa byt po-
mocou vzoru ukladana. Na obrazku ¢. 1 sa nachadza
ukazka modelovania vzoru na vys$ej trovni. Pomocou
UML Profilu (a pre prehladnost taktiez Sedym pod-
farbenim) s odliSené prvky vzorov od ostanych OO
prvkov. PreruSovana &ara reprezentuje vztah na trov-
ni vzoru. Prvok MyComposite predstavuje inStan-
ciu vzoru ako celok. Jeho sucastou je aj
metoda myOperation predstavujica metoédu, ktoru
dokéaze vykonavat celd hierarchia a rovnako kazdy jej
¢len. Trieda MyLeaf predstavuje triedu, ktord moze
byt pomocou vzoru uloZené. Diagram zachytava okrem
prvkov na drovni vzoru aj triedy na trovni bezného
OO navrhu, pric¢om tie dokdzu navzajom spolupraco-
vat: diagram obsahuje jednu triedu pracujtacu s celou
hierarchiou poskytovanou vzorom a jednu triedu, kto-
ra dokaze pracovat len s triedou predstavujucou list
v hierarchii vzoru.

Taky model moze byt transformovany do modelu
klasického OO néavrhu. Vysledok transformécie pre
predchadzajuci model sa nachadza na obrazku ¢. 2.
Ten obsahuje korektne vytvorent inStanciu vzoru
Composite spolu s triedami, ktoré so vzorom spolu-
pracuju tak, ako to definuje model na obrazku ¢. 1.



3.2 Decorator

Vzor Decorator slazi na dynamické pridavanie zod-
povednosti triedam. Predstavuje flexibilni alternativu
ku klasickému rozsirovaniu systému pomocou pridava-
nia potomkov do hierarchii dedenia. Jeho myslienka
spocCiva v definovani tried, ktorych objekty maju byt
dekorovatelné a dekoratorov, ktoré maju rozgi-
rovat funkcionalitu tried (dekorovat triedy). Princip
dekorovatelnosti spociva v postupnom volani metod
rozSirujicich dekoratorov v ramci volania pdévodnej
metody.

Ked sa opat pozrieme na vzor Decorator z po-
hl'adu modelovatel nosti, mozeme si vSimnut, Ze priori-
tou je v rAmci modelu definovat dekorovatelné triedy
a ich dekoratory. Forma, ako tieto triedy konkrétne
spolupracuju za tcelom dosiahnutia svojho ciela, pre
nas nie je v danom momente podstatné.

Modelovat vzor sme sa rozhodli podobnym spo-
sobom ako v pripade vzoru Composite: definovanim
prvku predstavujtcim inStanciu vzoru a triedami pred-
stavujicimi dekordtory a dekorovatelné triedy. Prvok
predstavujuci samotny vzor navySe obsahuje definiciu
metddy, ktorej funkcionalita moZze byt v ramei inStan-
cie vzoru dekorovatelna. Obrazok ¢. 3 zachytava ukaz-
ku vySSiecho modelu vzoru Decorator pracuja-
ceho s jednou dekorovatelnou triedou (ConcreteCom-
ponent) a dvomi dekoratormi (DecoratorA a Decora-
torB).

Obrazok ¢. 3 zachytéava vysledok transformacie mo-
delu z obrazku ¢. 4 do bezného modelu na trovni OO
névrhu.

3.3 Kompozicia viacerych vzorov

Podobne ako sme pristupovali k modelovaniu jedno-
duchych inStancii vzorov, mozeme pristupit aj k ich
kompozicii. Predviest moZznosti modelovania na vyssej
drovni moéZeme na spolupraci uz opisanych vzorov
Composite a Decorator, ktorych spojenie umoznuje
vytvarat  hierarchické Struktiry dekorovatelnych
objektov.

Kompoziciu vzorov modelujeme velmi podobne
ako sme v predchadzajuacich prikladoch modelovali sa-
mostatné inStancie vzorov. Opét definujeme jeden
prvok modelu, v tomto pripade predstavujuci kom-
poziciu viacerych vzorov. K tomuto prvku pripojime
triedy definujuce role jednotlivych vzorov. Priklad tak-
to definovanej kompozicie sa nachédza na obrazku ¢. 5.

Model moézeme transformovat podobne ako v pre-
doslych pripadoch do klasického OO navrhu. Jednym
z0 spOsobov, ako to mozeme urobit, je transformovat
ho po ¢&astiach - najskor vytvorit inStanciu jedného
vzoru a nasledne druhého. Obrazok ¢. 6 obsahuje vys-
lednt kompoziciu inStancii vzorov.
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MyDecorator
{DecoratorPattern = true}
[myOpera(mn(J(sequenhal‘DecoratorOperauon = true) |

DecoratorB
{DecoratorConcreteDecorator = true}

DecoratorA
{DecoratorConcreteDecorator = true}

ConcreteComponent
{DecoratorConcreteComponent = true}

Obrazok 3. PIM so vzorom Decorator.
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myOperation()
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ConcreteComponent MyDecoratorDecorator
myOperation() myOperation()
DecoratorA DecoratorB
myOperation() myOperation()

Obrazok 4. PSM so vzorom Decorator.

MyCompositeDecorator
{CompositePattern = true,
DecoratorPattern = true}
myOperation(){sequential,CompositeOperation = true,

DecoratorOperation = true}

DecoratorB
{CompositeLeaf = true,
DecoratorConcreteDecorator = true}

{CompositeLeaf = true,
DecoratorConcreteComponent = true}

I
I
ConcreteComponent |
|
I

|
DecoratorA
{CompositeLeaf = true,
DecoratorConcreteDecorator = true}

Obrazok 5. PIM s kompoziciou vzorov Decorator a Com-
posite.
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Obrazok 6. PSM s kompoziciou vzorov Decorator a Com-
posite.
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3.4 Transformacie medzi modelmi

Ulohou transformécie nema byt len vytvorif "nejaku”
inStanciu vzoru. Kazdy vzor je mozné navrhnit
a implementovat viacerymi korektnymi spésobmi, tlo-
hou transformacie je aj identifikovat v danej situécii
najvhodnejsi variant vzoru a v takej podobe pripravit
jeho instanciu. Ako priklad moéZeme definovat rozne
varianty inStancii opisanych vzorov — Composite
a Decorator.

Composite

NajcastejSie opisované varianty vzoru na trovni navr-
hu sa liia v umiestneni metdéd pre pridanie alebo
odstranenie prvkov hierarchie. Tieto metoédy mozu byt
umiestnené bud v rdmci najvyssej triedy celej hierar-
chie (hra¢ roly Component) alebo len v ramci triedy
sluziace] na zoskupenie ostatnych tried (hra¢ roly
Composite) [4]. Ak sa metody umiestnia do najvysse;
triedy hierarchie, zjednoti sa sice celé jej rozhranie,
ale na druhu stranu sa tieto metédy stani bezvyz-
namné pre triedy, ktoré neobsahuja dalsie podtriedy
(listy). Urcit, ktory zo sposobov je vhodnejsi, nie je
jednoduché, pretoze zavisi od toho, akym spdésobom
si vyvojar zela pracovat so vzorom. Preto rozhodnutie
o variante v pripade samostatnej inStancie vzoru Com-
posite by malo byt definované pouzivatelom, naprik-
lad v konfiguracii transformécie.

Decorator

V pripade vzoru Decorator moZno identifikovat alter-
nativy vo forme pouzitia ¢i nepouzitia rozhrania za-
stresujiceho konkrétne dekoratory. V tomto pripade
sa moze javit volba alternativy jednoduchsie: ak je
definovanych viac dekoratorov, pouZit toto rozhranie,
v pripade jedného dekordtora rozhranie straca vyz-
nam, a preto ho moéZeme vynechat.

Kompozicia vzorov Composite a Decorator

Pri vytvarani kompozicie viacerych vzorov je nutné
vybrat také alternativy jednotlivych spajanych vzo-
rov, aby bolo moZné zabezpeCit ich vzajomna spo-
lupracu ¢o mozno najjednoduchsie. V ramci prikladu
definovanom v kapitole 3.3 doslo k pouzitiu vzoru Dec-
orator so samostatnym rozhranim pre dekoratory, pre-
toze inStancia obsahuje viac dekoratorov. Sucasne bol
pouzity variant vzoru Composite s metdédami na prida-
vanie a odoberanie objektov len v ramci kompozitnej
triedy, nakolko pridanie metéd do celej hierarchie by
znamenalo pridanie tychto meto6d aj do tried defino-
vanych vzorom Decorator, ¢o by zbyto¢ne kompliko-
valo navrh.

4 Zhodnotenie

Cielom nasho prispevku je poukizat na moZznosti mo-
delovania navrhu softvéru na rdéznych trovniach

abstrakcie s pouzitim navrhovych vzorov. Vychadza
pritom z MDA pristupu, ktory je postaveny na mys-
lienke pouzivania modelov na réznom stupni nezavis-
losti od pouzitej platformy. Prinosom takého spoésobu
modelovania je moZnost pracovat, uvaZovat a komu-
nikovat na trovni vzorov podla idei autorov, ktori
vzory definovali. S vyuzitim MDA pristupu mézeme
nielen modelovat na drovni vzorov, ale nase modely
transformovat do beznych OO modelov a nésledne do
zdrojovych kodov.

Prispevok poukazuje na moznosti modelovania na
vyS§ich trovniach abstrakcie, no nepokiSa sa rieSit
tato komplexnii problematiku ako celok. Za jeho pri-
marny ciel mozno povaZovat prezentacie prikladov,
pomocou ktorych by mali byt podobné tlohy riesitel-
né. Pri vytvarani prikladov sa vynarali dalsie otazky,
na ktoré bude potrebné v budicnosti zodpovedat.
MozZno ich zhromazdit do uz spominanych dvoch sku-
pin: otazky ohladom Specifikicie meta-modelu pre
préacu s vzormi a otazky ohl'adom transformécii medzi
modelmi. Dalej sa pokusime najst odpovede na tieto
otazky, ¢oho vysledkom by mohlo byt zadefinovanie
komplexnej metédy na modelovanie so vzormi na vys-
Sej urovni abstrakcie.
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Abstrakt Vyhleddvace potrebuji uchovdvat obrovské
mnozstvi dokumentu zejména ve formdtu html. Je proto
uzitecné co nejucinnéjsi kompresi redukovat jejich velikost
— a to pri zachovdni rychlého pristupu k souborim (dekom-
prese nesmi trvat moc dlouho). Dalsim omezenim je, Ze
mnoho stranek Zddné verzi normy html neodpovidd. Casto
tedy neni mozné tézit ze znalosti html formdtu. Rozhodli
jsme se proto zvysit ucinnost existujicich aplikact
gzip a bzip2 predzpracovdnim komprimovangch dokumenti.
Predzpracovdni je zaloZeno na mahrazovdni nejcastéjsich
znacek elementu a jejich atributi kratsimi znackami. To
zrychluge inicializact slovniku aplikace gzip a zjednodusuje
vstup pro bzip2. Témer ve vsech pripadech je velikost zkom-
primovanych souboru mensi v pripadé predzpracovdni nez
bez nej. Vyjimku tvori velmi malé soubory.

1 Uvod

HTML dokument obsahuje semistrukturovana data,
tedy vedle bézné zobrazovanych dat (typicky texti)
obsahuje i data, kterd urcuji jeho strukturu. HTML
dokumenty jsou tedy jak texty, tak strukturovanymi
dokumenty. K jejich kompresi tak mizeme vyuzivat
bézné metody komprese textu — véetné velmi t¢innych
slovnich ¢i slabikovych. Vzhledem k piitomnosti
HTML znacek neni dokument textem v piirozeném
jazyce, a proto tato komprese nedosdhne své plné ucin-
nosti.

Muzeme se také pokusit komprimovat HTML do-
kumenty jako semistrukturovany (XML) text. Ke
kompresi XML dokumentu bylo vyvinuto nékolik kom-
presnich metod vyuzivajicich vlastnosti XML. Ptikla-
dem takového algoritmu muze byt napiiklad XMill [1].
Dulezitym ptredpokladem téchto specializovanych
algoritmu je dobfe formovany (z pohledu znacek dobte
uzévorkovany) komprimovany dokument. Bohuzel,
specifikace HTML dokumentu jsou v tomto sméru dos-
ti tolerantni, takze ani u dokumentu spliujictho spe-
cifikaci neni zarucena jeho dobra formovanost, napf.
<b><i>........ </b></i> vyhovuje specifikaci, ale
neni dobfe formovana ¢ast dokumentu. Dobrou formo-
vanost vyzaduje az specifikace pro XHTML, takze pro
tyto dokumenty lze vyse zminéné kompresni algoritmy

* Tento vyzkum byl éistetné podporovdn programem
”Informaéni spoleénost” jako projekt 1ET100300517.

pouzit. Podivame-li se ale na zastoupeni jednotlivych
verzi HTML na Internetu, zjistime, ze nejcastéji se vy-
skytujicim typem dokumentu jsou dokumenty psané
podle specifikace verze 3 nebo 4 (dokonce lze stéile
najit i dokumenty psané podle specifikace verze 2).
Specializované algoritmy vyuzivajici struktury doku-
mentu nelze tedy pro kompresi dokumentu stazenych
z Internetu obecné pouzit.

Vysledkem obou pohledu na HTML dokumenty je
jejich komprese pomoci obecnych metod, jakymi jsou
napf. gzip [2] nebo bzip2 [3], které nevyzaduji zddnou
strukturu, ani slova nebo slabiky.

2 DMotivace pro pouziti prfedzpracovani

Protoze HTML dokumenty pouzivaji pouze omezenou
mnozinu HTML elementu a jejich atributu, které jsou
navic vice ¢i méné frekventované a jejich pouziti je
déno pfislusnou HTML specifikaci, muzeme si dovo-
lit predpokladat vyskyt urcitych elementu a atributa
v komprimovanych dokumentech. Pfedzpracovani
v nasem podédni spocivd v ndhradé retézcu reprezen-
tujicich tyto ¢asto se vyskytujici elementy nebo atri-
buty kratsimi symboly — nepouzitymi znaky.

Tato myslenka predzpracovani komprimovaného
textu neni obecné nové. Rada podobnych metod pro
anglické texty obsahujici pouze dolnich 128 znaku je
popisovéna v [4], kde se napiiklad vyskyty slov
z obvykle pevného slovniku pfed kompresi nahradi
znaky z hornich 128 znaktu, nebo misto slov se po-
uzivaji Q-gramy (Q-tice nejéastéji se vyskytujicich po
sobé jdoucich znakt), jejichz vyskyty jsou rovnéz pied
kompresi nahrazeny hornimi 128 znaky. Pro kompresi
takto predzpracovanych dokumenti jsou nasledné po-
uzity bézné kompresni algoritmy.

3 Zkoumané metody predzpracovani

Na zéakladé duvodu vyslovenych v pfedchozim odstavci
jsme se rozhodli vylepsit tcinnost komprese HTML
dokumentti pouzitim pfedzpracovani pred samotnou
kompresi. Pro predzpracovani jsme pouzili dvé po-
dobné metody, které se 1isi predevsim zpusobem ko-
dovani slovniku a které pfi testech pouzivaly stejny
(staticky) slovnik, aby se jejich dosazené vysledky daly
objektivné porovnat.
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3.1 Volba slovniku

Obé metody pouzivaji staticky slovnik, proto by mél
slovnik obsahovat takové fetézce (ndzvy elementu
a atributi), které se casto vyskytuji ve velké edsti
HTML dokumentu. Pii vybéru fetézcu, kterymi jsme
naplnili slovnik, jsme zohlednili statistiky, které uva-
déji nejcastéji pouzivané elementy a atributy [5] v do-
kumentech na Internetu a dale jsme zohlednili nej-
castéji se vyskytujici objekty v HT'ML dokumentech,
jakymi jsou seznamy, odstavce, tabulky apod.
Nase heuristika pii tvorbé slovniku:

1. Tentyz element se muze v ramci jednoho doku-
mentu vyskytnou jednou s atributy a podruhé bez
atributu. Aby se zvysil pocet fetézcu, které bu-
dou nahrazeny stejnym znakem, obsahuje slovnik
pocateéni znacky vybranych elementu ve tvaru <
a nazev elementu, napi. <div. Tento Fetézec bude
tedy nahrazen jak pfi vyskytu <div>, tak pii vys-
kytu <div class="">.

2. Koncova znacka zadného elementu nesmi dle spe-
cifikace obsahovat zadny atribut. Proto pro kazdy
vybrany element, ktery m& koncovou znacku,
obsahuje slovnik tuto znacku celou, napt. </div>.

3. Pro vybrané elementy, u kterych se s nejvyssi prav-
dépodobnosti vyskyt néjakého atributu ocekava,
nebo které maji alespon jeden atribut povinny,
obsahuje slovnik zacdtek pocateéni znacky (viz
bod 1) doplnény zprava o jednu mezeru, tedy
<img,, <link,, <meta,,.

4. Hodnoty atributt mohou byt v HTML dokumen-
tech uzavieny v jednoduchych uvozovkéach, napf.
border=’1’, uvozovkéich, napi. border="1" nebo
nemuseji byt uzavieny viubec, napf. border=1.
Aby byl slovnik pouzitelny pro vSechny tyto pti-
pady, jsou nazvy atributi uvadény ve tvaru:
border=.

5. Néazvy elementu a atributi se mohou az do verze 4
psat jak malymi, tak velkymi pismeny nebo je-
jich libovolnou kombinaci. Podle zkoumanych do-
kumentti jejich autofi nejéastéji pouzivaji bud
nazvy psané samymi malymi, nebo naopak samy-
mi velkymi pismeny. Vzhledem k tomu, ze pii vy-
hledavani fetézcu ze slovniku pro nahrazeni zna-
kem hraje velikost pismen roli, obsahuje proto
slovnik pro kazdy vybrany fetézec obé moznosti
zapsani, napiiklad <div a </div> i <DIV a </DIV>
nebo border= i BORDER=. Vyskytne-li se ptipustny
zapis elementu <dIv>, neni tento vyskyt nahrazen
piislusnym znakem. Podobny zptisob zédpisu ele-
mentu a atributu se nastésti pomérné vzacny.

Nami pouzivany slovnik obsahoval 56 fetézcu zastu-
pujicich znacky elementu nebo nézvy atributu, pro
kazdy z nich jak variantu zapsani samymi malymi, tak
samymi velkymi pismeny. Celkem tedy 112 fetézcu.

Pro oddélené kédovéani tagu velkymi a malymi pis-
meny jsme se rozhodli proto, ze nechceme poskodit ani
nevhodné zapsané dokumenty.

3.2 Popis metody 1

Kédovani slovniku Ke kédovani slov z pouzivaného
slovniku, kterd se vyskytla v komprimovaném doku-
mentu, pouziva tato metoda ty znaky z celkovych 256,
které se v tomto dokumentu nevyskytuji. Slova ve slov-
niku maji pevné potradi. Podle tohoto potradi prvni
slovo ze slovniku, které se v dokumentu vyskytlo, je
v predzpracovaném dokumentu nahrazeno prvnim
znakem, ktery neni v dokumentu pouzit. Kédovani
v pofadi dalsich slov je provadéno stejnym zptusobem.

Informace o mapovani vyskytnuvsich se slov na ne-
vyuzité znaky musi byt uchovana v predzpracovaném
dokumentu, aby bylo mozné provést zpétnou re-
konstrukci puvodniho dokumentu. Proto je do pred-
zpracovaného dokumentu vkladana na zacatek hlavic-
ka tvofend bitovou mapou. Prvnich 256 biti urcuje,
ktery znak byl v puvodnim dokumentu pouzit — na
jeho pozici je v bitové mapé 1, u nepouzitych znaku 0.
Druhou ¢ast mapy tvoii bity, kde kazdy odpovida pra-
vé jednomu slovu ze slovniku. Vyskytlo-li se ptislusné
slovo v puvodnim dokumentu, je na jeho misté 1.

Ze zpusobu kédovani plyne jediné omezeni na pou-
Ziti této metody — pocet pouzitych znaku v puvodnim
dokumentu a slov ze slovniku, ktera se v dokumentu
vyskytla, musi byt nejvyse 256. Musime ale jednim
dechem dodat, ze u zddného ze skoro 40000 soubor,
na kterych byla metoda testovdna, nenastala situace,
ze by tento pocet byl vyssi nez 256. Tato metoda muze
byt pouzita nejen pro dokumenty v anglickém jazyce,
ale obecné pro dokument v téméf libovolném jazyce —
zatim jsme netestovali stranky psané v jazycich s velmi
velkou abecedou.

Faze predzpracovani Samotné predzpracovani se
sklada celkem ze tii fazi:

1. Prvni faze by se dala oznacit za pocitani statis-
tik. Komprimovany soubor se ¢te a zjistuje se,
které znaky se v souboru vyskytuji a také ktera
slova ze slovniku. Vzhledem k tomu, Ze neni vy-
lou¢ena moznost, aby jedno slovo ze slovniku bylo
predponou slova jiného, pouziva se pii hledani fe-
tézcu maximalni shoda. Jinymi slovy, pokud bude
ve slovniku slovo <h i slovo <html, pak po piecteni
znaku < a h neni zahldSeno slovo <h, ale ¢tou se
dalsi znaky, aby se zjistilo, zda nenésleduji zna-
ky t, m, 1.

2. Druhou fazi je vytvoreni mapovani nalezenych slov
ze slovniku na nepouzité znaky. Zpusob viz Kédo-
vani slovniku. Vytvofend mapa se zapiSe na zacé-
tek predzpracovaného dokumentu.
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Velikost soubort v KB| > 10/10-20|20-30{30-40|40-50|50-60{60—-70|70-80|80-90{90-100(> 100
celkem soubort 16929|13565| 4340| 1878 871| b514| 180 116 70 68| 107
gz lepsi 2880 51 1 0 1 0 0 0 0 0 0
mgzl lepsi 14001|12461| 3187 962| 293 50 19 3 1 1 0
bz lepsi 183| 663| 451| 236| 156 43 24 13 17 9 22
mbzl lepsi T| 424 727| 694 427 425 138] 100 53 60 85

Tabulka 1. Pocty nejlépe zkomprimovanych souboru — porovnani metody 1 upravujici vstup pro gzip nebo bzip2

a pouziti samotnych aplikaci gzip a bzip2.

3. Za zapsanou hlavicku z druhé faze se do predzpra-
covaného souboru zapiSe jeho obsah. V podstaté
jde o ptivodni soubor, ve kterém jsou vyskyty slov
ze slovniku nahrazeny pfislusnymi znaky. Vyhle-
davani slov pro nahrazeni se samoziejmé provadi
stejnym algoritmem jako ve fazi 1.

Jak je patrné z popisu algoritmu pfedzpracovani, jsou
zapotiebi navic dva pruchody komprimovanym soubo-
rem (v prvn{ a ve tfeti fazi).

Zpétna rekonstrukce Na rozdil od faze predzpraco-
vani odpadéa pocitdani statistik souboru. Zpétna rekon-
sturkce ma tedy jen dvé faze:

1. Pfecte se hlavicka z pfedzpracovaného dokumentu
a na jejim zakladé se provede rekonstrukce mapo-
vani slov ze slovniku na nepouzité znaky. Prvni
pouzité slovo ze slovniku bylo v pfedzpracovaném
dokumentu nahrazeno prvnim nepouzitym zna-
kem, druhé slovo druhym nepouzitym znakem atd.

2. Cte se télo predzpracovaného dokumentu. Pokud
precteny znak nezastupuje zadné slovo ze slovniku,
tento znak se pouze zreprodukuje na vystup.
V opacéném piipadé se misto tohoto znaku na vy-
stup posle piislusny nahrazeny fetézec.

Zpétnd rekonstrukee si vystaci pouze s jednim prucho-
dem predzpracovanym souborem. Zrekonstruovany
dokument je totozny s dokumentem, ktery byl vstu-
pem ptivodniho piedzpracovéani, nebot jde o bezeztra-
tovou dpravu.

3.3 Popis metody 2

Koédovani slovniku Tato metoda se snazi vyuzit ke
kédovani celého dokumentu pouze dolnich 128 znaku.
Lze ji pouzit pouze na dokumenty, ve kterych se nevys-
kytuji znaky s kédem 128 a vyssim. Slova ze slovniku,
které se v dokumentu vyskytla jsou kédovana v doku-
mentu nepouzitymi symboly s kddy nizsimi nez 128.
Slova jsou stejné jako u predchozi metody ve slovniku
uspofdddna v pevném poradi. Prvni (dle tohoto pora-
di) pouzité slovo je kddovdno prvnim nepouzitym zna-
kem z dolnich 128, druhé slovo druhym nepouzitym
znakem atd.

Informace o kédovani se do hlavicky predzpracova-
ného dokumentu ukldda také ve formé bitové mapy.
Tentokrat si ale vystacime se 128 bity, kde 1 znamena,
ze prislusny znak se v dokumentu vyskytl a 0 znaéi,
ze tento znak mohl byt vyuzit pro kédovani slovniku.
Druhou ¢ast mapy tvoii bity, kde kazdy odpovida pra-
vé jednomu slovu ze slovniku. Vyznam bitt je shodny
jako u metody 1.

Z popsaného zpusobu kédovéni plyne jedno nepii-
jemné omezeni — pocet slov slovniku, ktera se v doku-
mentu vyskytla, nesmi byt vétsi nez pocet nepouzitych
dolnich 128 znaku. Jinak bychom nebyli schopni zako-
dovat vSechna slova ze slovniku. Toto omezeni se na-
konec ukézalo byt velice silné — viz Vysledky testu.

Faze predzpracovani a zpétna rekonstrukce Fa-
ze predzpracovani u metody 2 jsou prakticky totozné
s fdzemi u metody 1. Stejné tak zpétnd rekonstrukce
puvodniho dokumentu.

4 Vysledky testt

V této ¢asti budeme pouzivat nasledujici oznaceni,
kterd urcuji, kterd metoda predzpracovani se kterym
kompresnim algoritmem byla pouzita:
mgzi — prezpracovani metodou ¢, komprese gzip;
mbzi — pirezpracovani metodou i, komprese bzip2.
Jako implementace algoritmu gzip a bzip2 byly pii
provadén{ testt pouzity knihovny zlib [6] a libbzip2 [7].
Pti testovani jsme pouzili témétr 40000 webovych stra-
nek stazenych z ruznych akademickych webu.
Dosazené vysledky jsou shrnuty v tabulkach 1, 2
a 3, kde jsou po fadé porovndni puvodnich kompres-
nich metod a doplnénych o predzpracovani metodou 1,
v tabulce 2 s pfedzpracovanim metodou 2 (uvazovény
byly pouze soubory, kdy piedzpracovani metodou 2
bylo mozné) a v tabulce 3 jsou porovndny puvodni
algoritmy s obéma jejich modifikovanymi variantami.
Uspory dosazené predzpracovanim (doslo-li k nim)
se vétsinou pohybuji v desitkdch az stovkach byte
v pripadé algoritmu gzip, a desitek byte v piipadé
algoritmu bzip. Neni to prili§ vyrazné zlepSeni, ale
i malym zlepSenim se muze stat, ze velikost souboru
klesne pod hranici ndsobku alokaéni jednotky.
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Velikost soubora v KB|> 10{10-20{20-30|30-40{40-50{50-60|60-70|70-80{80-90/90-100|> 100
pocet souboru 6075 2003| 322 86 32 10 8 2 1 3 6
gz lepsi 1378 7 0 0 1 0 0 0 0 0 0
mgz2 lepsi 4655 1674| 148 49 7 0 0 0 0 0 0
bz lepsi 99| 219 53 9 5 2 0 1 0 1 2
mbz2 lepsi 41 108| 122 28 19 8 8 1 1 2 4
Tabulka 2. Pocty nejlépe zkomprimovanych souboru — porovnani metody 2 upravujici vstup pro gzip nebo bzip2

a pouziti samotnych aplikaci gzip a bzip2.

Velikost soubort v KB|> 10{10-20{20-30|30-40{40-50|50-60|60-70{70-80|80-90/90-100|> 100
pocet soubort 6075 2003| 322 86 32 10 8 2 1 3 6
gz lepsi 1377 7 0 0 1 0 0 0 0 0 0
bz lepsi 98| 211 51 9 5 2 0 1 0 1 2
mgzl lepsi 1664| 756 82 28 5 0 0 0 0 0 0
mbzl lepsi 2 49 63 11 10 2 4 0 0 1 2
mgz2 lepsi 4586| 1649| 147 48 7 0 0 0 0 0 0
mbz2 lepsi 3 81 68 20 9 6 4 1 1 0 2

Tabulka 3.
na nez je mozné aplikovat obé metody predzpracovani.

5 Diskuse

Na testovanych kolekcich se ukazalo, ze nami navrze-
nym piedzpracovanim html dokumentt je mozné zvy-
§it zisk komprese stavajicich kompresnich metod. To-
hoto zlepsSeni vSak neni dosahovano vzdy. V naSich tes-
tech bylo nej¢astéji dosazeno nejlepsich vysledku kom-
presnim algoritmem gzip po predzpracovani — af jiz
metodou 1, ¢ metodou 2 (tam jen v piipadech, kdy
to bylo mozné — tedy na dokumentech, obsahujicich
pouze znaky s kédy 0 az 127).

Meéfeni potvrdila, Ze nemuzeme fici, ze by jedna
z metod predzpracovani jednoznacné prekondavala tu
druhou. Pti dalsich testech i praktickych aplikacich bu-
de nutné nadale uvazovat obé metody predzpracovani.

Domnivame se, ze data mohla byt zatizena vy-
bérem (jde o stranky ziskané crawlerem Egothor [8]
z akademickych domén), a tak bude t¥eba provést dalsi
méfeni i na strankach z jinych domén, kde se mozna
setkdame s jinou strukturou dokument.

6 Zavér

Navrhli jsme a vyzkouseli dvé metody piedzpracovani
html dokumentu umoznujici ve vétsiné piipadu zvysit
kompresni pomér dosahovany stavajicimi aplikacemi
gzip a bzip.

Némi navrzené a testované metody nepiekonavaji
stavajici metody vzdy, ale dost ¢asto na to, aby bylo
smysluplné je pfidat do nami vytvareného ulozisté
html stranek. Domnivame se, Ze uchovéani pfidavné
informace o pouzité metodé se zlepSenym kompresnim
pomérem ve vétsiné piipadu vice nez napravi.

Pocty nejlépe zkomprimovanych souboru — srovnani obou metod predzpracovani; testovany pouze soubory,

Neptijemnou vlastnosti navrzeného predzpracova-
ni je, ze vyzaduje dals{ pruchod (podobné jako jiné sta-
tické metody). Dle nasich méfeni je doba dekomprese
jen minimélné prodlouzena v porovnani s puvodnimi
metodami. Prodlouzeni doby komprese je vyraznéjsi,
ale stéle jesté v prijatelnych mezich.

Chceme-li se zaméfit na tusporu mista, potiebuje-
me-li rychly piistup k ulozenym datum a nevadi-li ndm
mirné zpomaleni vytvareni archivu, zdd se, ze nami
navrzené a testované metody predzpracovani HTML
dokumentu jsou vyhodné.
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Abstrakt XBW [5] je moduldrny program na bezstratovi
komprimdciu umoZiiujuci otestovat rozne kombindcie algo-
ritmov. Najlepsie vysledky sme dosiahli kombindciou XML
parseru vytvdrajuceho slovnik slabik, alebo slov v kombi-
ndcti s Burrows- Wheelerovou transformdciou — odtial nd-
zov XBW. Motivdciou pre vytvorenie parseru, ktory dokdZe
spracovat nevalidné XML o HTML subory, bol systém
Egothor [6] na fulltextové vyhladdvanie. Na suboroch vel-
kosti okolo 20MB, tvorengch stovkami webovych strdnok,
sme dosiahli dva krdt lepsi kompresny pomer v porovnani
s bzip2 za cenu iba dvojndsobného casu. Na mensich sibo-
roch md nds program velmi dobré vysledky oproti konkuren-
cti nagmd pre jazyky z bohatym tvaroslovim ako je naprik-
lad slovencina alebo nemdcina. Pre lubovolné velké textové
subory mds program poskytuje dobry pomer medzi kompre-
stou a casom behu.

Program XBW umoZznuje kombinovat parser a kdder s lubo-
volnym implementovanym algoritmom mna kompresiu.
Okrem uz spominanej Burrows- Wheelerovej transformadcie,
ktord spolu s MTF a RLE tvori blokovi kompresiu, sme
implementovali slovnikové metody LZC a LZSS a Statis-
ticku metédu PPM. Kdder umoZnuje pouZit Huffmanovo
a aritmetické kodovanie.

1 Uvod

V tomto ¢lanku uvadzame vysledky kompriméacie vel-
kych XML suborov. Motivaciou pre tuto pracu je kom-
primécia dat pochadzajtcich z webu. Pre fulltextové
vyhladavanie je velmi dolezitd rychlost spracovania
dotazu, a preto komprimécia nie je vzdy vhodna. Na
druhej strane archivacia starych verzii webovych stra-
nok vyzaduje obrovské mnozstvo priestoru na diskoch.
NavySe sa k tymto datam az tak ¢asto nepristupu-
je, a preto sa ponuka kompresia ako moznost rieSe-
nia problému s nedostatkom priestoru. XML formét je
znacne redundantny a preto je mozné dosiahnut vel-
mi dobry kompresny pomer. Pribuzné webové stranky,
v zmysle ich pdvodu, ohsahuju velké tseky rovnakych
dat. Vdaka tymto vlastnostiam dat, s ktorymi pracu-
jeme, sme boli schopni skomprimovat vstup desat na-
sobne.

Ako testovacie stibory boli pouzité XML sibory
pochadzajice zo systému Egothor [6]. Tieto subory
maja velkost okolo 20MB. Vznikli zretazenim stoviek
webovych stranok a obsahuju zna¢né mnozstvo textov.

* Praca bola ¢iasto¢ne podporovana Grantovou agentiirou
Univerzity Karlovej - v ramci projektu Slabikova komp-
rese (¢islo 1607 v sekcii A)

Velké stibory mozu byt efektivnejsie skomprimované
z niekol'kych dovodov. Pri vyuZiti slovnika je lepsi po-
mer velkosti slovnika ku velkosti stuboru. A najméi
entropia textovych stiborov sa znizuje, ¢o v praxi zna-
mené, Ze sa da efektivnejsie predikovat nasledujaci
znak. Problematickym je fakt, Ze tieto sibory nemaju
validna XML struktiiru a ¢astokrat nie st dokonca ani
dobre formované. Toto nas viedlo k vytvoreniu vlast-
ného parseru, nakol’ko nam zname XML parsery neboli
schopné tieto stubory spracovat.

V nasledujtcej sekcii popiSeme jednotlivé ¢asti pro-
gramu XBW a ich vplyv na kompresiu. Potom budu
nasledovat vysledky merani a porovnanie s rozsireny-
mi kompresnymi programami.

2 Implementované metody

V Obrazku 1 je zobrazené zapojenie jednotlivych ¢asti
programu. Vgetky ¢asti st volitelné. 7 algorit-
mov RLE, LZC, LZSS a PPM je mozné zvolit maxi-
malne jednu moznost, pretoZze kazdy z tychto algorit-
mov vyuziva koder. Implementovany je v XBW Huff-
manov a aritmeticky kodér. Najlepsie vysledky pre
velké subory sme dosiahli s kombindciou Parser +
BWT + MTF + RLE + HC, ktora je vyuzita ako
vychodzie nastavenie programu.

Implementovany parser vyuziva syntax XML su-
borov na skratenie vystupu. Vynechava ukoncovacie
znaky a dynamicky si vytvara slovnik tagov a atribua-
tov. Ostatné data deli bud na znaky, slabiky alebo
slova a tie st pridavané do trie. Tato volba je jed-
nym z parametrov parseru. Vyuzitie abecedy slov je
pomerne bezné pre textovi kompresiu, avsak jej pouzi-
tie na XML subory tak ¢asté nie je. Nami pouzité de-
lenie na slova, respektive slabiky, a taktiez k6dovanie

MTF

Obrazok 1. Architertara XBW.
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slovniku vychadza z prace Lanskeho [1]. Taktiez je
mozné pouzit parser v textovom rezime, kedy nepri-
hliada na Specialnu struktaru XML saborov a iba roz-
del'uje vstup na symboly zo zvolenej abecedy (znaky,
slabiky, slova). Dalsim parametrom pre parser je vol'ba
kédovania stiboru; podporované si desiatky kodovani.
Na podporu roéznych kédovani je pouzita kniznica
iconv [2]. Slovnik, ktory je pri spracovavani stiboru
udrziavany v paméiti vo forme trie sa pri vystupe ukla-
da pomocou kédovania jej Struktary. Pre kazdy uzol
sa koduje vzdialenost od Tavého syna, pocet synov
a boolovska hodnota, ktora urcuje, ¢ uzol reprezen-
tuje retazec.

Trieda met6d na kompresiu, vychédzajica z prace
Burrowsa a Wheelera [3], je zaloZen& na reverzibil-
nej transformécii. Tato transformacia sa oznacuje ako
Burrows-Wheelerova transformécia (BWT) [3]. Cas-
tokrat sa kombinacia tejto transformécie s naslednym
efektivnym zéapisom oznacuje ako blokova kompresia.
Dovodom je, Ze vstup sa rozdeli na bloky pevnej vel-
kosti a BWT sa vola pre jednotlivé bloky. Pri vy-
chodzom nastaveni v naSej implementacii kombinu-
jeme BWT s algoritmami MTF a RLE [5]. MTF pre-
¢isluje vstup a vysledkom je retazec, ktory obsahuje
pomerne malé ¢isla a behy nul. Néasledovne je apliko-
vany algoritmus RLE, ktory zapiSe znak a pocet jeho
opakovani. Bitové zapisanie vyslednych dat je usku-
to¢nené pomocou kodéru. Dekddovanie je pri pouziti
BWT vyrazne rychlejsie ako kédovanie.

XBW obsahuje aj slovnikové algoritmy LZC
a LZSS, ktoré vychadzaju =z algoritmov LZ78
a LZ77 [11]. Algoritmus LZC zapisuje na vystup
index slova v slovniku, ktory si vytvara za behu. (Ten-
to slovnik je nezavisly na slovniku, ktory sme spomi-
nali pri parsri.) Algorimus LZSS vyhladava najdlhsiu
zhodu s retazcom dostupnym v histérii a zakoéduje
jej poziciu a dlzku. Tieto algoritmy st hojne pouzi-
vané, lebo si pomerne rychle a vyZzaduji velmi mélo
pamiéte. Pri pouziti tychto algoritmov program XBW
dosahuje podobné vysledky ako Gzip, ktory pouziva
slovnikové metody.

Najnovsia z implementovanych metdd je Statisticka
metoda PPM [4], ktora koduje znaky na zaklade ich
pravdepodobnosti po nejakom kontexte. Pravdepo-
dobnosti jednotlivych znakov za kontextami sa podi-
taju dynamicky. Tato metoda, uréend na kompresiu
textov v prirodzenych jazykoch, je pomerne pomala
a vyzaduje velké mnoZstvo paméte.

Finalny bitovy vystup je zabezpecovany kodérom.
Implementovany je Huffmanov [7] a aritmeticky kodér.
Obe varianty st implementované v statickej aj adap-
tivnej verzii. Aritmeticky kodér vyuziva Moffatovu da-
tova Struktiru a Huffmanov kodér je implementovany
v kanonickej verzii. Volba Huffmanovho, respektive
aritmetického kodéru je dand parametrom pri kom-

pilécii. Standartne je zvoleny aritmeticky kodér, na-
kol'ko m& mierne lepsi kompresny pomer ako kodér
Huffmanov, a najmé je vyrazne rychlejsi pri pouziti
adaptivnych verzii.

3 BWT

Burrows-Wheelerovej transformécii sa budeme veno-
vat blizSie, lebo jej pouZitie v optimalizovanej forme
s upravenym vstupom nam umoZnilo dosiahnut vys-
ledky, ktoré budeme prezentovat. BWT pri kodovani
vyzaduje lexikografické utriedenie vSetkych suffixov.
Vysledny retazec ma na i-tom mieste posledny sym-
bol i-teho suffixu. Predpokladame, Ze méme linearne
usporiadani mnozinu symbolov Y, ktord nazyvame
abecedou. Pripomenime, Ze symbolom v tomto zmysle
moZe byt aj slovo & slabika.

X = zox1..Tp-1, Vi € {0,...,n — 1}, x; € X je
retazec dlzky n. i-ty suffiz retazca X je retazec S; =
TiZit1--Tp—1 = X[i.n — 1]. i-ty suffix je mensi ako
j-ty suffix, ak prvy znak, v ktorom sa nezhoduju, je
mensi, alebo -ty suffix je kratsi. S; < S; <= Ik €
0.n—1: 5;[0.k — 1] = 5,[0..k — 1] & (S;[k] < S;[K]
V (i+k =n & j+k < n)). Poradie suffixov udrziavame
v suffizovom poli S A, pre ktoré plati: Vi, j € {0..n—1},
i <J — Ssau < Ssap-

Vysledkom BWT pre refazec X je X. X =&o..8n_1
kde Z; = x|54[;]—1],- Absolitne hodnoty znacia ope-
raciu modulo n, ktora je nutné pouzit v pripade, Ze
SA[i] = 0.

Repetitivnost suboru ovplyviiuje kompresny po-
mer aj ¢as behu kodovacej faze BWT. Dizku zhody pre
retazce znac¢ime lcp(S;, S;) = max{k;S;[0.k — 1] =
S;0..k —1]}. Priemernd diZka zhody
AML = L ;L:_OQ lep(Ssafis Ssaji+1)) je udaj, ktory
pouzivame v texte na meranie repetitivnosti suborov.

V programe si implementované viaceré algoritmy
na zotriedenie suffixov s réznou asymptotickou zloZi-
tostou. Najrychlej¥im algoritmom pre nie prili§ repe-
titivne stbory (AML < 1000) je Kaova modifika-
cia Itohovho algoritmu [8], ktory ma ¢asovu zloZitost
O(AML - n -logn). Na velmi repetitivnych suboroch
je najrychlejsi algoritmus od Kéarkkaina a Sandersa (9]
so zlozitostou O(n). Pripometime, Ze volba algoritmu
na BWT neovplyviuje kompresny pomer, iba ¢asové
a pamétové poziadavky.

Pri blokovej kompresii sa sibor rozdeli na bloky
pevnej velkosti a BWT sa vykonéva nad jednotlivymi
blokmi. Tento postup je pouzivany na znizenie ¢asovej
a paméatovej naroc¢nosti, pretoze BWT pozaduje li-
nearnu velkost paméti vzhladom ku velkosti vstupu.
Casova zlozitost véadsiny algoritmov na BWT je
asymptoticky superlinedrna a BWT pri komprimacii je
najpomalSou ¢astou celej blokovej kompresie. Nevyho-
dou malych blokov je zhorSenie kompresného pomeru.



Name

Size  AML

xml cz|24604 KB 2200
xml en(15016 KB 2052
xml sl (21050 KB 2472

Tabul'ka 1. Korpus.
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bpB

Parser=off
BWT LZC LZSS PPM

Parser=text
BWT LZC LZSS PPM

Parser=xml
BWT LZC LZSS PPM

xml cz
xml en
xml sl

0,907 2,217 2,322 1,399
0,886 2,044 2,321 1,292
0,710 1,982 2,010 1,205

0,906 2,206 2,296 1,395
0,887 2,044 2,321 1,292
0,710 1,979 2,003 1,204

0,894 2,073 2,098 1,320
0,874 1,915 2,115 1,239
0,700 1,850 1,797 1,129

TOTAL

0,834 2,003 2,213 1,305

0,833 2,087 2,200 1,303

0,822 1,057 1,998 1,234

Tabul'ka 2. Vplyv parseru na kompresny pomer pre abecedu znakov.

MB/s

Kompresia

Bez parsru

[ XML parser - znaky

Dekompresia

Bez parsru

[ XML parser - znaky

BWT LZC LZSS PPM

BWT LZC LZSS PPM

BWT LZC LZSS PPM

BWT LZC LZSS PPM

xml cz
xml en
xml sl

0,368 3,587 1,498 0,106
0,419 4,028 1,297 0,125
0,386 4,258 1,638 0,119

0,457 2,668 1,418 0,091
0,544 2,915 1,249 0,104
0,500 2,915 1,497 0,091

4,260 4,724 5,257 0,117
4,417 4,999 5,417 0,142
4,918 5,236 5,946 0,134

2,577 3,156 3,415 0,096
2,705 3,397 3,606 0,110
3,012 3,299 3,672 0,097

TOTAL

0,386 3,906 1,485 0,115

0,491 2,810 1,397 0,094

4,509 4,960 5,519 0,128

2,747 3,263 3,548 0,099

Tabul'ka 3. Vplyv parseru na rychlost kompresie a dekompresie.
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Hlavnym dévodom, pre¢o XBW dosahuje vyrazne
lepsi kompresny pomer ako Bzip2, je pouzitie BWT
nad celym siiborom naraz. Na§ program bezi akcepto-
vatelne rychlo vdaka predspracovaniu vstupu parse-
rom a vyuziti abecedy slov, ktora skracuje vstup pre
BWT. Vel'mi délezitym dosledkom pouzitia parseru je
aj znizenie hodnoty AM L. PouZitie parseru si vSak
vyzaduje pouzitie algoritmov, ktoré nepracuju klasicky
s bajtovou abecedou o velkosti 256 znakov, ale zvla-
daju aj abecedu 4 bajtovi. Pri vol'be slov ako abecedy
je pre uvedené subory velkost parserom vytvorenej
abecedy okolo 50 tisic.

4 Korpus

N&s korpus tvoria tri subory, ktoré pochadzaju
z indexovacieho systému egothor. Prvy je tvoreny zre-
tazenymi stankami v angli¢tine, druhy v slovinStine
a treti v estine. V Tabulke 1 st uvedené informé-
cie o tychto stuboroch. AML je miera repetitivnosti
suboru. Informacie o kompresnom pomere programu
XBW na standartnych korpusoch Calgary, Cantebury
a Silesia st uvedené v [5].

5 Vysledky

Najprv ukdzeme vysledky programu XBW pre rozne
kompresné metody a vplyv parseru na vysledky. Dalej

sa budeme venovat vplyvu zmeny abecedy. Nakoniec
porovname vysledky XBW pri optimalnych paramet-
roch s bezne pouzivanymi kompresnymi programami
Gzip, Rar a Bzip2.

Vsetky nasledujtce vysledky boli ziskané za pouzi-
tia aritmetického kodéru. BWT bezala vzdy nad celym
vstupom naraz a za nou nasledoval MTF a RLE
(parameter RLE=3). PPM bezalo s parametrami
PPM  exlusions=off a PPM_order=5.

Velkost skomprimovanych siuborov zahfiia aj za-
kodovany slovnik. Slovik je vytvarany vzdy ked je
pouzity parser. Kompresny pomer je uvadzany v bi-
toch na bajt.

Cas behu programu bol merany pod opera¢nym
systémom Linux a zobrazuje sii¢et systémového a uzi-
vatel'ského ¢asu. To znamena, Ze zobrazujeme ¢as bez
¢akania na disk. Merania prebehli na PC s procesorom
AMD Athlon X2 4200+ s 2GB opera¢nej pamiite.
Udaje st v megabajtoch za sekundu a uvazuje sa pri
kompresii aj dekompresii dekomprimovana vel'kost si-
boru.

Tabulka 2 ukazuje vysledky kompresného pomeru
pre rozne metdédy pre abecedu znakov. Tieto vysledky
ukazuju vplyv XML parsera, ktory zlepsuje kompresny
pomer zhruba o desat percent.

Nasleduje Tabulka 3, ktora ukazuje rychlost prog-
ramu bez parseru a za pouzitia parseru v XML moéde,
ktory vytvaral slovnik znakov. Vysledky ukazuju, Ze
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bpB

znaky
BWT LZC LZSS PPM

Parser—xml
slabiky
BWT LZC LZSS PPM

slova

BWT LZC LZSS PPM

xml cz
xml en
xml sl

0,894 2,073 2,098 1,320
0,874 1,915 2,115 1,239
0,700 1,850 1,797 1,129

0,854 1,796 1,841 N/A
0,836 1,626 1,785 N/A
0,664 1,559 1,541 N/A

0,857 1,683 1,654 N/A
0,830 1,514 1,558 N/A
0,668 1,457 1,390 N/A

TOTAL

0,822 1,057 1,998 1,234

0,783 1,672 1,723 N/A

0,785 1,563 1,539 N/A

Tabulka 4. Vplyv abecedy na kompresny pomer.

MB/s Kompresia
XML parser - znaky

BWT LZC LZSS PPM

XML parser - slova
BWT LZC LZSS PPM|

Dekompresia
XML parser - znaky XML parser - slova
BWT LZC LZSS PPM|BWT LZC LZSS PPM

xml cz
xml en
xml sl

0,457 2,668 1,418 0,091
0,544 2,915 1,249 0,104
0,500 2,915 1,497 0,091

1,587 0,279 1,477 N/A
2,009 0,920 1,093 N/A
1,566 0,443 1,349 N/A

2,577 3,156 3,415 0,096]3,986 3,951 3,923 N/A
2,705 3,397 3,606 0,110|4,006 4,443 4,523 N/A
3,012 3,299 3,672 0,097|4,241 4,157 4,237 N/A

TOTAL|0,491 2,810 1,397 0,094

1,666 0,399 1,319 N/A

2,747 3,263 3,548 0,099(4,076 4,135 4,167 N/A

Tabulka 5. Vplyv abecedy na rychlost programu.

bpB |Parser=off Parser=text Parser=XML
znaky slabiky slova |znaky slabiky slové
xml cz| 0,907 0,906 0,859 0,862(0,894 0,854 0,857
xml en| 0,886 |0,887 0,842 0,836/0,874 0,836 0,830
xml sl| 0,710 0,710 0,669 0,672(/0,700 0,664 0,668
TOTAL| 0,834 0,833 0,789 0,790({0,822 0,783 0,785

Tabul'ka 6. Kompresny pomer pre BWT.

v skoro vSetkych pripadoch parser program spomalu-
je. Dovodom je, Ze musime navy$e pracovat so slovni-
kom a ¢as, ktory je uSetreny vdaka miernemu skrate-
niu vstupu, nesta¢i kompenzovat ¢as prace so slovni-
kom. Vynimkou je kompresia pri pouziti BWT. Skra-
tenie vstupu a zniZenie jeho repetitivnosti vyrazne
urychli BWT, ktora je ¢asovo najnaro¢nejsiou ¢astou
blokovej kompresie.

Metoda bezne pouzivand na kompresiu textov je
pouzitie slov ako symbolu abecedy. V Tabulke 4 je
zobrazeny vplyv abecedy na kompresny pomer. Pri
textovych datach v angli¢tine je dosiahnuty najlepsi
kompresny pomer pri pouziti slov a metédy BWT.
Pri Cestine a slovinstine su lepsie slabiky. Dévodom
je, ze CeStina a slovinStina maji bohaté tvaroslovie.
Jedno slovo sa vyskytuje v texte v roznych tvaroch
a kazdy tvar sa pridédva do slovnika. Pri pouziti slabik
sa do slovnika prida slovny zéklad, ktory moze byt
tvoreny aj viacerymi slabikami, a ¢asované koncovky.
Tieto posledné slabiky sa vSak spolo¢né pre viaceré
slova a preto je aj ich vyskytov v texte viac. Pre algo-
ritmy LZax st vyrazne najlepSie slova.

Vplyv velkej abecedy na rychlost je réznorody a je
mozné ho vidiet v Tabulke 5. Pre vSetky algoritmy

je dekompresia rychlejsia pri pouziti slov ako znakov.
Na druhej strane dekomprimaécia, ak bol pouzity par-
ser so slovami je stile pomalSia ako dekomprimacia
bez pouzitia parseru vid Tabulka 2. Na druhej strane
pouzitie slov urychluje kompresiu iba pri pouziti
BWT. Vyrazné zrychlenie pri BWT je dané skratenim
vstupu asi trojnésobne a znizenim AM L. Vysledky pre
PPM pre slova nie st zverejnené, lebo algoritmus pri
nich do hodiny nedobehol.

Na predchadzajucich vysledkoch je mozné vidiet,
Ze najlepsi kompresny pomer ma algoritmus BWT.
Taktiez je evidentné, Ze parser zlepsuje kompresny po-
mer pre vSetky algoritmy. Najrychlesi pri kompresii je
algoritmus LZC a LZSS pri dekompresii.

NaSe primarne kritérium je kompresny pomer,
a nakol'ko metoda BWT ma4 presvedé¢ivo najlepsi kom-
presny pomer, venujeme jej najviac pozornosti. V pri-
pade, Ze prioritna je rychlost kompresie, je vhodné
volit slovnikové metody.

Tabulka 6 obsahuje porovnanie kompresnych po-
merov pri rdznych volbach parseru, ktora ukazuje, Ze
najvhodnejsie je delenie na slova pre subory v anglic-
tine a delenie na slabiky pre stibory v Cestine a sloving-
tine. Vyber slov, respektive slabik zavisi na velkosti



Kompresia konkatenovanych ... 89

MB/s Kompresia
Parser=text

znaky slabiky slova

Parser—off

Parser=XML
znaky slabiky slova

Dekompresia
Parser=text
znaky slabiky slova

Parser=XML
znaky slabiky slova

Parser—off

xml cz
xml en
xml sl

0,368
0,419
0,386

0,324 1,056 1,767
0,364 1,225 2,128
0,331 1,102 1,790

0,457
0,544
0,500

1,073 1,587
1,330 2,009
1,135 1,566

4,260
4,417
4,918

2,628 4,277 4,817
2,494 4,612 4,764
2,639 4,686 5,442

2,577 3,710 3,986
2,705 3,981 4,006
3,012 3,685 4,241

TOTAL| 0,386

0,336 1,110 1,853|0,491

1,150 1,666

4,509 2,598 4,494 5,002[2,747 3,765 4,076

Tabul'ka 7. Rychlost BWT.

Sekundy kompresia

Parser BWT MTF RLE

dekompresia
Parser BWT MTF RLE

xml cz
xml en
xml_sl

4,668 7,788 0,748 0,72
2,364 3,800 0,388 0,448
3,352 7,404 0,496 0,504

1,98 0,764 0,868 1,328
1,112 0,716 0,440 0,796
1,592 0,676 0,556 0,916

TOTAL

10,384 18,992 1,632 1,672

4,684 2,156 1,864 3,04

Parser - textovy mod za pouzitia slov; BWT - parameter Itoh; RLE - verzia 3

Tabul'ka 8. Cas behu jednotlivych ¢asti programu XBW.

l bpB [XBW Gzip Bzip2 Rar‘

xml cz
xml _en
xml sl

0,108 0,212 0,176 0,145
0,104 0,208 0,162 0,107
0,084 0,171 0,141 0,115

TOTAL

0,099 0,197 0,160 0,125

XBW: textovy mod parseru so slovami, Kaov algoritmus pre BWT

Gzip: gzip -9; Rar: rar -mb5; Bzip2: bzip2 -9

Tabul'ka 9. Kompresny pomer programov.

MB/s

Kompresia
XBW Gzip Bzip2 Rar

Dekompresia
XBW Gzip Bzip2 Rar

xml sl

xml cz
xml en

1,732 10,320 3,170 2,708
2,058 11,587 3,454 2,689
1,758 13,713 3,245 3,190

1,087 25,004 9,430 3,955
4,309 46,926 11,722 6,137
4,614 46,986 13,132 4,775

TOTAL

1,812 11,634 3,262 2,853

4,313 34,629 11,045 4,640

XBW: textovy mod parseru so slovami, Kaov algoritmus pre BWT

Gzip: gzip -9; Rar: rar -mb5; Bzip2: bzip2 -9

Tabul'ka 10. Porovnanie rychlosti programov.

siborov a na tvaroslovi daného jazyka. Pre jazyky,
ktoré maju bohaté tvaroslovie, st vyhodnejsie slabiky.
Pre kratsie stbory je taktiez vhodnejSie delenie na
slabiky. Volba delenia na slova, respektive slabiky,
ovplyviiuje pocet vyskytov symbolov zo slovnika vo
vstupnom texte. V programe XBW st implemento-
vané viaceré verzie delenia na slabiky. Vo vysledkoch
je pouzita vol'ba Left. Podrobnejsie informécie sa na-
chadzaja v [5]. Zaujimavy je maly vplyv XML modu
parseru na kompresny pomer. Toto nie je zapricené
nespravnou implementéciou parseru, ale vlastnostami
BWT pre velké bloky. Napriklad pre LZx metody je
vplyv parseru velmi vyrazny. Podrobnejsie vysledky
st opét v [5].

Nasleduje Tabul'ka 7, ktora ukazuje vplyv parseru
na rychlost programu. Jednozna¢ne najrychlejsie pri
kompresii su slova. Pri dekompresii uz az taky velky
rozdiel v rychlosti nie je. To je prave dosledkom na-
jvyraznejSieho skratenia vstupu pre BWT pri pouziti
slov. Kvoli rychlosti je vhodnejsie pouzit parser v tex-
tovom mode miesto XML modu najmé pre slova.

Existuje mnoho algoritmov pouzivanych na triede-
nie suffixov pri BWT. VolI'ba takéhoto algoritmu silne
ovplytiuje celkova rychlost kompresie. Bez pouzitia
parseru zaber4 triedenie suffixov pri velkych blokoch
az 90% celkového ¢asu behu programu. Viac detailov
je v praci [10]. Pre vsetky testované subory je na-
jrychlejsia Kaova modifikacia Itohovho algoritmu [8].
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Pripominame, Ze tento algoritmus bol pouzity pri vSet-
kych meraniach pri pouziti BWT.

Cas behu jednotlivych asti progmamu je v Tabul-
ke 8. Tieto ¢asy ukazuji, v ktorych ¢astiach je najviac
priestoru na zrychlenie.

6 Porovnanie s inymi programami

Na porovnanie uvadzame vysledky programov Gzip,
Rar a Bzip2. Programy uréené na kompresiu XML
dat ako napriklad XMLPPM a Xmill nie st schopné
spracovat nevalidné XML stubory. Preto nebolo mozné
ziskat ich vysledky na na8ich datach. Pri programoch
Gzip, Rar a Bzip2 sme pouzili parametre na najlepsiu
mozni kompresiu. V Tabulke 9 st uvedené kompres-
né pomery. Program XBW komprimuje vSetky stibory
najucinnejsie a je vyrazne najlepsi pre sibory, ktoré
nie sa v angli¢tine.

V Tabulke 10 st vysledky rychlosti kompresie a de-
kompresie. Jednoznac¢ne najrychlejsi je program Gzip.
Tento program ma vSak najhor$i kompresny pomer
a preto rychlost nasho programu XBW porovname iba
s Rar a Bzip2. Kompresia XBW trva necely dvojna-
sobok ¢asu minima Rar a Bzip2. Dekompresia u XBW
je porovnatelne rychla ako u Rar. Bzip2 je pri dekom-
presii asi trojnasobne rychle;jsi.

Rychlost XBW je dostatona na bezné pouzitie,
avSak nedosahuje rychlost dne$nych pevnych diskov,
a preto ked je prioritna rychlost, je vhodnejsie pouzit
program zaloZeny na slovnikovych metodach ako na-
priklad Gzip. XBW mé najlepsi kompresny pomer,
a preto jeho pouzitie je vhodné najmé na dlhodobu
archivaciu.

7 Buduci vyvoj

Pri dalsom vyvoji XBW sa chceme sustredit na dva
smery. Prvym je tvorba parseru, ktory by bol pouZi-
telny aj na binarne data. Druhym smerom je zrychlo-
vanie programu, kde je opat najviac priestoru pri pars-
ri.
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Abstract. Ensemble methods try to improve quality of
classification by creating multiple classifiers and aggre-
gating their outputs. In this paper, we present the use of
ensemble methods for classification of FEG data from the
project “Building Neuroinformation Bases, and Extracting
Knowledge from them”, within which a possibility of pre-
venting drivers’ microsleeps is studied. A multiple feature
subset ensemble method is used to improve the quality of
classification of a fuzzy k-nearest neighbor classifier. Two
different aggregation schemes are used — the mean value
aggregation algorithm outperforming the Sugeno fuzzy
integral aggregation algorithm.

1 Introduction

This work is a part of the project “Building Neuro-
information Bases, and Extracting Knowledge from
them” of the Ministry of Education, Youth and Sports
of the Czech Republic. Within the scope of this
project, possibilities of preventing drivers’ microsleeps
by analyzing the drivers’ EEG spectra and identifying
sleepiness is studied. The aim of this paper is to de-
termine whether classifier combining can improve the
classification of the EEG data. The results show that
classifier combining can yield improvement in both
average and variance of error rate of the classification.
The paper is structured as follows. In Section 2,
basic information about the project and the EEG data
is given. In Section 3, basic aspects of classifier
combining are introduced. Section 4 briefly describes
some aspects of classification of the particular EEG
data. Section 5 contains experimental results and their
discussion, and Section 6 then concludes the paper.

2 Data description

The data used in this paper come from an experi-
ment performed at the Laboratory of System

* The research reported in this paper was partially sup-
ported by the Program “Information Society” under
project 1ET100300517 (D. Stefka), by the Czech Mi-
nistry of Education’s grant ME701 “Building Neuro-
information Bases, and Extracting Knowledge from
them” (D. Stefka), by the grant No. 201/05/0325 of the
Grant Agency of the Czech Republic (M. Holena), and
by the Institutional Research Plan AV0Z10300504.

Reliability, Faculty of Transportation Sciences, Czech
Technical University, Prague. During the experiment,
24 probands with lack of sleep were measured
a 19-channel EEG for approx. 1 hour. From these data,
approx. 800 segments were selected by an expert neu-
rophysiologist for further processing. The raw EEG
data were transformed into frequency spectral densi-
ties for frequencies 0-30 Hz, step 1 Hz, using the Burg
filter of order 20.

Although 19-channel EEG was measured, resulting
in 19 - 31 = 589-dimensional feature vector for each
segment, for further processing, only two channels
(corresponding to electrodes T3 and O1) were used,
resulting in 62-dimensional feature vector for each seg-
ment. Each segment was also classified by the expert
into one of the following four classes (mental states):

— oculi aperti — proband has open eyes (209 seg-
ments)

— oculi clausi — proband has closed eyes (33 seg-
ments)

— raven — mentation; proband is solving part of the
Raven test (215 segments)

— somnolence — sleepiness (338 segments)

3 Classifier combining

Throughout the rest of the paper, we use the
following notation. Let X C R™ be a n-dimensional
feature space, an element & € X of this space is called
pattern, and let Cq,...,Cny C X be disjoint sets called
classes. We call a classifier any mapping ¢ from the
following:

— crisp classifier — ¢ : X — {1,..., N}, where ¢(x)
is the predicted class label of pattern .

— possibilistic classifier — ¢ : X — [0,1]", where
o(x) = (p1,...,un) are degrees of classification
to each class. If ). ji; = 1, the classifier is called
probabilistic.

The purpose of combining different classifiers in
order to get the final class prediction is that the final
combined classifier can perform its classification task
much better than any of the individual classifiers in
the team. Basically, there are two main approaches
to classifier combination — classifier selection (we use
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RandomMFS. Create an ensemble (¢1,...,¢,) using
a training set 7 = {x; € X | i = 1,...,i}, X C R".
Each classifier uses exactly t features.

1. Set j =1.

2. Generate a random mask d = (di,...,d,), di = 1
indicating that the i-th feature will be d, di =0
indicating it will not be used, such that [ _, d; = t¢.

Create a training set 7; using only those features, for
which d; = 1.

3. Create a classifier ¢; using training set 7;. If j < r,
increment j and return to (2), otherwise end with

output (¢1,...,dr).

Fig. 1. The RandomMFS algorithm.

some rule to determine which classifier to use for the
current pattern; only this “expert” classifier is then
used for the final prediction), and classifier aggregation
(where all the classifiers in the team are used for the
final decision). In this paper, we deal with classifier
aggregation only. Classifier aggregation consists of two
steps — first, we have to create a team of classifiers, and
then we have to choose some method to aggregate the
results of the team.

3.1 Ensemble methods

In the literature, many methods for creating a team
of classifiers are described — most of them create an
ensemble (a set of classifiers of the same type, which
differ only in their training sets or in their parame-
ters). The most common ensemble methods are bag-
ging [1], boosting [2], or multiple feature subset
(MFS) methods [3].

For classification of the EEG data, the ensemble
was created using an algorithm called RandomMFS.
This algorithm generates an ensemble of classifiers us-
ing random subsets of features; it is described in detail
in Fig. 1.

3.2 Ensemble aggregation

After an ensemble of possibilistic classifiers
(¢1, ..., ¢r) has been constructed, we have to use some
aggregation strategy to aggregate the results of the
individual classifiers. The output of an ensemble can
be structured to a r x N matrix, called decision pro-
file (DP):

o1 (x) M1 P12 - P1,N

¢2($) H2,1 H2,2 - .. U2 N
DP(z)=| . | = (1)

(bT(m) Hr1 fr2 - Hr, N

The i—th row of the DP(x) is the output of the corre-
sponding classifier ¢;, and the j—th column contains
the degrees of classification of @ to the corresponding
class C; given by all the classifiers. In other words, p; ;
is the degree of classification of x to class C};, provided
by classifier ¢;.

An overview and experimental comparison of dif-
ferent aggregation rules can be found in [4, 5]. For clas-
sification of the EEG data, we used two aggregation
methods — mean value [4] and Sugeno fuzzy inte-
gral [4, 5].

The mean value aggregation algorithm computes
average degree of classification to each class — the
aggregated degree of classification to class C; is com-
puted as the average of the degrees of classification to
class C; through all the classifiers, i.e.

1 T
Ky = - z;/lv:,j-
1=

The Sugeno integral aggregation algorithm takes
into account the quality of the individual classifiers.
The information about quality of the classifiers is
incorporated into a fuzzy measure g: P({1, . ..,0r}) —
[0,1], P denoting the power set, and each column of
the decision profile is then fuzzy-integrated with re-
spect to g. Although any fuzzy measure can be used,
A-fuzzy measure [6] is used most often. For A-fuzzy
measure, we need to define so-called fuzzy densities
g9(¢1),...,9(¢r) € [0,1], which represent the impor-
tance (or quality) of the individual classifiers. For our
application, we used g(¢;) =1-Err(¢;), where Err(¢;)
denotes train error rate of the classifier ¢;.

After the fuzzy densities are defined, A is calculated
as the only real non-zero root greater than —1 of the
equation

(2)

T

A+ 1 =]+ rg(e0)).

=1

(3)

The fuzzy densities determine values of the fuzzy
measure g for the singletons, A is then used to compute
all the remaining values of g. The algorithm of Sugeno
fuzzy integral aggregation using A-fuzzy measure g is
described in Fig. 2.

4 Classification of the EEG data

In order to determine which classifier algorithm to use
for the creation of an ensemble, we performed some
preliminary classification of the data using some com-
mon algorithms from the Weka framework [7]. In these
tests, instance-based algorithms were particularly suc-
cessful, the K* algorithm [8] being the best of them.
However, the time complexity of the K* algorithm
was too high to use it for classifier combining, and so



Sugeno fuzzy integral. Aggregate the decision profile (1)
to &(x) = (p1,. .., Un).

1. Compute the fuzzy densities g(¢;) =1 — Err(¢:).

2. If  [_,gi=1,set A =0, otherwise calculate A as the
only non-zero root greater than —1 of the equation (3).

3. Set j=1.

4. Sort the values in the j-th column of DP(x)
in ascending order, denoting the sorted values
a1, -+, a(r). The corresponding classifiers will be de-
noted ¢(1),. .., P, and the corresponding fuzzy den-

sities g(¢)), - - 9(d()-
5. Calculate the values of the fuzzy measure g:

— Set gr = g(¢¢r))-
— For i =r,...,2, calculate recursively

gi-1=gi + 9(¢e—1)) + Agig(@gi-1))-

6. Compute the aggregated degree of classification of
to class Cj:

s = mralx{min{ai, gi}}
i=

7. If 7 < N, increment j and return to (4), otherwise end
with output &(x) = (p1,...,un).

Fig.2. The Sugeno fuzzy integral aggregation algo-
rithm [4, 5].

we decided to use the fuzzy k-nearest neighbor clas-
sifier [9], instead. The algorithm of fuzzy k-nearest
neighbor classifier is described in Fig. 3. For our appli-
cation, we used Euclidean metric and fine-tuned the
constants to k =5 and m = 2.

5 Results

In this section, we present results of classification of
the EEG data using ensembles of fuzzy k-nearest
neighbor classifiers. The ensembles were designed by
the RandomMFS algorithm. The size of the ensem-
ble, i.e. the number of the individual classifiers will be
denoted r, the number of features each classifier used
will be denoted t.

We studied the performance of the ensemble
aggregated by two aggregation schemes — mean value
and Sugeno integral — for ¢t = 5,10,15,20 and r = 20
to 200, step 20. We measured the mean value and
standard deviation of the ensemble’s error rate (in %)
from 10-fold crossvalidation. The results for the mean
value and Sugeno integral aggregators are shown in
Fig. 4. The constant dashed line represents result of
the unique, non-combined fuzzy 5-nearest neighbor
classifier with m = 2, which uses all features — this
classifier will be denoted as NC.

From the results, we can see that for sufficiently
large ensemble (r > 140) and adequate ¢ (¢t = 15 pro-
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Fuzzy k-nearest neighbor algorithm. Compute the de-
gree of classification of x to each class Ci,...,Cn using
a training set 7 = {x; € X | ¢ = 1,...,l}. Parameters
of the algorithm: & — number of nearest neighbours taken
into account, m — fuzzifier (affecting the influence of the
distance between the patterns), metric || - ||

1. Find the set K of k patterns from 7 closest to pat-
tern « under ||-||. Let IC; denote set of patterns from K
which belong to class C;. Patterns from K and KC; will
be denoted y.

2. For j =1,..., N, compute the degree of classification
of x to class C; using the following formula:

1/l — yl[*/ =

_ l:gelcj
' 1/[je — y|[*>/(m=1)

My =
yEIC(

3. End with output ¢(x) = (p1,...,un).

Fig. 3. The fuzzy k-nearest neighbor algorithm [9].

vides the best results), the ensemble performs much
better than the NC classifier. For r = 200,¢t = 15,
we obtain more than 3% improvement of the average
error rate. Moreover, the variance of error rates for
ensembles is lower than the variance of error rates for
NC classifier.

If we study the influence of ¢ on the classification,
we can see the following. For ¢ = 5, the quality of the
individual classifiers is too low, and the results of clas-
sifier combining are unsatisfactory (comparable to, or
even worse than the NC classifier). For ¢ = 10, results
for Sugeno integral aggregator are still unsatisfactory,
while mean value aggregator already provides satis-
factory results. For ¢ = 15, both aggregators obtain
the best results. For ¢ = 20, results are still usable,
but slightly worse than for ¢ = 15. The reason for this
may be that the complexity of the individual classi-
fiers is becoming too high, and larger ensembles are
needed.

Although the Sugeno integral is thought to be very
successful aggregation operator, it was outperformed
by the mean value aggregator for this particular data.
However, both these aggregation operators belong to
a more general class of the so-called fuzzy t-conorm
integral [10]. Using fuzzy t-conorm integral, further
improvement of classification may be made.

6 Summary

In this paper, we presented the usage of classifier com-
bining for improvement of classification of EEG data
from the project “Building Neuroinformation Bases,
and Extracting Knowledge from them”. We showed
that classifier combining can yield improvements in
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t=5 t=10 =15 t=20
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20 40 BO 80 100120140 160130200 20 40 B0 B0 100120140 160180200
Ensemble size Ensemble size

20 40 B0 80 100120140 180180200 20 40 &0 80 100120140 160180200
Ensemhble size Ensemble size

Fig.4. Mean error rate + standard deviation of an ensemble created by the RandomMFS algorithm, using
t = 5,10,15,20 features, using different number of classifiers (Ensemble size). The ensemble was aggregated
using mean value aggregator (top four graphs) and Sugeno integral aggregator (bottom four graphs) — solid line. The

dashed line corresponds to the NC classifier.

the classification of the data — in particular, using
ensembles of fuzzy k-nearest neighbor classifiers, de-
signed by random multiple feature subset method, the
error rate of classification can be lowered by about
3% in comparison to a non-combined fuzzy k-nearest
neighbor classifier.
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Abstract. Fuzzy classification is one of methods used for
pattern classification, which is germane to many engi-
neering applications. An output from fuzzy classification
is an assignment of patterns to fuzzy classes. There
are several methods for fuzzy classification; in this paper
we propose a new method based on the soft margin sup-
port vector machines classifier (C-SVM). These classifiers
are based on statistical learning theory and they are widely
used in pattern classification. In our approach, the deci-
sion boundary and slack variables obtained from C-SVM
are used for the definition of a new optimization problem.
The goal is to find an optimal parametrized transformation
function T , which transforms the distance of a pattern from
decision boundary to its membership degree. Quadratic pro-
gramming is used to find suitable values for the parameters
of T. The development of the full scope of this new fuzzy
classification method is still in progress.

1 Introduction

Classification is a method for separation of patterns to
several output classes. We model patterns x; as vectors
in R®, where s is a number of features. In classification,
it is expected that we know the assignments y; of some
patterns z; € R® to their output classes. A set of these
assignments is called a training set; vectors xz; are
termed inputs and assigned values y; outputs. Given
some new pattern x;, we want to predict the corre-
sponding y; using the training set.

In fuzzy classification output classes are represented
as fuzzy sets (Aj, As,...,An) [3]. Using the simple
criterion of mazimum membership; the output class A;
that the data sample xg € R® most closely resembles
is found by:

(1)

i = ?{gmax{:u’fll (Z‘O), KAy (370), s A, (330)}

i=1,....,m
There are several methods for fuzzy classification;
e.g. neuro-fuzzy methods [4] or genetic-algorithm based
rule selection [2]. We are going to introduce a new
method based on C-SVM classification.

* The research reported in this paper has been supported
by the grant No. 201/05/0325 of the Grant Agency of
the Czech Republic (M. Holena).

2 Employed concepts

2.1 Classification with support vector

machines

In this section we sketch how support vector machines
(SVM) and C-SVM classifiers work. You can find the
detailed description and additional references in the
monograph [5]. We omit it in this paper because of
space restrictions.

In the sequel, we restrict ourselves to only two out-
put classes. For two output classes the training set
(training examples) can be defined by

(:E1,y1),- cey ($maym) e R* x {il}' (2)

where y; is +1 if z; belongs to the first class and —1
for the other class.

Given an input space H equipped with a scalar
product () any hyperplane in H can be written as

{r e H|(w,x) +b=0},w e H,beR. (3)

In this formulation, w is a vector orthogonal to the
hyperplane. Parameter b determines the position of
the hyperplane. For any « € H number (w, x)/||w| €R
is the length of its projection to the direction of w. If
we multiply w and b by the same non-zero constant, we
obtain the same hyperplane. This superfluous freedom
can be abolished by using canonical hyperplanes.

Definition 1 (Canonical Hyperplane). The pair
(w,b) € H x R is called a canonical form of the hy-
perplane (8) with respect to x1,...,X;m € H, if it is
scaled so that

min [(w,x;) +b] = 1.

i=1,...,m

(4)

Let us consider that the given problem is linearly
separable in the input space first. A decision func-
tion fw,p which correctly classifies all the examples
(fw.b(zi) = yi) can be defined by:

fwp: H— {1}

X — fwp(x) =sgn ((w,z) +b), (5)
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In SVM learning algorithms, a crucial role is played
by a notion of a margin.

Definition 2 (Margin). For a hyperplane {w, b}
and a sequence {(x;,y;) |i € m}, the minimum value
villw,xi) +0)/wll (6)

is called the margin of {(x;,y;) |i € m}. If the latter is
omitted, it is understood that the training set is meant.

According to the definition (4), all patterns have
distance at least 1 from the hyperplane. Hence, for
all correctly separated patterns hold separation con-

straints:
i ((xi, (7)

Among all canonical hyperplanes separating the
data, there exists a unique optimal one, distinguished
by the maximum margin. It can be constructed by
solving the primal optimization problem:

w)+b)>1,i€nm.

(8)

minimize 7(w)
weH,beR

subject to (7).

= 5w

Let us explain the motivation for minimizing the
length of w. If |w|| is 1, then the left hand side of (7)
would equal the distance from x; to the hyperplane.
In general, we have to divide y;({w,x;) + b) by ||w||
to transform it into this distance. Hence, if we can
satisfy (7) for all ¢ = 1,...,m with a w of minimal
length, then the overall margin will be maximized.

Primal optimization problem (8) is a constrained
optimization problem. In this case, the Lagrangian
takes the following form:

g (&7} yz sz

L has to be minimized with respect to the primal
variables w and b and maximized with respect to the
dual variables c; (in other words, a saddle point has
to be found).

At the saddle point, the derivatives of L with re-
spect to the primal variables must vanish, which leads

to
m
E QY X
i=1

So, the solution vector w has an expansion in terms
of training examples. Only the Lagrange multipliers «;
that are non-zero, correspond to constraints (7) which
are precisely met. The corresponding patterns x; are
called support vectors. Thats why these classifiers are
called SVM classifiers.

L(w,b, ) )+b)—1) (9)

*HVVH

m

ZaiyianndW:

=1

(10)

Substituting the conditions for the extreme (10), into
the Lagrangian (9), we arrive at the dual form of the
optimization problem:

1 m
=g i;1 oYY (X, Xj)
(11)
(12)

m
maximize W(a) = Z
QGR’"L Pt

m
subject to: a; > 0,7 € m and Zaiyi =0.
i=1
On the substitution of the expansion (10) into the
decision function (5), we obtain a final form of the
decision function, which can be evaluated in terms of
scalar products:

f(x) =sgn (Z iy (X, %) + b) .

i=1

(13)

2.2 Non-linearly separable case

SVM classifiers, as we presented them, would be able
to solve only linearly separable problems. To allow
for much more general decision surfaces, kernels [5]
can be introduced to nonlinearly transform the input
data into a high-dimensional feature space using a map
P : x; — X;, where x; is from some feature space H
and z; € R®. The feature space H and kernel k can
constructed so that the classes become linearly sepa-
rable in it.

The new proposed method doesn’t change whether
a kernel was used or not. Indeed, recall that a scalar
product in the input space can be replaced by a corre-
sponding positive definite kernel k(x,x;) wherever it
was used [5].

2.3 C-SVM classifier

Because only Support vectors patterns are used to con-
struct the final decision function, one misclassified pat-
tern can change the solution considerably. To allow
the possibility of examples violating (7), so-called slack
variables & > 0 can be introduced.

Separation constraints (7) are relaxed to:

yi((xp,w)+b)>1—-¢&,i=1,....,m (14)

Clearly, by making &; large enough, the con-
straints (14) can always be met. In order not to obtain
the trivial solution, where all &; take on large values,
we need to penalize them in the objective function. To
this end, a term ), & is included in (8).

An SV classifier based on relaxed primal problem
inequality conditions (14) is called soft margin clas-
sifier. In the simplest case, referred to as the



C-SV classifier, primal optimization problem (8)
has following form (With parameter C' > 0),

Zfz,

subject to the constraints §; > 0,7 € 7 and (14).

mlnlmlze U(w, &) = (15)

weH,£ER

We can again derive the dual optimization problem.

mgélr{l&zew Z oy — jzl 005y (%4, X )
(16)
subject to 0 < a; < C and Zaiyi =0. (17)

i=1

Large values of C' minimize training error whereas
small numbers maximize the margin. However, there
is no particular way how to choose the right value for
constant C'. Therefore a modified classifier v-SVM was
proposed. It replaces the parameter C' by parameter v.
The latter controls the number of margin errors and
support vectors. It appears that the parameter v is
more easily to determine than the parameter C.

3 Fuzzy C-SVM classifier

In this section, we describe how soft-margin classifier
can be used for fuzzy classification. SVM classifiers
use crisp sets as output classes. In fuzzy classification
output classes are modeled as fuzzy sets.

According to the definition of a training set with
two output classes, every training pattern belongs
either to the first or to the second class. There are
none without an assignment. To be consistent with
that definition, we model one output class as fuzzy
set and the other one as its fuzzy complement. Hence,
only one fuzzy set is needed.We call the first fuzzy set
primary and the other one complementary fuzzy class.

Note that the membership of a pattern to comple-
mentary output class is dependent on the used fuz-
zy logic. Unless stated otherwise, we use Lukasiewitz
fuzzy complement (—pu =1 — pu).

Definition 3 (Fuzzy Training Set). A sequence
(xla,ul)w"a(xmnum) ERS X [07 1] (18)

is called fuzzy training set. Values p; represent mem-
bership degree of pattern x; in the primary fuzzy class.

SVM classifiers expect y; values to be £1. To be
able to use SVM framework, we do the following trans-
formation before we substitute values to SVM equa-

tions:
_J1 forpu;>05
Yi=\ -1 for i < 0.5
We leave out training examples with membership de-
gree equal to 0.5.

(19)
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Let us move to the derivation of a transformation
function 7. The idea is that the transformation func-
tion processes the results from a C-SVM classifier and
the membership degrees of the patterns are obtained.

When a C-SVM classifier finds the optimal hyper-
plane for a training set, we can compute for each train-
ing pattern x; its coordinate with respect to the nor-
mal vector of the hyperplane (d; = ((w,x;)+b)/||w]]).
We suggest to use these coordinates (normal coordi-
nates) as the input to the transformation function 7.

Figure (1) depicts a training set in a 2-dimensional
feature space. There is a soft margin hyperplane (w, b)
which represents the decision boundary. Patterns x
and zy are support vectors; &5 = & = 0. Patterns
xs and x4 are within the margin and their member-
ship degrees should be lower than degree of patterns
and z2 (although they are correctly classified). Pattern
xg is far away from the margin and its membership
degree should be at least as high as the membership
degree of support vectors. Patterns x5 and x7 are mis-
classified and their slack variables attain values higher
than 1; their membership degree should be very small
or zero.

~Hyperplane (w,b)

Fig. 1. Geometrical meaning of slack variables.

We suggest that the transformation function
(T : R — [0,1]) should have following properties:

1. Tt is a non-decreasing function. (The more positive
is the normal coordinate of a pattern the higher
should be its membership degree in the primary
fuzzy set.)

2. Its domain are real numbers R. (Classifier has to
be able to classify all points. The normal coordi-
nate will be negative for patterns belonging to the
complementary fuzzy class.)

3. Its range is a subset of the interval [0,1]. (The
output is the membership degree of a pattern in
the primary fuzzy class.)
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4. Tt should be steeper in the margin and flatter out-
side.

5. Misclassified patterns should have lower member-
ship degree than correctly classified patterns.

6. In addition, it is reasonable to assume value 1/2
for the patterns laying exactly on the margin.

Typically, sigmoid functions have many of these prop-
erties. In our research, we use several transformation
functions; here a logistic function with one parame-
ter a is recalled for illustration:

7.(x)

a>0 (20)

T lqe o
The logistic function has the range (0,1) and the pa-
rameter a determines its steepness.

If there is no misclassification, membership degree
should be very similar to the linear margin function.

1 forxz>1
2 for z € [-1,1]
0 forx<-—1

frm(z) = (21)

Logistic transformation function
T

Linear margin function: (1+x)/2

- Logistic function a=1

[ Logistic function a=2

| 1 1

-3 -2 -1 ] 1 2 3
Distance from the hyperplane

Fuzzy output degree

Fig. 2. Logistic transformation function.

When searching the optimal transformation func-
tion, we penalize all differences from function fras (21).
According to suggested property 5. of transformation
functions we will try to minimize membership degrees
of misclassified patterns at the same time.

Let us now formulate the constrained optimization
problem for logistic function with the parameter a:

m m

?;8W<G)ZZ|7;(di)_fLM|+ > wil&-1)Ta(dy),
i=1 i=1,6>1

(22)

subject to: 7,(1) > e and 7,(—1) <1 —«a, (23)

where d; is the normal coordinate of a pattern z; and &;
is its slack variable. The constant « € (0.5,1] deter-
mines the minimal membership degree of the primary
class support vectors. Ideally, it should be equal to 1,
but this option would reduce the number of the suit-
able transformation functions significantly. Therefore,

we choose a weaker condition. The logistic function
in the optimization problem can be easily replaced by
any other transformation function with one or more
parameters.

When a new pattern is classified, its normal coor-
dinate is computed, then the transformation function
is applied and the membership degree of the pattern
is acquired.

4 Conclusion

There are many other possible transformation func-
tions. Presently, we are studying properties of a double
sigmoid function. We intend to use existing measures
of quality of classification [1] to compare our fuzzy
C-SVM classifier with other fuzzy classifiers. We want
to study how suitable transformation functions depend
on a specific classification problem and which objec-
tive criteria can be used to compare transformations.

We will test our approach on benchmarks from
University of California in Irvine machine learning re-
pository and on real world application data from ma-
terials science. The materials science data was also the
motivation for the reported research. The objective of
the proposed tests is to check the usefulness of this
approach.

In this paper, we discussed only fuzzy classification
for two output classes. SVM classifiers usually work
with 2 output classes too. There are several techniques
for extending SVM classifiers for multi-class classifica-
tion: one versus the rest, pairwise, multi-class objec-
tive function [5]. We want to attempt to adjust some
of these techniques for multi-class fuzzy classification.

Our implementation of the fuzzy C-SVM classifier
will be downloadable in spring 2008 from
http://zdena.euweb.cz/fcsvm /index.php.
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A lower bound technique for restricted branching programs*
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Abstract. We attempt to create a new lower bound tech-
nique based on a tight observation concerning separation
of positive and negative input strings. As the first result
this technique gives a superpolynomial lower bound for re-
stricted branching programs computing a special Boolean
function.

1 Introduction

By a branching program (b.p.) P (over inputs
of length n) we mean a finite, oriented, acyclic graph
with one source (in-degree = 0) where all nodes have
out-degree = 2 (so-called branching nodes) or out-
degree = 0 (so-called sinks). The branching nodes are
labelled by variables x;, ¢ = 1, ..., n, one out-going edge
is labelled by 0 and the other by 1, the sinks are la-
belled by 0 or by 1.

For an input a = a3...a, € {0,1}" by computation
on a we mean the sequence comp(a) of nodes starting
at the source of P and ending in a sink. In each node
with label z; the next node is pointed by the edge with
label a;.

A special case of b.p. with in-degree = 1 in each
node (with exception of the source) is called decision
tree.

If v € comp(a) we say that a reaches v. If a and b
reach v and immediately below v they reach different
nodes we say that comp(a) and comp(b) diverge in v
(or shortly a and b diverge in v).

P computes function fp which on each a € {0,1}"
outputs the label of the sink reached by a.

We say that P computes in time t(n) if each its
computation on any input is of the length at most t(n).

The well-known restriction of b.p.’s are so-called
read-once branching programs in which along each
computation each variable is tested at most once.
Read-once b.p.’s compute in time n, of course.

If comp(a) has a common part with a path in P
we say that a follows this path.

By a distribution we mean any mapping D
of {0,1}™ to the nodes of P with the property that for
each a D(a) € comp(a). The class of the distribution
at node v is the set of all a‘s mapped to v.

* Research partially supported by the “Information So-
ciety” project 1ET100300517 and the Institutional Re-
search Plan AV0Z10300504.

Let v € P. We say that T is a tree developed in v
according to P iff T" simply copies the paths starting
at v till the sinks - different paths in P form different
branches in T. Repeated tests on the same variable
are omitted in 7.

By the size of P we mean the number of its nodes.
By the complexity of a Boolean function f we mean
the size of the minimal b.p. computing f.

It is a well-known fact that superpolynomial lower
bound on the size of b.p.‘s implies superlogarithmic
lower bound for space complexity of Turing machines.

There is a long history of proving superpolynomial
lower bounds for restricted b.p.‘s, especially for read-
once b.p.‘s (see [3]). The strike was done by [1] with
proof of superpolynomial lower bound for b.p.‘s com-
puting in time n. log n. We are searching for superpoly-
nomial lower bound for less restricted b.p.‘s computing
in time n.(logn)?2. In this text we present a technique
based on a new principle as follows.

Let us have a b.p. P which computes a function f.
Let a = ay...ap, b = b1...b,,, * = x1...x, be three
inputs. Let for all 4 = 1..n x; = a; or x; = b; and
fla) = f(b) # f(x).

We see that there is at least one node in P reached
by all three a,b, x - e.g. the source of P. On the other
hand f(a), f(b) differ from f(z) - therefore in P there
is a non-sink node v which is the last node in P reached
by all three a, b, z.

Let us consider the situation in v. In v (according
to definition of v) a,b,z must diverge. Let the i-th
variable be tested in v. It must be a; # b; otherwise
a; = b; = x; and no divergence is possible.

Wlog we may assume that a follows 0-edge outgo-
ing from v, b follows 1-edge and x follows 1-edge , too.
Since v is ”last”, the computational paths starting in v
and given by a and b must not meet until the moment
when b, x diverge. This is our new principle.

For its application it remains to imagine that in
one node many inputs with rich mutual relations can
be distributed with the effects that many paths till
some significant depths must not have any common
nodes. As a consequence we can obtain lower bounds.

We develop a new proof technique based on this
principle. In this text we prove a superpolyno-
mial lower bound for branching programs computing
in time n.(logn)? using some additional assumptions
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taken from life. The next research will have to remove
them.

2 Multisyms

For appropriate n‘s we understand the binary inputs
of length n as a matrices m x k where m.k = n. We say
that such a matrix is a t-multisym if for each choice
of ¢ columns there is a row r monochromatic on them
(we say that r covers this choice of columns) . For the
purposes of this text we shall use only 2-multisyms,
simply multisyms. This function was used to prove
superpolynomial lower bound for so-called read-once
branching programs (see [2]).

We often use notation m = ¢(n).logn and k =
m. It is easy to see that for e(n) > 3 the number
of multisyms is at least 2"~!. Indeed the number of
multisyms is at least

on _ <1§>2m2n72m >

2" —p2.2n"m >

2n,__2n+210gn—eﬁﬂ.bgn >

on _ 2n—10gn > 9on—1

By a canonical branching programs computing
multisyms we mean any branching program P consist-
ing from a chain of subprograms (P; ;) for ¢,j = 1...k,
i # j. BEach program P; ; is responsible for verifying
the covering of the pair of columns (C;, C;). Each P, ;
has two sinks - simply to separate the matrices with
covered (C1,Cs) from the others. The first sink of P, ;
is the source of the next subprogram Py ;/, the second
sink of P; ; is one of sinks of P. Such a P; ; is a chain
of microprograms M, for each row r. M, is responsible
for covering of (C1,Cs) on row r. (M, tests equality
of two bits.)

Let P be a branching program computing multi-
syms. Let v be a node of P, a,b be multisyms, x be
a nonmultisym, C7,Cs be columns, all a, b, x reach v.
By R(v,a,C1,Cs,b,x) we mean that
i) v is the last node reached by all three a, b, ,

ii) in v z follows a,

ili) the test in v is in Cy, the test in which z leaves a
for the first time (below v) is in Cs.

We say that P is a reasonable branching program
iff P satisfies the next restrictions for all a, Cy, Cs:

R1 For each a and for each Cy, Cs there is at least one
v such that there is b, x satisfying R(v,a,Cy,Cs,b,x)
or R(v,a,Cy,C1,b,x).

R2 Let R(v,a,C1,Cq,b,z) and b € v and test, b #
test,a (= b follows the other edge). Then
R(v,a,Cq,C, b, x).

The next lemma demonstrates that R1, R2 are
taken from life.

Lemma 1. Fach canonical branching program (com-
puting multisyms) is reasonable.

Proof. Let P be a canonical branching program com-
puting multisyms. Let us verify R1.

Let a be a multisym, let Cp, Cy be a pair
of columns. Let us take the subprogram P, of P
corresponding to the pair C7,C5 and within it the
microprogram M, (responsible for a row r) in which
a leaves Pj 5. Let v be the input node of M,.. We want
to prove R(v,a,Ci,Ca,b,x) for some b,z. Let x be
a nonmultisym which at v follows a and which ends at
sink of P; 5. (Such an x exists: e.g. x with the following
properties - & does not cover C,Cs, on M, x follows
and then diverges a, outside of Cy,Cs x equals 1, on
both C1,Cs z has at least one 1).

Let b be a multisym which at v follows the opposite
edge. Clearly R(v,a,Cq,Ca,b,x).

R1 is verified.

R2 is satisfied clearly. O

The restriction “reasonable b.p.” may seem very
special since it is formulated in terms of multisyms
and therefore it can be reasonably used only for b.p.’s
computing this function. On the other hand multisyms
seem to be a very appropriate candidate for a func-
tion superpolynomially difficult for general b.p.’s
computing in time n(logn)?. We plan in the next de-
velopment of our ideas to remove both R1, R2. Hence
our approach to start with R1,R2 is legitimate. As the
main goal in this paper we demonstrate the first effec-
tive use of the principle for lower bounds described in
Introduction.

3 Combinatorics

The following lemma is formulated purely combina-
torially without any connection with branching pro-
grams. We will use it in the next section.

Lemma 2. Let T be a sequence of places, let |T| be
its length. Let k be a natural number.

Let (’;) pebbles be distributed on places of T, at
most k — 1 pebbles on one place.

k

Let u, a be numbers, u < % and u < k —1.

Then in T there is a subsequence S of a places such
that
(i) on each of them more than u pebbles are distributed,

(ii) between each two places neighboring in S there is

710 ()it
o—1 k—1—u °

at most d = a. places in T where 0 =

Proof. By a marked place we mean any place with at

kY u
least u+ 1 pebbles. In T there is at least 0 = %



marked places. The average distance between marked

places is at most p; p = @%10

The number of intervals of length at least ce.p+1 of
ked places is at ¢ 1Tl=o |T|—o0 o
non-marked places is at most == = alf=er < a

Hence there are at most 2 subsequences of marked
places in which each two neighbors have distance at
most a.p and moreover there is at least one such sub-
sequence which contains at least « places. O

¢(n) <logn, T(n) =
RAQN

Corollary 1. Fork =

_n
e(n).logn’

n.(logn)?, a = (logn)* and u = G755, d = d(n) is
at most 6.(logn)°.
Proof. d(n) = a(n). T(On)l ° =
a(n).T(n a(n).o
(0) 1( 4) _ (5 )1 <
% (since 0 > 1)

_ _ n.(logn)* <
(g’)fT(n)uu. =
e

n.(logn)*.(k—1—u)

(g)fT(n).ukarlJru -

n-logn)®k 6.(logn)8. O

2(2)

4 Lower bound

Definition 1. Let B be a full binary decision tree. Let
M be a set of inputs, M C {0,1}™. Let T be a subtree
of B. Let L1 be a number of all leaves of T and L:,Af[’B
be the mumber of leaves of T reached (in B) by
inputs from M. By (M, B)-ratio of T pMB we mean

]\/I B
the number

LT

Theorem 1. The polynomially sized reasonable
branching programs cannot compute multisyms with
3 <e(n) <logn in time n.(logn)?.

Proof. By contradiction. Let P be a reason-
able branching program computing multisyms in time
n.(logn)? and with |P| < n? for some gq.

For each multisym a we understand the nodes of
comp(a) as a sequence of places. Let v € comp(a) be
anode (place) and let C; be the column of the variable
tested in v. The number of pebbles on v is given by
the number of columns C such that R(v,a,C1,C,b,x)
for some b‘s, x‘s. Hence on each v there is at most
k — 1 pebbles where k is the number of columns in the
matrices (multisyms).

From R1 it follows that on comp(a) there must be
at least (g) pebbles. Therefore according to Lemma,
for each a , in comp(a) there is a relatively
long ((logn)?) subsequence S, of nodes with relatively

(1‘(§Z§2) pebbles and with the distances be-

tween their nodes relatively small ( at most 6.(logn)°
- see Corollary 1).

many (
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Let us distribute each multisym a to the first node
of S,. Let v be the node with a maximal class M of
this distribution. It is easy to see that (for e(n) > 3)

the number of multisyms is at least 2"~ . Hence | M| >
2n71
na °
From v we develop the syntactic tree B’ accord-

ing to P (“syntactic” means that we take into account
also the branches which are not followed by any input
e.g. in case of repeated tests on the same variable) till
the depth (logn)2.6.(logn)® in P. Below this depth
we continue the developing of the tree ignoring the
repeated tests. On each branch b at the node corre-
sponding to the related sink of P we add some sub-
tree S, which on each their branches tests all variables
not tested below v till now. We know that the length of
branches (constructed till now) is at least n and that
each such branch is followed by at most one in-
put (of length n). The branches (constructed till now)
can be of different length (due to the possible different
number of repeated tests along different branches). To
obtain a full tree B’ of certain length we add some full
tree T}, of appropriate length to each branch b shorter
that the longest one of branches constructed till now.
As a result we obtain a full binary decision tree B’ of
depth n + 6. § is at most (logn)2.6.(logn)S.

We modify B’ as follows. In the middle of each
edge below v till the depth (logn)2.6.(logn)% we insert
a new node with the same test as in the node from
which the edge in question out-goes. On the dead edge
of this test we add a dummy full binary tree D of depth
log((log n)?.6.(logn)%) + (logn)? + §. Below the depth
(logn)2.6.(logn)® we add dummy subtrees of depth
§ — | where [ is level of B’ below (logn)2.6.(logn)S.
Maximal [ for this operation is §.

Let B be the resulting tree. The number of its
leaves is at most

2n+6 +

+264(10gn)8.2log((logn)2.6.(10gn)5)+(10gn)2+6 4

+ 3 2h 20 <

< 2n+6+1.

It follows that M-ratio of B

_ M
pB Z nto+i-

Lemma 3. There is a full binary decision tree T of
depth (logn)? + & rooted in v such that

a) Each its branch (considered as a sequence of nodes)
s a subsequence of a branch of B.

b) py > pi.

¢) The nodes of T reached by inputs from M in depth
(logn)? are pairwise different in P.

d) The number of leaves of T reached by inputs from M

is the same as the number of nodes of T reached
by inputs from M on level (logn)?.
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We continue in the proof of Theorem 1. Since P is
small (< n?) from c)and d) it follows that the number
of leaves of T reached by inputs from M is

small (< n?) which implies that p;/[’B < 200;‘%
According to b) it follows that Q(I%”ﬁ > pé\F/I,B >

pM > 2|+Lo|+1 A contradiction. Q.E.D. O

Proof of Lemma 3.

The main point of construction of the desired
tree T' is recursive use of procedure Proc.

In the first step of Proc we take into account the
both subtrees of B rooted by the immediate succes-
sors vg,v1 of v. If one of these subtrees is reached by
no input from M we add it to the constructed tree T".
We know that in the other case in P the branches
starting in vg and in v; and followed by inputs from M
don’t meet till the depth %. This follows from the
restriction R2. (Cf. ¢) of Lemma.)

For ¢ = 1,2 below v; we distribute each input a
from M to the node of B where a has the next (second)
node of its special subsequence S,. First let us take
into account the easy case when on each branch there
is at most one node of this distribution. Among the full
subtrees with roots in the nodes of the distribution we
chose that one which has maximal M-ratio. We notice
that this ratio is at least the same or larger than the
ratio of the tree rooted by corresponding v;. In T” there
will be an edge from v to the root of the chosen tree.
On each tree chosen in the present iteration of Proc
we apply the next iteration.

The difficult case is when some nodes of this dis-
tribution are on the same branch of B. Let leaders be
nodes (of this distribution) which have no such nodes
as predecessors.

We take into account a partition of the set of nodes
of the distribution according to the equivalence “to be
below (or equal to) the same leader”.

Let w;’s be a class of nodes (a class of the parti-
tion) where sets of multisyms M;’s are distributed. We
construct the corresponding trees R;’s rooted in w;’s.
Each R; contains all branches followed by inputs
from M;. The sets of leaves of R;’s are pairwise dis-
joint (since in each leaf is at most one input - from the
construction of B). In general the union of R;’s do not
cover the whole subtree rooted in the leader of w;’s
because in general there are branches not followed by
any input from M. To each R; we potentially add some
other branches to save the possibility to continue the
construction of full tree of depth (logn)? + § in case
when the modified R; is chosen as the tree with max-
imal M-ratio. We proceed according to the following
rules:

Let us take R one of R;’s. In B let us follow its
branches from its root to its leaves. Let u be a node
on some branch b such that only one outgoing edge is

followed by inputs from M;. In case when u is in B in
depth at least d = (logn)2.6.(logn)® + § we add the
whole subtree of B rooted by the out-going edge in
question to R or we do nothing if u plays its role for
another R which consumes this subtree in question.

In case when w is in the depth at most d the most
difficult case is such that the out-going edge in ques-
tion is followed by inputs from some other M;’s.

We saturate the need of subtree in the direction of
the out-going edge in question using the added sub-
tree rooted in the middle of this edge. The added
subtree is large enough to yield subtrees of desired
depth (logn)? + § for at most 6.(logn)® R;’s in at
most (logn)? iterations of Proc.

From T" we construct the desired full binary tree T
of depth (logn)? + § as follows:

From each node of 7" in depth (logn)? in T” we fol-
low the branches in B. If the node in question (on level
(logn)? and below) of T" is not reached in B by any
input from M we simply add a subtree of an appropri-
ate depth to gain the desired depth (logn)?+4. (In
case of back reconstruction of B from 7' b) of Lemma
is not corrupted.)

If a node has only one out-going edge followed by
inputs from M we prolong the dead edge by an sub-
tree of appropriate depth to gain the desired depth
(log n)?+6 and we follow the edge with inputs from M.

If in a node both outgoing edges are followed by in-
puts from M we consider two subtrees rooted in this
node. Each of these two subtrees contains the sub-
tree rooted by one outgoing edge and the dummy tree
rooted by the middle of the opposite out-going edge.

We chose that one with maximal number of inputs
from M. In both cases the back reconstruction of B
does not corrupt b) of Lemma.

(From construction of B it follows that the
operation above is ensured till the depth (logn)?2.6.
(logn)8 + §. This is sufficient for construction of T'.)

The conditions a), b), ¢), d) of Lemma are satisfied.

It remains to verify that T is a full tree of depth
(logn)? + 6.

From the description of Proc it is easy to see that
T is a full tree till the level (in T) at least (logn)2. On
this level the nodes not reached (in B) by any input
from M have an appropriate prolongation by a subtree
till the desired depth (logn)?+6 - this follows from the
construction of B and from the description of Proc. O

The proof above is the first application of the prin-
ciple mentioned in Introduction. The result is mod-
est but reasonable. The challenge is to remove restric-
tions R1, R2 and in this way to achieve a considerable
improvement of Ajtai’s result [1].
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